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1 The Software Suite 6-5.T10

The Streamcore Software Suite is a set of software versions for the StreamGroomers and the
SGM. This document contains the release notes of the Streamcore Software Suite 6-5.T10.

The Software Suite must be installed on the SGM with the SGMConf application.

The OPE and BOOT elements must be deployed on the StreamGroomers from the SGM with
StreamView application. Since the release 6.3, when an OPE is installed on a
StreamGroomer, the SGM automatically deploys the latest versions of the BOOT and
ACC modules. The BOOT version will only be active after reboot of the StreamGroomer
(see 2.3 Activation of a Boot, ACC and OPE version below)

This Software Suite contains the following software versions of the SGM and StreamGroomers:

Software Suite: 6-5.T10

Official OPE: 6-4.23

Official ACC: ACC25 (version 6.1.0-243)
Official Boot M4G64: S52

Copyright © Streamcore SAS - All Rights Reserved
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Before deploying this software release, please carefully read the following recommendations and
contact the Streamcore Support if you have any questions.

2.1 Licensing

Since release 6-5.T06 the Streamcore Software-suite installs a new license management system
that needs an update of the license currently used on the SGM.

If you already used a SGM in 6-5.T06 you don't need to update the license.

2.2 New password

From version 6-5.T06 the default passwords for the users sgm and sc are set to different values.

Please contact Streamcore support at support@streamcore.com to receive these new passwords.

2.3 Activation of a Boot, ACC and OPE version

Activating a new version of the OPE/ACC requires to reboot the StreamGroomer. During the
reboot phase, the StreamGroomer is unreachable. Rebooting the StreamGroomer will
automatically stop the following functions on the corresponding sites:

e Monitoring: No measurement (polling) is performed during the reboot and probably no
statistics will be available for the corresponding period of 1 minute or 10 minutes in the
Real Time and in the Long-Term graphs and reports. Groomings stops functioning and
their status is set to Down status unless the Grooming has been configured to be
managed temporary as a shaping.

e QoS and tagging: Traffic will not be prioritized nor tagged until the StreamGroomer has
reloaded and activated its configuration.

e Load balancing: Load balancing is disabled on the site supported by the StreamGroomer
e WAN optimization: Accelerated TCP sessions will be broken.

e Netflow and monitoring: The StreamGroomers will stop sending Netflow tickets and
traps/informs until has reloaded and applied its configuration.

It is strongly recommended to plan and schedule the reboot of the appliances to
minimize the impact on the IT production workflows and activities of the end users.

It is recommended to activate the same Boot, OPE and ACC versions on the
StreamGroomers of a Dual and Tandem configuration.

If WAN optimization, Groomings, QoS and Tagging or Load Balancing functionalities are
used, it is strongly recommended to run the same versions of Boot, OPE and ACC
software on both endpoints of a grooming or peering to prevent errors caused by
inconsistency between the StreamGroomers.
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2.4 Software versions for M3G not available

®

Boot and OPE packages for M3G appliances are removed from the Streamcore
Software Suite 6-4.12. The reason is that M3G appliances are EOL.

OPE version 6.1 is also removed from the Streamcore Software Suite. The
reason is that Release 6.1 is EOL.

2.5 Updating to ACC25

e The content of the existing cache may be deleted from the StreamGroomer each time
this SG is started with ACC25(cf. Known issues).

e ACC25 can work with others SG in ACC25 or ACC24 only (for future versions please
check the corresponding release note).

2.6 Updating to Boot M4G64 S49 or later

®

A critical issue has been identified with boot versions up to S42 on SG360e, SG860e¢,
SG1660e and SG3260e that impact the communication with the StreamGroomers and
many other operations such as configuration, statistics measurement and collect, WAN
optimization.

If the uptime of these StreamGroomers is longer than 200 days, the appliance can
become unreachable after a software reboot (for example when activating an OPE
version). The workaround is a hardware reboot (unplug and plug the power supply).
To solve this issue, deploy the Boot S49 on these appliances and apply the new version
as soon as possible by rebooting the StreamGroomer.

Streamcore highly recommends updating all the StreamGroomers with a boot
version S49 or later as soon as possible.
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Please note the End of Support dates of the Streamcore Software Suites and Operational (OPE)
software versions:

Software Suites End of Support
6.3 End of support since November 30t 2018
6.4 December 31t 2021
6-5 Not planned
OPE End of Support
6.2 Not planned
6.3 End of support since November 30t 2018
6.4 Not planned
6-5 Not planned

It is highly recommended to upgrade the SGM, StreamGroomers and StreamCollectors to the
latest versions of the Streamcore Software Suite, OPE and Boot.

Do not hesitate to contact the Streamcore Support team (support@streamcore.com) or your sales
representative for further details about the update path.
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4 Improvements and new features

With this new release, Streamcore brings useful new features on its SGM and SG.

4.1 SGM 6-5.T10

4.1.1Licensing with number of SG

To ease the distribution and control of StreamGroomers in virtual environments, the number of
SG allowed to be managed by the different SGM running on the same license is now controlled.
This number is limited with a value specified in the license.

[ Home Parameters | Alarms | Customization | Maintenance J“License
; DEEMEHELE Activation | Status | Report
[+ System
|* High availability
| Software Suites License usage status.
b Databases Report created on 2021-03-10 14:30:56. Update...
SHARED ELEMENTS
Multi-SGM activation: yes 9/20 (active/maximum allowed
StreamGroomers Sites
Maximum allowed for all 136 2000
Free for all Izl 1790
Used by this SGM 131 114
LOCAL ELEMENTS
SGMSpare Rules WAN optimization sites SpeedAgent
enabled 534 /50000 -/900 5/900
Basic Advanced Premium
1 Mbps - -1- -/-
2 Mbps 117- -1- -/-
5 Mbps -/- -/- -/-
10 Mbps 81/- -/- -1-
20 Mbps 2/100 1/- -/100
50 Mbps 10/~ 17- -1-
Remote Site 100 Mbps 71I- 1/- 1
200 Mbps -/- -/- !
500 Mbps 37- ! !
1 Gbps olfo / /
2 Gbps -/- ! -/-
5 Gbps -/- -/ - /
10 Gbps -/- ! !
104 3 0
StreamGroomer Basic Advanced Premium
1 Mbps -/- ! -/-
2 Mbps / / I
5 Mbps / / I
10 Mbps ! ! !
20 Mbps ! ! !
50 Mbps ! ! !
Datacenter 100 Mbps 1 1/- 1
200 Mbps -1- ! -/-
500 Mbps ! ! !
1 Gbps / / /
2 Gbps / / !
5 Gbps / / /
10 Gbps ! ! !
0 1 0
Total 104 4 0

In case of overpassing this limit the creation of a SG will still be possible, but this new SG will

only be able to stay in a constrained status and just running in bypass mode.

A warning message is displayed to make aware of this limitation:

Copyright © Streamcore SAS - All Rights Reserved
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StreamGroomers {# STREAMGROOMERS /) 5 siteAB
3 MANAGEMENT TOOLS Real-time stats | Long-term stats | Alarms | Release management
= # STREAMGROOMERS 7 Configuration | Boot fle | Alarms
[+ sg SC2412
5 00 5g SG3260e
1 @sg siteA
[+ 99 5 SiteAB
(+ 1 (@ sg siteHome » Name: siteAB
(#1900 sg SpeedAwsParis Operational mode :  Eypass WAN Optimization available only with operational mode Monitoring + Tagging + Control.
[#1) 1 sg SpeedHome Associated site name : site/AB

A Warning! Your license limits the operation of this StreamGroomer.

v

SGM-SG dialog type : RSH - Not secured
SG time zone : Europe/Paris

v

It will not be possible to configure this SG in Monitoring or QoS mode:

Services
StreamGroomers STREAMGROOMERS 1 5 siteAB

+1% MANAGEMENT TOOLS

-/ STREAMGROOMERS 7
(51000 5 SC2412

(5190 5g SG3260e You have exceeded the maximum number of SG for your license.
You must upgrade your license or reduce the number of configured SG.

rmstats | Atarms | Release management

519 @ sg siteA
0 Osg siteAB
&/ @ sg siteHome

(41 5g SpeedAwsParis

5 sg SpeedHome » Name siteAB
» Operational mode : 'Monitoring + Tagging + Control | WAN Optimization available only with operational mode Monitoring + Tagging + Control.
» SGM-SG dialog type : |RSH - Not secured <
» SG time zone [EuropeParis

The SG stays in bypass mode:

Sl # STREAMGROOMERS  ») g siteAB
+ 3 MANAGEMENT TOOLS Parameters || Real-ti fats | Long-term stats | Alarms | Release management
-1 STREAMGROOMERS 7
#00h sg SC2412
B39 (3 5 SG3260e Sampling time : 2021/03/10 14:47:28
(+1r (@ sg siteA
i+ sg siteAB
(+ 1 (3 sg siteHome se3a12 Period
[ sg SpeedAwsParis (Bypass) 8 1 min 10 min
# ) sg SpeedHome 14:47:10-14:47:2014:46:00-14:47:00
» Static memory 3.4 Go
© min free 99 % 99 %
© avg free 99 % 99 %
© max free 99 % 99 %
» Dynamic memory 1.2 Go
© min free 99 % 99 %
© avgfree 99 % 99 %
© max free 99 % 99 %
» CPU
o Total 0% 0%
Serial number  Last reboot date Last reboot reason
X08C0600 2021/03/10 14:44:39  Requested by admin (normal reboot)
EMBEDDED SERVICES
Name Current status Actions
WAN Optimization Disabled Restart... Reset content...

You will need to delete already existing SGs or to ask to increase the number of SG to your
license:

Copyright © Streamcore SAS - All Rights Reserved
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Home
Documentation
System

High availability
Software Suites
Databases

¥ ¥yYv¥yyvy

Parameters Customization Maintenance

License usage status.
Report created on 2021-03-10 16:00:16. Update...

SHARED ELEMENTS

Multi-SGM activation: yes 9/20 (active/maximum allowed)

StreamGroomers Sites
Maximum allowed for all 140 2000
Free for all 3 1790
Used by this SGM 132 114

License

Activation | Status | Report

The new created SG can now be configured in monitoring or QoS mode:

StreamGroomers

1+ 3¢ OUTILS DE MANAGEMENT
-/ STREAMGROOMERS 7

[+ 000 sg SC2412
[# ) sg SG3260e
#1000 @ sg siteA

[+ () sg siteAB

+ 1 (3 sg siteHome

+ 1 sg SpeedAwsParis

+ M sg SpeedHome

# STREAMGROOMERS 1)) sg siteAB
Stats temps-réel | Stats long-terme | Alarmes | Gestion des versions

Configuration | Fichier de boot | Alarmes

» Nom: siteAB

» Mode de foncti : ing L'optimisation WAN n'est disponible que dans le mode Monitoring + Marquage + Controle.

» Nom du site correspondant : sifeAB

» Type de dialogue SGM-SG : RSH - Non securisé
» Fuseauhoraire duSG:  Europe/Paris

4.1.2 StreamGroomers configuration

StreamGroomers configuration summary is displayed in a new table format:

StreamGroomers
% MANAGEMENT TOOLS.
% General parameters
] StreamGroomers configuration
1= SreamGroomers inventory
installsotware

- 5 STREAMGROOMERS 7
590159 SC2412
039 5G32608
o @sgsiter
@ ()3 siteAB
@ sg siteHome.

(90 50 SpeedAwsParis
59059 SpeedHome

‘Summary | Set paramaters | Change mode

Eal oiQ Mode: |-

Name v st name Wode Insertion
‘SpeedHome ‘SpeedHome Bypass. 2ports.
Pr— Sposcwsparis eypass 2pons
sabome catome Meniorig + Tagging + Contl 2pons
sters stons Vontorng 2pons
shea she Montorng + Tagging + Contl apons
sosste stea Menioig + Tagging + ontol apors
sz anes Meniorig + Taging + ontol apors

Usrgobe gt | EN PR

ADMIN auto

To WAN auto
ADMIN auto
EXT auto

To LAN aut
To WAN auto
ADMIN auto
EXT aulo

To LAN auto
To WAN auto
ADMIN auto
EXT auto

To WANZ auto
ADMIN auto

To WAN auto
To WANZ auto

ADMIN auto

To WAN auto
To WANZ auto

STREAM

Ports

Admin
IP address

192.168.16.246.

35.181.146.222

192.168.1.151

192.166.15.233

192.168.16.222

192.168.16.226.

192.168.16.224

Previous | 1

Next

where it is possible to add/remove printed fields.

All the configuration parameters of a SG are available for display and export.

It will be easier to spot differences or inconsistent configuration even among a large number of

SG.

To add or remove one or more columns just click on the small gear and select the fields:

Copyright © Streamcore SAS - All Rights Reserved
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5] s gobe gt | EN PR

StreamGroomers % MANAGEMENT TOOLS (] StreamGroomers configuration
2% MR I prp— g——
5] StreamGroomers configuration
Minstal software:
CReboot
Bl : [ category ) Sitename ) Mode Brors ) (] e @ (] wan (@
i sgscaat2 8 Adrmin 1P address (NAT - Netfiow) | (& SNMP Version | [ SNMPv2 | SNMPva | Netfiow | ] WAN Opt. Experttab | WAN Ot Cache size | WAN Opt. Block size | [} WAN Opt. Debug
4 50 $G3260e
@5 aitak § HTTR Tracking ports | HTTPS Tracking ports | § Statstics Polling | § Automated reinits | § Port status miroring | @ Bypass status | § Switch WAN site | Aditional parameters | § Ap table size
G {Dag amAR @ ViAN routing | [ Time zone | (§ Boot parameters
2”';5’ :M""‘"‘ ® SGM-SGadialog @ SNMP/Netfow @ Optimization @ Classification @ Expert parameters @ Boot parameters
11 3g SpeacHome

Rest order | Show all | Hids ail | Default

User: global | logout | EN | FR

3 MANAGEMENT TOOLS [ StreamGroomers configuration

Sot paramaters | Change mode

©cowgory ( stename ) Mode 0 ponts (] (]

e § Acminie

1) Admin IP address (NAT - Netflow) ||| SNMP Version [} SNMPv2 | [ SNMPv3 | Netflow | [} WAN Opt. Experttab | [ WAN Opt. Cache size | ([ WAN Opt. Block size | {J WAN Opt. Debug

 HTTP Tracking ports | | HTTPS Tracking ports | § Statistics Polling | § Automated reinits | § Portstatus mirroring || § Bypass status | § Switch WAN sito (§ Adcitional parameters

VLA couting | Time zone

# Boot parameters

© SOMSGaialg ® SNMP/Netfow @ Opiimization @ Classification @ Export parameters @ Boot parameters

Reset order | Show all | Hide all | Default

oD User ol logout EN R

StreamGroomers

D sTREAM

Change mode

% General parameters

HHeiQ Mode: - <

Name v Site name Mode Insertion Ports P aross Ap e

e o oypass 2o EXTado 210815248 2007
AouN auo
e

SpoedAwsParls SpeedAwsParis Bypass 2ports LA 35.181.146.222 2047
TowaN o

AOMN o

EXTado 21681151 2007

sitaHome sitaHoma Monitoring + Tagging + Control 2ports

siteAB. siteAB Monttoring 2ports AN o 192468.15.233 2047

siteA siteA Monitoring + Tagging + Control aports 192.168.15.222 2047

To WAN auto
To WAN2 auto
ADMIN auto
EXT aulo

SG32608 site@ Monitoring + Tagging + Control 4ports 192.168.15.226 2047

To WAN2 auto
ADMIN auto
ToLAN auto
To LAN2 auto

To WAN auto
To WAN2 auto

sca12 siteB Monitoring + Tagging + Control 4 ports 192.168.15.224. 2047

Previous Next

Fields can also be moved in a different place or sorted.

With this table it is also possible:

Copyright © Streamcore SAS - All Rights Reserved
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- To export in an Excel table,
Eﬂ ﬁ 1 To display a help list,
I

» To copy the content into the clipboard of your PC.

4.1.3 StreamGroomers inventory

SG status summary is now automatically established during each polling.
This means data are already available when asking an inventory, no need to ask to collect them.

Therefore the "On-demand inventory” tab is now useless and, thus has been suppressed:

User: global | fogout | EN | FR (T

D sTREAM

= 5 MANAGEMENT TOOLS
% General parameters
[5] StreamGroomers configuration
. . . Last Last Last port Port Port Port Activated
site name number polling reboot status transition ADMIN ToLAN To WAN software
SpeadHoma ‘SpeedHo v
SpeedAwsParis  SpeedAwsParis v
siteHome steHome  SC1151193184 v SG2412  Optimizatin & Moniioring  1mind4s  2d8h29mind7 s Up 1GbIUs fulduplex  up 1GBIVS fullduplex  up 1GbWUs fullduplex  6-4.22
siteAB sitens X08C0600 v seanz Monitoring Tmn34s  Th47minS8s  1h47mnS0s(EXT)  up 1GbiUsfulduplex  up 1GbUS fulduplex  up 1GbiUs fulduplex 6422
siteA sitea 51109181403 v SG2412  Oplimization & Moniloring 1 min 345 7h2smin wp w w 6422
sG32600 iteQ v
scaatz e v
Previous 1| Nex

Data are displayed in the same new table content layout as the one used in the connections and
sites tables.

With clicking on the little gear (see below) it is possible to ask the display of more (or less)
columns:

User.lobl oot BN 1R pR——

I MANAGEMENT TOOLS

1 Assoclated site name | Serial number | License [ SGtype  Adminisiration [P address [ Mode [ Lastpolling [} Lastreboot ) Last port status transition ) Port ADMIN  Port £xT

DPotToLAN [PotToWAN | ForiToLANZ [ Fort ToWAN2 [ A Boot

@ Ports @ Installed softwares

Reset order | Show all | Hide all | Default

eerglbaogout | EN R

- % MANAGEMENT TOOLS

% General parameters
7] StreamGroomers configuration
£ StreamGroomers Inventory

R e I ———

QPortToLAN  (PortToWAN | Fort To LANZ [ Fort TowANz A Boot

@ Ports ® Installed softwares

Resat order | Show all | Hide all | Default

/> 5 SpeedAwsParis

Copyright © Streamcore SAS - All Rights Reserved
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s goba gt | EN PR

STREAM

C Reboot Associated Serial | Administration Last Last Last port Port Port Port Activated
Name v sita nama numper  License  SGtpe  |p pyqracs Mode polling reboot status transition ADMIN ToLAN To WAN softwara
75 STREAMGROOMERS 1 Speedrome Specdk v
scau2
s SpecdAwsParls  SpeedAwsParis v
39 5G32608
g sitoA sitaHoma sieHome  SCUISMO3184 v SG2412 | 81249246235 |Optmizalion & Monitoring 1min34s 2d8h29min4Ts wp wp wp 6422
59 siteAB sitoAB siteAB X08C0600 v sostz | 19216815288 Monitoring imin3s  1h4Tmingss  1n47 w w uw 6422
59 siteHome sitoA SteA  scl109181403 v SG2¢12 | 19216815222 |Optmization&Montoring 1min34s  7h28min Up 1GbiUS ullduplex  up 1GbIUS fullduplex. up 1GbIUs fullduplex 6422
59 SpeedAwsParis
sG32800 siteQ v
5g SpeedHome
scaa12 stes v
Previous | 1| Next

sergobal gt | EN PR

STREAM

Standard . 2
6422
: B - B8 M e
pres: b i o
sca412
AL fe | Nam
1| Nex
o 3 3 s H 1
1 ite name. Serialnumber  Licanse  SGtype  Maod Last polling Lastroboot  Last port status transition
2 1
3 1 o
4 sc1151103184 1562412 1615303863 1615190570 OEXT
s X08C0600 1562412 1615303863 1615387479 1615387487 EXT
6 i 51100181402 1562412 1615303862 1615367077 0,To LAN2
7 5632600 siteQ 1 o
8 sca12 siteB 1 o
B
10
1
12
13
1
15
16
17
Sheett | @
@ paramitres dffichage | [ [ 100%

4.1.4 StreamGroomer System indicators

Requires a S52 boot version on the SG.

The Real-time stats windows from a SG displays now a SGSystemStas table that will gather
some system information about the SG:

- Load average: the Linux loadavg output presented in a CPU’s capacity counter. This
figure represents the percentage of the number of the different CPUs used by the
system. So:

o 50 indicates that half of the CPUs are in use and half are still available.

o 100, all the different CPUs are in use, the system starts to be overcharged, some
operations may wait for resources.

o > 100 the system is overcharged, not enough CPU. Some processes are waiting
for an available CPU.

-  RAM: Memory usage
- Disk: disk occupation
- Disk I/0 counters: read and write counters for the disks.

- SSD: if the SG contains one or more SSD displays some S.M.A.R.T. indicators computed
from these disks: LBAs_read and LBAs_written attributes.

Copyright © Streamcore SAS - All Rights Reserved
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StreamGroomers

1+ 3 OUTILS DE MANAGEMENT
- STREAMGROOMERS 7
00 sg §C2412
[+ hrh 0 sg SG3260e Heure d'échantillonnage : 2021/03/09 08:58:35
i+ v0h (@ 5g siteA
& () sg siteAB
+ »bng siteHome $G2412
i+ brh sg SpeedAwsParis (Monitoring + Marquage + Contrdle)
[+ ##r sg SpeedHome

# STREAMGROOMERS b} 5q siteA

Gestion des versions

Alarmes

Paramétres Stats long-terme

Période
10s 1 min 10 min
08:58:20-08:58:3008:57:00-08:58:0008:40:00-08:50:00

» Mémoire. statique 2,4 Go

© min. libre 96 % 96 % 96 %

© moy. libre 96 % 96 % 96 %

© max. libre 96 % 96 % 96 %
» Mémoire. dynamique 820,6 Mo

o min. libre 97 % 97 % 97 %

© moy. libre 97 % 97 % 97 %

© max. libre 97 % 97 % 97 %
» CPU

o Total 0% 0% 0%

SGSystemStats
Field Content Unit

- Load average

Load average (1 min) 56.0 AU

Load average (5 min) 52.5 AU

Load average (15 min) 50.5 AU

- RAM

Total memory 4.156362752 G octets

Free memory 2.734690304 G octets

Buffers memory 130.433024 M octets

Cached memory 181.57568 M octets

Used memory 1.109663744 G octets

Used memory (in %) 27.4 %

- Disk

Total disk 56,8 G octets

Free disk 534G octets

Used disk 5422 M octets

Used disk (in %) 10 %

- Disk 1/O counters (since fast reboot)

Read bytes 0 octets

Write bytes 0 octets

- SSD Health indicators

Total bytes written Not supported octets

Numéro de série  Date du dernier redémarrage Cause derniére réinitialisation

s5¢1109181403 2021/03/08 08:09:26 Demandée par I'admin (réinitialisation normale)
SERVICES EMBARQUES
Nom Statut courant Actions
Optimisation WAN Actif Redémarrer... Suppr. contenu...

4.1.5 Expert mode

From this version when one selects, on any windows, the display of the “expert mode”
information parameters then this display will stay for the following windows till "normal mode”

is checked again:
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» SGM-5G dialog type : RSH - Not secured
» SGtimezone EuroperParis

Inserton mode: Single 4.ports
‘Secured adminitcaton port 2

Statstics poling by the SGM : Yes.
Automated el sending Yes.

Status miToing between LAN and WAN ports : Yos.

Bypass sate when SG down Open
Switch WAN side. No

Additonal parameters

WAN Optimization
Activate WAN Optmization expert tab Yos
Globalcache size - 1.0G byte:
Block size(s) 102400
Prosy mode - No

» Debug 0

HTTPIHTTPS DPI tracking
» HITP specifcracking ports 80,8080
» HITPS specitc rackng pors 32443443

4.1.6 Automatic installation of the latest ACC

Installation of a new OPE on a SG did automatically triggered that of a new ACC if disponible on
the SGM.

From version 6-5.T10 it is now possible to ask not launching this automatic installation.

The configuration is available in expert mode from the installation windows, with an “automatic
installation” checked by default:

—

StreamGroomers % STREAMGROOMERS  »») sg siteA.

) X;‘"A"E“E"Y el Parameters | Real-timestats | Long-termstats | Atarms | WAN Optimization ase mana
General parameters .
[] StreamGroomers configuration Lo [ ]| LB D Iponin
£ StreamGroomers inventory Installed versions Requested status Active
%] Install software
G Reboot S
¥ Stress test R TET
= (3 STREAMGROOMERS 7 ° OPEA 2020/11/12 08:40:26
4000 sg SC3412 64.23
40 sg SG32608 ° OPEB 0210317 16:25:15 v ¥
=1 @ sg siteA © Boot §D§1/03/17 16:24:55
|5 BT o Flash M4GE4-0.1.0
& port ADMIN
& port EXT
oy © ACC Acc2s
& port To LAN2
& port To WAN » Configuration 2021/03/18 14:27:12
& port To WAN2
+ @ IP router INSTALL A SOFTWARE VERSION :
S System parameters
4 (s siteAB Available releases :[6-4.23 v
+ 1 @ sg siteHome. Destination : A v
41000 sq SpeedAwsParis
411 1 g SpeedHome =20
Force installation of latest ACC version with OPE :

4.2 SG: OPE 6-4.23

4.2.1 QUIC flow and SNI

QUIC encryption key library has been updated. OPE 6-4.23 can read the SNI used in a QUIC
connection up to the version 34 of the draft.

Copyright © Streamcore SAS - All Rights Reserved
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4.2.2 Soft-Bypass

In a way to circumvent bad behavior when the SG reached a very high CPU load a new Soft-
bypass mechanism was added to the OPE.

With this new mechanism when the SG reached a certain CPU load level the SG will act as a
passthrough for the flow. And wait for the CPU load to lower for resuming monitoring or QoS
processing.

This soft-bypass mechanism is implemented as follow:
three different CPU load thresholds are defined (0% ... thO ... thl ... th2 ... 100%):

CPU load reached th1 level: all new connections traffic will run bypass through the SG.

2. CPU load reached th2 level: all packets from all connections are running bypass through
the SG.

3. CPU load goes down to th1 level: only new connections will continue to go passthrough,
already established connections’ packets are processed again.

4. CPU load goes down to thO: resuming all the processing for all the packets.

6 This soft-bypass mechanism is, as for this 6-4.23 OPE version, not activated by defaulit.
Activation should be done by the Streamcore support upon request.

4.2.3 Classification workload indicator

Some new classification workload indicators are added to the debug information list on a SG:

o perf_CLSF: the number of classification operations launched.
o perf_CLSF_filters: the total number of filters used during these operations.

o perf_CLSF_ratio: represents the average number of filters used for one new
connection (it is the perf_CLSF_filters /perf_CLSF ratio). The higher this number the
more costly is a classification operation (in term of CPU processes).

To display the complete list of debugging information for a SG head to the real-time stats window
where you will have to click on a tiny hidden spot at the bottom right (press Ctrl-a to get it
visible):

Copyright © Streamcore SAS - All Rights Reserved
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© % 1921681 U

modeReboot=16
minStack=18446744073709551615
N R

chs3=0 failedSe

4| pert cLsE filters=45855
S| perf CLSF ratio=7 & 7
perf ES=59569 & 15.2/s

& 13.4/s

perf CONX=3400 & 1.0/s
perf_CONX_IP=3073 & 0.8/s
i Perf CONX_IP TCP=2666 & 0.7/s
—vys Derf CONX IP UDP=287 & 0.1/s
—ory Perf CONX_IP AUTRE=120 & 0.0/s
Il perf CONX AUTRE=327 & 0.1/s
9 perf ARP=0 & 0.0/s
perf_IP=0 & 0.0/s
21 perf_IP6=0 & 0.0/s
5 perf UDP=0 & 0.0/s
perf TCP=0 & 0.0/s
. perf FTP=
0

erf HTTP= S
perf HTTP url=798 & 0.2/s
perf HITP host=798 & 0.2/s
& 0.0/s
£ 0 0/

4.2.4Improvement of SG’s Grooming performances in Monitoring mode

Improve performance of grooming rules in Monitoring mode.

4.2.5 Local traffic classification

Since OPE version 6.3-x local traffic on a SG is first classified using an automatic rebound’s
detection algorithm before applying the filters declared on that rule.

Sometime this automatic detection proves to be not accurate enough and to collect to much of
the traffic.

In such a situation it is now, from OPE 6-5.23, possible to revert to the only use filters legacy
classification for that local traffic rule.

In order to activate this “filter only classification” you have to create a particular route on the SG,
a route named:

sym local_traffic_legacy 1 (only the name of the route is relevant here, other attributes just
need to be filled with dummy values to allow the route creation):

Copyright © Streamcore SAS - All Rights Reserved
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SETTEEETER # STREAMGROOMERS  »»» sgsiteA @3 IProuter =2 Routes

= % MANAGEMENT TOOLS S ———
[-] StreamGroomers configuration
= StreamGroomers inventory
W] Install software >
' Reboot >
% Stress test N
- # STREAMGROOMERS 7 N
»
»

Name : | lsym local_traffic_legacy 1 \l
Requested status : [ Down v]
Subnet address : |2.2.2.2 ‘
Subnetmask:  [24 |
Gateway : |2.2.2.1 \

Output interface : | ADMIN ~

4 0hh g SC3412
4 0hh | 5g SG3260e
= @ sg siteA

["] Maintenance

. port ADMIN

A port EXT

< port To LAN

. port To LAN2

<. port To WAN

2. port To WAN2

= &8 IP router

[+ =, Addresses 3

= *2 Routes 7
+ Route [admin]0.0.0.0/0
+ Route [lan/wan]0.0.0.0/0
+ Route [lan/wan]81.249.246.235/32
+ Route sym fi_debug 0
+ Route sym gv_rbtree 1
< Route sym he_classif_rtp 1

*5 Route sym monitor_replify_errors 1
% System parameters

To go back to the previous version’s classification, with automatic rebound detection, you need
to rename this route as:

sym local_traffic_legacy 0

A simple route deletion will not make it.

4.3 SG: BOOT S52

4.3.1System indicator

Cf. 4.1.4

4.4 ACC 25

e Performance improvements, particularly when accelerating TLS connections with SSL
optimization enabled.

e Enhanced TLS Server Name (SNI) filtering capabilities

e Stability improvements when system is under load

¢ Enhanced configuration options around TLS configuration

e Newer compression, connection handling and logging frameworks
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5 Problems fixed by Software Suite 6-5.T10

All the components of the Software Suite are delivered as updated versions.

Note: In this Software Suite, the BOOT component is S52. It will be installed automatically by
the SGM when an OPE is deployed on the StreamGroomers.

The following tables list the problems that have been fixed in release 6-5.T10 of the software
suite and the new features if declared as [implemented]:

User

Reference Description of the problem that has been solved (SGM 6-5.T10)
Problem
SGM 6-5.T10
FB44178 | [SGMConf] Alarms Syslog: Not able to configure the "Facility" field.
FB46852 [Alarms] The Alarms table was not purged: with this version a 90
days period is used to clean the table. This is configurable.
SCC-1098 FB46890 [Matrix] some operations on the matrix were not effective (on lines

and columns).
FB48299 [SGMConf] Filters on “Alarms > Log” are not working

SCC-1318 FB48300 [StreamView] Creation of a site with a name with accent

FB48305 [StreamView] A message "Import failed" is displayed when
importing a category
FB48309 [StreamAccess] User with no right can be created

FB48314 [StreamView] Adding a group of rules in a macro-group failed
FB48315 [StreamView] Macro group: adding a rule in one of the groups

SCC-1323

failed
SCC-1327 FB48318 [StreamView] Troubleshootings > Connections: names of rules are
truncated
FB48319 [StreamView] "WAN Optimization" tab reverts to « No »
SCC-1329 FB48321 [Alarms] No more "SG UNREACHABLE" alarm when the SGM could

not reach the SG (during polling)

FB48322 [StreamReport] Reports are generated with error: Argument "auto"
isn't numeric.

FB48323 [StreamView] Persistent « Expert mode » between pages.

FB48324 [StreamView] Thousand separator in figures for graph’s
coordinates.
SCC-1331 FB48326 | [Alarms] Alarm on EXT port for a single SG

FB48331 [SG calling mode] Add warning when unpeering is asked.

FB48332 [Acceleration] While installing an OPE on a SG one can now choose
to not automatically add the new ACC.

FB48335 [WAN Optimization] Allow to configure the size of caches before
activating the acceleration (SG configuration in “expert mode”).

SCC-1333 FB48336 | [Matrix] No action when selecting a site with an accentuated name.
User Problem Reference ‘ Description of the problem that has been solved (OPE 6-4.23)
OPE 6-4.23

FB47062 Bad classification of accelerated FTP flow

Local traffic classification.
SCC-1244 FB47067 Revert to only use filter classification.
Cf. 4.2.4

FB48301 Improve performance of grooming rules in Monitoring mode
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6 Known issues

The table below lists the known issues and provides a workaround if any.

Reference Component Known issue description Workaround
Since Software Suite 6-4.508 - Authentication with Radius
does not work if the password contains the characters
e Double quote "
: ¢ Quote’ Change the Radius password
StreamView L X
FB46694 e Slash/ avoiding using these
StreamAccess . .
e Exclamation point! characters.
e Backslash\
e Brackets[and]
e Star*
FB42810 G StreamGroorT\ers may re[ooot in a port mirroring configuration
when capturing the traffic.
) G Grooming, dual and tandem mode do not function in high- Do not activate high
performance mode. performance mode.
StreamView — There are no real time statistics on audio/video
FB44508 SGM terminal rule when RTP+MOS measurements is selected.
In the WAN Optimization Profile definition, the FTP handler is | FTP data traffic can be
- SG not working. accelerated only through
Only the control session is optimized. the Fallback handler.
StreamView - If we declare a server with a certificate while the | Work around: re-push the
- SGM corresponding SG is unreachable, the application server will | certificate and reboot the
not be considered for acceleration. SG.
FB47230 G With ACC24 or latter and an old OPE (< 6-4.17) each restart | Upgrade to OPE 6-4.17 or

(reboot) of the SG will erase the acceleration cache.

later

Copyright © Streamcore SAS - All Rights Reserved
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7 Installation & Deployment

Read carefully the recommendations below:

e CAUTION: On SG250e, the status mirroring between LAN and WAN ports does not work.

e After having started StreamGroomers in operational software, we strongly recommend
checking the LAN and WAN port statistics (speed and duplex mode, CRC errors,
collisions...) to avoid any configuration mismatch with interconnected equipment.

e We recommend connecting to the ADMIN port on the LAN side of the StreamGroomer.

e On SG350e, when switching from boot software (bypass closed) to operational software
in bypass mode, then the bypass will open and close immediately, inducing 2 interface
state changes. This operation may block the traffic for a few seconds.

e Directly connecting peripherals (mouse, keyboard, and screen) on the SGM must only be
done for maintenance operations.

Copyright © Streamcore SAS - All Rights Reserved
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8 Software Interoperability Rules

8.1 Upgrade Operation
Any upgrade is allowed according to the information provided in the migration guide.

Important: If the SGM is to be upgraded from 6.2 to 6.3 or later versions, it is mandatory to
request a new Streamcore license before upgrading the SGM; if the license is not updated, some
functionality may be disabled.

Important: To upgrade from v6.1 to v6.4 you must first upgrade to v6.2.

8.2 Downgrade Operation
Read carefully the rules:

e SGM: operation not allowed (data loss risk)

e SG OPE: operation allowed if the OPE vs Boot/System interoperability rules are met (see
table below)

e SG Boot/System: operation not allowed (equipment crash risk)

e ACC Acceleration System: operation not allowed

8.3 Interoperability between components
Interoperability is guaranteed for an SGM in the following cases:

e SGSS 6.2 version with a SG in OPE 6.2, 6.1, 6.0 and 5.3

e SGSS 6.3 version with a SG in OPE 6.3, 6.2, 6.1, 6.0 and 5.3

e SGSS 6.4 version with a SG in OPE 6.4, 6.3, 6.2, 6.1, 6.0 and 5.3
e SGSS 6.5 version with a SG in OPE 6.4, 6.3, 6.2, 6.1, 6.0 and 5.3

Interoperability not guaranteed for an SGM with an older version than the OPE.

Copyright © Streamcore SAS - All Rights Reserved
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The table below shows when the compatibility between the OPE versions and Boot versions is

guaranteed:

Boot OPE 6.1 OPE 6.2 OPE 6.3 OPE 6.4
St::.)G Yes Not Not Not
supported supported supported
S25
From S26 Yes Yes Yes Yes

The table below shows when the compatibility between the SGM versions and SCO versions is

guaranteed:

SCO SGSS 6.4 SGSS 6.5
Not Not
To 1.2 Guaranteed Guaranteed
To 1.3 Yes, for OPE | Yes, for OPE
>=6-2 >=6-2
Yes, for OPE | Yes, for OPE
From 6-5 = 6-2 = 6-2

Copyright © Streamcore SAS - All Rights Reserved
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9 Technical Support

Streamcore Technical Support

By email: support@streamcore.com

By telephone: +33(0)1.78.96.53.21
+33 (0)6.45.58.84.68
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Streamcore

Customer Support

Email: support@streamcore.com

Telephone: +33.1.78.96.53.21

Postal address
Immeuble Le Belvédere
1 cours Valmy
92800 Puteaux
France

Legal address
9 Allée de I’Arche
92671 Courbevoie Cedex
France

© Copyright Streamcore SAS. All rights reserved.

Copyright © Streamcore SAS - All Rights Reserved
26 of 26


mailto:support@streamcore.com

	1 The Software Suite 6-5.T10
	2 IMPORTANT RECOMMENDATIONS
	2.1  Licensing
	2.2 New password
	2.3 Activation of a Boot, ACC and OPE version
	2.4 Software versions for M3G not available
	2.5 Updating to ACC25
	2.6 Updating to Boot M4G64 S49 or later

	3 End of Support of the Software Suites
	4 Improvements and new features
	4.1 SGM 6-5.T10
	4.1.1 Licensing with number of SG
	4.1.2 StreamGroomers configuration
	4.1.3 StreamGroomers inventory
	4.1.4 StreamGroomer System indicators
	4.1.5 Expert mode
	4.1.6 Automatic installation of the latest ACC

	4.2 SG: OPE 6-4.23
	4.2.1 QUIC flow and SNI
	4.2.2 Soft-Bypass
	4.2.3 Classification workload indicator
	4.2.4 Improvement of SG’s Grooming performances in Monitoring mode
	4.2.5 Local traffic classification

	4.3 SG: BOOT S52
	4.3.1 System indicator

	4.4 ACC 25

	5 Problems fixed by Software Suite 6-5.T10
	6 Known issues
	7 Installation & Deployment
	8 Software Interoperability Rules
	8.1 Upgrade Operation
	8.2 Downgrade Operation
	8.3 Interoperability between components

	9 Technical Support

