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1 Software Suite 6-5.T11

The Streamcore Software Suite is a set of software versions for the StreamGroomers and the SGM. This document contains
the release notes of the Streamcore Software Suite 6-5.T11.

The Software Suite must be installed on the SGM with the SGMConf application.

The OPE and BOOT elements must be deployed on the StreamGroomers from the SGM with StreamView application. Since
the release 6.3, when an OPE is installed on a StreamGroomer, the SGM automatically deploys the latest versions of the
BOOT and ACC modules. The BOOT version will only be active after reboot of the StreamGroomer (see 2.3 Activation of
a Boot, ACC and OPE version below)

This Software Suite contains the following software versions of the SGM and StreamGroomers:

Software Suite: 6-5.T11

Official OPE: 6-4.24

Official OPE: 6-5.06

Official ACC: ACC25 (version 6.1.0-243)
Official Boot M4G64: S53

Official Boot M5G: TO7
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2 IMPORTANT RECOMMENDATIONS

Before deploying this software release, please carefully read the following recommendations and contact the Streamcore
Support if you have any questions.

2.1 LICENSING

Since release 6-5.T06 the Streamcore Software-suite installs a new license management system that needs an update of
the license currently used on the SGM.

If you already used a SGM in 6-5.T06 you don't need to update the license.

2.2 NEW PASSWORD
From version 6-5.T06 the default passwords for the users sgm and sc are set to different values.

Please contact Streamcore support at support@streamcore.com to receive these new passwords.

2.3 ACTIVATION OF A BOOT, ACC AND OPE VERSION

Activating a new version of the OPE/ACC requires to reboot the StreamGroomer. During the reboot phase, the
StreamGroomer is unreachable. Rebooting the StreamGroomer will automatically stop the following functions on the
corresponding sites:

e Monitoring: No measurement (polling) is performed during the reboot and probably no statistics will be available for
the corresponding period of 1 minute or 10 minutes in the Real Time and in the Long-Term graphs and reports.
Groomings stops functioning and their status is set to Down status unless the Grooming has been configured to be
managed temporary as a shaping.

e QoS and tagging: Traffic will not be prioritized nor tagged until the StreamGroomer has reloaded and activated its
configuration.

e Load balancing: Load balancing is disabled on the site supported by the StreamGroomer
e \WAN optimization: Accelerated TCP sessions will be broken.

e Netflow and monitoring: The StreamGroomers will stop sending Netflow tickets and traps/informs until has
reloaded and applied its configuration.

It is strongly recommended to plan and schedule the reboot of the appliances to minimize the impact on the IT
production workflows and activities of the end users.

It is recommended to activate the same Boot, OPE and ACC versions on the StreamGroomers of a Dual and Tandem
configuration.

If WAN optimization, Groomings, QoS and Tagging or Load Balancing functionalities are used, it is strongly
recommended to run the same versions of Boot, OPE and ACC software on both endpoints of a grooming or peering to
prevent errors caused by inconsistency between the StreamGroomers.
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2.4 SOFTWARE VERSIONS FOR M3G NOT AVAILABLE

The reason is that M3G appliances are EOL.
OPE version 6.1 is also removed from the Streamcore Software Suite. The reason is that Release 6.1 is
EOL.

- Boot and OPE packages for M3G appliances are removed from the Streamcore Software Suite 6-4.12.

2.5 UPDATING TO ACC25

e The content of the existing cache may be deleted from the StreamGroomer each time this SG is started with
ACC25(cf. Known issues).

e ACC25 can work with others SG in ACC25 or ACC24 only (for future versions please check the corresponding
release note).

2.6 UPDATING TO BOOT M4G64 S49 OR LATER

A critical issue has been identified with boot versions up to S42 on SG360e, SG860e, SG1660e and
SG3260e that impact the communication with the StreamGroomers and many other operations such as
configuration, statistics measurement and collect, WAN optimization.

If the uptime of these StreamGroomers is longer than 200 days, the appliance can become
unreachable after a software reboot (for example when activating an OPE version). The workaround is a
hardware reboot (unplug and plug the power supply). To solve this issue, deploy the Boot S49 on these
appliances and apply the new version as soon as possible by rebooting the StreamGroomer.
Streamcore highly recommends updating all the StreamGroomers with a boot version S49 or later
as soon as possible.
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3 End of Support of the Software Suites

Please note the End of Support dates of the Streamcore Software Suites and Operational (OPE) software versions:

Software Suites End of Support
6-3 End of support since November 30t" 2018
6-4 December 315t 2022
6-5 Not planned
OPE End of Support
6.2 30/11/2018
6.2 highperf 30/12/2023
6.3 End of support since November 30t" 2018
6.4 31/12/2024
6.5 Not planned

e |tis highly recommended to upgrade the SGM, StreamGroomers and StreamCollectors to the latest versions of the
Streamcore Software Suite, OPE and Boot.

Do not hesitate to contact the Streamcore Support team (support@streamcore.com) or your sales representative for further
details about the update path.
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4 Improvements and new features

With this new release, Streamcore brings useful new features on its SGM and SG.

4.1 SGM 6-5.T11

4.1.1 Long term TOP statistics new presentation
The different screens to obtain TOP have been harmonized.

StreamView offers several places to get information filtered on TOP (Rules, sites, categories). With version T11, all places
with ability to produce TOPs will have the same look and feel and capabilities. Metrics may vary depending on where the
TOP function is requested.

The ability to search the massive data mart of StreamView with TOPS will improve troubleshooting abilities and reduce time
to diagnose. Notably looking for rules that have the biggest numbers of connections for instance.

The new structure will include:

- Standard time navigator similar to other long-term tabs

- Selector of what the TOP is about: application, remote sites, remote categories
- Selector for a given application

- Selector of the metric to rank: all metrics available for the type of rules

- Selector for display: percentage or time

The number of items taken into account to display a TOP is limited to 10.
If there are less than 10 items, they will be all displayed.
If there are more than 10 items, the g first ranked will be displayed and the rest will be accumulated in an “other” element.

A new “export” menu has also been harmonized among all the TOP screens:

2] Copy | EB Table | [l Image | [T] StreamDashboard

It is now possible to copy the data:

in the paperclip of the system to save in your preferred software (copy)
- Copy as html (table)

- Save as a PNG image (Image)

Insert in a StreamDashboard page (StreamDashboard)

To gather all these functionalities a specific Tops tab is now added to the ‘Long-term statistics” window.

This new graphical display is presented below:
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Services Default

StreamGroomers

# % MANAGEMENT TOOLS
=/ @ SERVICES 2
- 75003 1
(- @ Beaubourg 2
+ # Site siteA
(= # Site siteDom
(® Local traffic
= @ Access link siteDom 6
+ () [NR_port ] ports 3
= ®aulc 3
+ () [ 0365_v3] Office365 5
([ Web ] Web 3
+ ®RDP 1
() Fallback
(O Fallback
+ # Site siteAWS

@SERVICES @ 75003 5§ Beaubourg  # Site siteDom @Acoess link siteDom
Parameters Real-time stats Troubleshooting
Period: [last4h v |(Apply|
Top: | Applications v
Application: (Not applicable)
| Number of frames v
Display: (@ Percent () Time
export ...
top nb frames /s siteDom to WAN (applications, %)
09/07/2021 12:00 - 09/07/2021 16:00 (Europe/Paris)
TCP_9995_others
1.25 kfrls
Fallback
3.04 kfris
TCP_9992
1.25 ks
TCP_9994
1.25 kfrls
TCP_9993
1.92 Kir/s
top nb frames /s WAN to siteDom (applications, %)
09/07/2021 12:00 - 09/07/2021 16:00 (Europe/Paris)
TCP_9995_others
697 63 fr/s
Fallback
1.74 kfr/s
TCP_9992
698.34 fr/s
TCP_9994
698.39 fr/s
TCP_9993
1.05 kfr/s

The top for one indicator of different type is possible (see below on a temporal basis).

Available types rely on the nature (terminal, VolIP, ..) of the current rule.
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StreamGroomers

@ SERVICES @ 75003 (i Beaubourg % Site sitetDom (&) Access link sittDom

+ 3 MANAGEMENT TOOLS
=@ SERVICES 2
= W 75003 1
(- @ Beaubourg 2
+ # Site siteA
= # Site siteDom

Period:

Parameters Real-time stats Long-term Stats™] Troubleshooting

Indicators | Tops

(® Local traffic Top: | Applications v

= (® Access link sittDom 6

+ (® [ NR_port ] ports 3 Application: (Not applicable)
S e iniator:

[+ (® [ 0365_v3 ] Office365 5
() [Web] Web 3

Display: Rate

-
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# ®RDP 1 Volume
(O Fallback Number of frames export
O Fallback Average number of to WAN ( i
+ #% Site siteAWS Number of new connections 07/2021 16:00 (Europe/Paris)
150 Mops Number of communications
MOS
Application response time
100 Mbps Response time distribution
I TCP retransmission rate
Load
50 Mbps
0bps. _
12:00 13:00 14:00 15:00 16:00
@ Fallback (34 64 Mbps - 46.76 GB) TCP_9993 (21.8 Mbps - 29.43 GB)
© TCP_9994 (14.2 Mbps - 19.18 GB) @ TCP_9992 (14.2 Mbps - 19.17 GB)
@ TCP_9995_others (14.19 Mbps - 19.16 GB) Miscellaneous (64.2 bps - 115.56 kB)
top traffic WAN to siteDom (applications)
09/07/2021 12:00 - 09/07/2021 16:00 (Europe/Paris)
6 Mbps
o _
2 Mbps.
0bps _
12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30 16:00

@ Fallback (1.38 Mbps - 1.87 GB)
© TCP_9994 (554.61 kbps - 748.73 MB

TCP_9993 (840.46 kbps - 1.13 GB)
@ TCP_9992 (554.47 kbps - 748.53 MB)

) ¢
@ TCP_9995_others (554.11 kbps - 748.05 MB) Miscellaneous (2.8 bps - 5.04 kB)

On arule it is possible to specify up to which sub-rule level the top has to be determined:
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=@ SERVICES 10

StreamGroomers

@ SERVICES i P003
Parameters

Page 11 sur 36

@ Beaubourg  # Site siteA (3 Access link siteA

Troubleshooting | Experimental graphs

D xRDP
siteA-siteAA
(+ (® Shaping autres sites 1
(O Fallback
() Fallback
(- # Site sittHome
(® Flux locaux
= (® Liaison d'acces siteHome 1
O Autres
() Autres
@@ Beranger
(+ [ Gravillier 1
W PO19
1+ ¥k Site Aérodrome Cannes
(+ #ik Site SG4412
1+ 4k Site siteAA
[+ # Site siteAB
+ # Site Site-éssai-C
+ # Site siteQ
1+ # Site SpeedAwsParis
+ # Site SpeedHome

- @ P003 3
- [ Beaubourg 2 i
= # Site siteA Period: | day
(® Local traffic
1=+ ® [NR_port ] ports 3 1. i .
E\@[NR_port]port_QQQ 7 Appligation: (Not applicable)
2
(@D [NR_port] TCP_9992 Indjcator: | Rate
€D [NR_port ] TCP_9993 3 N
) [NR_port ] TCP_0994 Djsplay: ® Percent O Time 4
D [NR_port ] TCP_9995 —
@ [NR_port ] TCP_9995_others export
() [NR_port ] others 1 top traffic siteA to WAN (level 3, %)
O [NR_port] Fallback 13/08/2021 0000 - 14/08/2021 00:00 (Europe/Paris)
+ (® [ NR_port ] port_10000 4
OINR_port] Autres Fallback

# () [QUIC ] Vidéos 3 73.34 kbps - 497.73 MB

# () [Web JHTTPS 6 XRDP

[+ () [Web JHTTP 1 301.56 kbps - 836.82 MB

+ (® [macro_nro ] ports 3 TCP_9993

10.92 Mbps - 30.29 GB

TCP_9995_others
11.17 Mbps - 30.99 GB

TCP_9994
11.17 Mbps - 30.99 GB

others
55.99 Mbps - 155.38 GB

TCI
"

P_9992
19 Mbps - 31.06 GB
top traffic WAN to siteA (level 3, %)
13/08/2021 00:00 - 14/08/2021 00:00 (Europe/Paris)

all_sni
8.9 kbps -24.7 MB
Fallback

55.58 kbps - 352.9 MB

P_9993
443.47 kbps - 1.23 GB

TCP_9995_others
452,67 kbps - 1.26 GB

others
TCP_9994 227 Mbps - 6.3 GB

45278 kbps - 1.26 GB

TCP_9992
453.73 kbps - 1.26 GB

From a category the top can be established among the sites for all the applications or for a particular one.
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Services

ETID GEEED

+ 3¢ MANAGEMENT TOOLS
-/ SERVICES 2
- W 75003 1
- [ Beaubourg 2
= #% Site siteA
(¥ Local traffic
=1 () Access link siteA 2
= ® [NR_port] ports 3
+(® [ NR_port ] port_999 7
+ (® [ NR_port ] port_10000 4
(O [NR_port ] Autres
() Fallback
(O Fallback
= #% Site siteDom
(® Local traffic
= (® Access link siteDom 6
+ (® [NR_pert ] ports 3
s ®auc 3
@ Videos
@ google
() Fallback
1+ (¥) [ 0365_v3 ] Office365 5
+ (¥ [ Web ] Web 3

StreamGroomers

@ SERVICES [ 75003 (i@ Beaubourg

Parameters
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User: nico

Top: | Sites v
Application: Sites b
Applications
Indicator: e
Sub-categories of level...
Display: -
export
top traffic Beaubourg to WAN (sites, %)
13/08/2021 00:00 - 14/08/2021 00:00 (Europe/Paris)
siteA

157.6 kbps - 661.9 MB

+ (®»RDP 1
() Fallback
(O Fallback
+ # Site siteAWS
siteDom
476.69 kbps - 3 GB
top traffic WAN to Beaubourg (sites, %)
13/08/2021 00-00 - 14/08/2021 00:00 (Europe/Paris)
siteA siteDom
79.31 kbps - 333.1 MB 78.52 kbps - 494.68 MB
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TTD GEEED

StreamGroomers

+3¢ MANAGEMENT TOOLS
- @ SERVICES 2
(@ 75003 1
i @ Beaubourg 2
= #% Site siteA

(¥ Local traffic

=1 (® Access link siteA 2

= (® [NR_port ] ports 3
1+ (¥ [ NR_port ] port_999 7
[+ (¥ [ NR_port ] port_10000 4
() [NR_port ] Autres
() Fallback
() Fallback

(-1 #% Site siteDom

(® Local traffic

=1 (¥ Access link siteDom 6

= (B [NR_port ] ports 3

=1 (¥ [NR_port ] port_999 7
() [NR_port ] TCP_9992
@ [NR_port ] TCP_9993
D [NR_port ] TCP_9994
D [NR_port ] TCP_9995
D [NR_port ] TCP_9995_others

+ (B [NR_port ] others 1

() [NR_port ] Fallback

=1 (® [ NR_port ] port_10000 4
(0 [ NR_port ] new-rule_port_10001
[ NR_port ] new-rule_port_10002
0 [ NR_port ] port_10001_10030

(O [NR_port ] Autres
() [NR_port ] Autres
= ®auic 3
D Videos
D google
() Fallback
[+ (#) [ O365_v3 ] Office365 5
= (¥ [Web ] Web 3
[+ (¥) [ Web JHTTPS 1
1+ (¥) [Web JHTTP 1
() [ Web ] Fallback
+ (®»RDP 1
(O Fallback
() Fallback
-+ # Site siteAWS

@ SERVICES [ 75003 i Beaubourg
Parameters Long-term stats § Alarms
Network | Applications | Tops

Period: [ day v |[current v |[Apply

Top

Applicati [Speciﬁc

v ][bmer application name...

Indicator: | Rate

v ]

Display: @ Percent () Time
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top traffic Beaubourg to WAN (sites, %)
13/08/2021 00:00 - 14/08/2021 00:00 (Europe/Paris)

siteA
157.6 kbps - 661.9 MB

top traffic WAN to Beaubourg (sites, %)
13/08/2021 00:00 - 14/08/2021 00:00 (Europe/Paris)

siteA
79.31 kbps - 333.1 MB

export ...

siteDom
412.97 kbps - 3 GB

siteDom
©68.38 kbps - 497 .43 MB

4.1.2 Sites Management

'SUMMARY TAB

The look and feel of the Sites Management list follows the same trend as the connections or the rules and filters tables in

the previous releases.

This list of sites is presented using a new component that enables

e  Selection of fields among all information stored at the rules/filter level

e Reordering columns

e Sorting columns

e  Filtering content
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e  Exporting to excel or copying of the table

e  Selection of predefined views

User: global | logout | EN | FR  ([SE00V

— X

StreamGroomers

“d
D g streamcore,,

3 MANAGEMENT TOOLS i Sites management

= 3 MANAGEMENT TOOLS CSV configuration | Set parameters
% General parameters
Categories management
8 Matrx ] Q Categories: Map| - v | Paris - v
@ Time catalog Access link Subnets
™ SLM/Alarm catalog 2 ~Name v StreamGroomer From WAN / To WAN on LAN side WAN router IP
+ © Rules catalog 9 - . 81.249.246.235/ 24 81.249.246.254
@ Filters catalog 15 SpeedHome 1) SpeedHome unlimited / unlimited e E o ad 62T sar T
5 WAN Optimization 0000/0
A4 streamcore labs 15.236.224.100 / 24
= @ SERVICES 10 SpeedAwsParis »»» SpeedAwsParis 100 M /100 M 15.237.45.233 / 24
ol 35.180.200.0/24
35.181.146.221/24
28 Beauboury @ 1.0.0.0/24
=) # Site siteA site@ ) SG6512 50M/50 M A
® Local traffic
£® Access ik siteA © siteHome »»» siteHome 100 M/ 100 M 192.168.1.0/ 24 192.168.1.1
E}gl;!ﬁ:orfm] ]pa:”g @ siteB 1h» SC3412 20M/20M ol
ED[NR_port] 'r_cp_wgz ) » 0.0.00/0 -
@) [NR_port] TCP_9993 SlRAE) " siteAB Rl il 192.168.15.0/ 24 192.168.15.254
@ [NR_port] TCP_9994 § 172.31.21.39/ 20 o
@ [NR_port] TCP_9995 sitenn BLIAO 192.168.15.0/ 24 192.168.15.254
- €D [NR_port ] TCP_9995_others 10.64.0.128 / 28 -
 ® [NR_port] others 1 siteA » siteA 200 M /200 M 10.64.229.0/ 24 -
O [NR_port] Fallback 192.168.15.0/ 24 192.168.16.254
(® [NR_port ] port_10000 4 Site-éssai-C 150 M /150 M 192.168.15.0/ 24 192.168.15.254
O [NR_port] Autres 1.0.00/24 R
' ®[QUIC ] Vidéos 3 Scut12 1om/10m 192.168.15.0/ 24 192.168.15.254
gfw""l"’m’s G Aérodrome Cannes 10M/10M 17219.71.1 /24
[Web JHTTP 1
% (® [ macro_nro ] ports 3 Previous Next
@ xRDP
(@ siteA-siteAA
(® Shaping autres sites 1
O Fallback
O Fallback
# Site siteHome

Clicking on the small gear allows to select the column and information to be displayed:

All information available on site should and will be displayed in this inventory screen.

Services User: global | logout | EN | FR n

StreamGroomers TTOOLS i Sites

=3¢ MANAGEMENT TOOLS CSV configuration | Set parameters
% General parameters
M Categories management

g
§ streamcore,,

| Categories | WAN access fype () StreamGroomer [} Access link From WAN/ ToWAN  WAN encapsulation | IPsec encapsulation

+ B Filters catalog 15 0 1Psec encapsulation algorithm | {§ Subnets on LANside |[} VLANid () WAN router IP | [} Subnet analysis || [ Location |([) Netflow export
+ % WAN Optimization
= I Streamcore labs

= @ SERVICES 10 &

0 Business hours | {J VoIP/Video measurements | (§ Data Center ) Active control | [J Comments

@ Accesslinks @ Subnets @ Main parameters @ Expert parameters

Reset order | Show all | Hide all | Default

@ Beranger

Site Aérodrome Cannes
Site SG4412

Site siteAA

#% Site siteAB

#k Site Site-éssai-C

+ ## Site siteQ

+ # Site SpeedAwsParis

# Site SpeedHome

CSV CONFIGURATION TAB

Alongside, a new CSV configuration tab is added to perform the import/export of sites from files.
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Click on Sample file to download a simple well formatted csv file you can use as a template to create a list of sites file you

then will be able to import.

Export sites to CSV file will download the current list of sites from this base in a csv file.

Services

D eaEmD

StreamGroomers

]

- % MANAGEMENT TOOLS
% General parameters

@ Categories management
# Sites management
222 Matrix
+ @ Time catalog
+ |™ SLM/Alarm catalog 2
+ @ Rules catalog 9
+ M Filters catalog 15
+ % WAN Optimization
+ L streamcore labs
@ SERVICES 10
- [ P003 3
i~/ @ Beaubourg 2
1+ #% Site siteA
'+ #& Site siteHome
& Beranger
- @ Gravillier 1
+ ¥ Site siteB
& PO19
+ 4k Site Aérodrome Cannes
+ ik Site 5G4412
i+ 4k Site siteAA
+ # Site siteAB
+ 4k Site Site-éssai-C
+ % Site siteQ
+ #% Site SpeedAwsParis
+ #% Site SpeedHome

M

User: global | logout | E

3 MANAGEMENT TOOLS # Sites management

Summary V configuratio Set parameters

Import sites from a CSV file

| Parcourir... | Aucun fichier sélectionné.

Sample file

Import file|

4

Export sites to CSV file B

4.1.3 Client port filtering

Prerequisite: SG with OPE 6-4.24 or 6-5.04 and above.

This new feature enables to add filtering on requester ports. It complements the server port criteria.

Some new applications (for instance Teams) limit the number of server ports to reduce efforts on security teams to open
dedicated ports for each service. Instead of this they rely on requesting ports that are uncontrolled to segregate type of

traffic.
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Services Default

StreamGroomers
= 3¢ MANAGEMENT TOOLS
3 General parameters

@ Categories management
Sites management

+/ |™ SLM/Alarm catalog 2
= © Rules catalog 9
=0 AN
+ @ macro_nro
=@ NR_port
= @ ports '3
= ® port_999 7
@ TCP_9992
@ TCP_9993
€D TCP_9994
€D TCP_9995
@D TCP_9995_others
# ®others 1
(O Fallback
@ port_10000 4
QO Autres
Q Fallback

Services
StreamGroomers

+'3¢ MANAGEMENT TOOLS
=@ SERVICES 11
(+ 4 Site Aérodrome Cannes
+ ik Site SG4412
|- ¥ Site siteA
(® Local traffic
=+ (® Access link siteA 7
# ([ QUIC ] Vidéos 3
[+ () [Web ] HTTPS 6
(5[ Web JHTTP 1
=1 (® [ macro_nro ] ports 3
=1 (® [macro_nro ] port_999 7
@) [macro_nro ] TCP_9992
@ [macro_nro ] TCP_9993
) [macro_nro ] TCP_9994
@ [macro_nro ] TCP_9995
) [macro_nro ] TCP_9995_others
[+ (® [ macro_nro ] others 1
O [ macro_nro ] Fallback
[+ (®) [ macro_nro ] port_10000 4
(O [ macro_nro ] Autres
(0 xRDP
[+ (® Shaping autres sites 1
() Fallback
() Fallback
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D D

3¢ MANAGEMENT TOOLS (O Rules catalog

v

ONR_port (®ports () port_999

v

Requested status : | Up

Type of conditior include this condition

v

v

Filters catalog : \ Select one filter

» Service: [TCcP v
Local
Any
» Server location : (o] (O]
» Host: O

IP address / mask :

v

@ TCP_9995

lag95 |

Server port :
» Client port :

133000-34000

@ SERVICES  # Site siteA () Access link siteA (%) [ macro_nro ] ports

Z 4 Shortterm » 4 most recent »

[10

Experimental grap!

] Activate sites and rules search m

‘ connections | address/mask v
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I —

Name : |TCP [port 9995] [client 33000-3/

(® [macro_nro Jpert_999 €7 [ macro_nro ] TCP_999!

exchange.

<) o Q

o oG fomee | Remae] ne Rl e e
TCP 192.168.15.235 9995 192.168.15.249 33409 9,032,105 373,400 6,673 3,896
TGP 192.168.15.235 9995 192.168.15.249 33399 10,631,007 428,934 43,019 24,839
TCP 192.168.15.235 9995 192.168.15.249 33390 9,543,407 394,000 29,903 17,421
TCP 192.168.15.235 9995 192.168.15.249 33388 11,490,638 458,234 5,282 3,044
TCP 192.168.15.235 9995 192.168.15.249 33385 11,182,183 451,430 15,398 8,887
TCP 192.168.15.235 9995 192.168.15.249 33384 11,156,066 451,661 5,128 2,965
TCP 192.168.15.235 9995 192.168.15.249 33368 10,034,304 409,062 50,827 29,448
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Services Default

StreamGroomers

@ SERVICES  # Site siteA  (® Access link siteA () [macro_nro Jports (%) [ macro_nro ] port_999

+ 3 MANAGEMENT TOOLS [ —
-/ @ SERVICES 11 = -
4 Site Aérodrome Cannes | ons | Trafic capture
+ ik Site SG4412 I e —
) # Site siteA Z 4 Shortterm » 4 mostrecent » |10 | connections | address/mask v exchang
- ez tra.lﬂc ; 7] Activate sites and rules search m
=1 (®) Access link siteA 7
() [QUIC ] Vidéos 3 & 5 Q
[+ () [ Web JHTTPS 6
+ ) [Web JHTTP 1 Prot. Local Local Remote Remote Rate 1 Rate | Frames Frames
5@ [rmacroL o [ ports @ 1P addr port IP addr port (bps) (bps) 1 !
= (® [macro_nro ] port_999 7 TCP  192.168.15.235 9995 192.168.15.249 52634 9,942,559 406,161 17,409 10,109
@ [macro_nro ] TCP_9992 TCP  192.168.15.235 9995 192.168.15.249 52621 10,127,271 413,797 43,815 25,401
S]] 8RB TCP  192.168.15.235 9995 192.168.15.249 52619 9253446 375,592 3415 1,969
€D [ macro_nro ] TCP_9994
@ [macro_pro ] TCP_9995 TCP  192.168.15.235 9995 192.168.15.249 52617 10,268,278 423,237 6,613 3,837
@ [ macro_nro ] TCP_9995_others TCP  192.168.15.235 9995 192.168.15.249 52612 10,814,012 437,366 18,919 10,943
# (& [macro_nro ] others 1 TCP  192.168.15.235 9995 192.168.15.249 39554 70,981,039 1,620,637 1,402,789 718,281
(O [ macro_nro ] Fallback
(+ (® [ macro_nro ] port_10000 4
(O [macro_nro ] Autres
(% xRDP
(+ (® Shaping autres sites 1
() Fallback
() Fallback

4.1.4 Troubleshooting connections array: most recent by default

Historically, StreamView displayed by default 10 seconds short term connections.

It appears from field feedback that most users switch immediately to most recent and only if needed precise their request
to either 10mn, 1mn or 10s.

Changing the default landing screen will save time and still enables access to more precise screens.

Services Default | w m

StreamGroomers

@ SERVICES # Site siteA () Access link siteA

# 3 MANAGEMENT TOOLS Parameters Long-term stats
- @ SERVICES 11 TOP | Connecti
(+ ik Site Aérodrome Cannes [\ComnecHons
[+ ik Site 564412 . — R
= % Site siteA = 4 Shortterm » 4 most recent » |50 ‘oconnectiuns kaddresslmask vJ {exchange
@ LB ENLS [] Convert addresses into names  [_] Activate sites and rules search m
=1 (®) Access link siteA 9
=1 (® [NR_port ] ports 3 & 5 Q
+® [ NR_port ] port_999 7
[+ (® [ NR_port ] port_10000 4 Prot. Local Local Remote Remote Rate Rate | Frames Frames
O [NR_port] Autres IP addr port IP addr port (bps) (bps) 1 !
& (® [QUIC ] Vidéos 3 TCP 19216815235 9997 192.168.15.249 51124 10,707,934 443,930 3,939 2,273 i
# &) [Web JHTTPS 6 TCP  192.168.15.235 9993 192.168.15.249 36976 10,472,285 426,909 33,755 19,470 |
4 (®) [ Web JHTTP 1
SO Web] TCP 19216815235 9992 192.168.15.249 60448 10,775,150 441,672 31736 18,307 |
+ (®) [ macro_nro ] ports 3
@ xROP TCP 19216815245 48938  192.168.15.222 514 4,688 2,248 8 5!
() siteA-siteAA TCP 19216815235 9991 192.168.15.249 60728 10,550,470 427,587 6,798 3,902 !
) (® Shaping autres sites 1 TCP  192.168.15.235 9999 192.168.15.249 44738 11,606,897 471,015 8,535 4,91 |
Fallback
o TCP  192.168.15.235 9996 192.168.15.249 59463 11,661,377 458,718 10,724 6,108 :
() Fallback
4 i Site siteAA TCP  192168.15.235 9994 192.168.15.249 54856 11,119,369 451,512 14,330 8,248 .
[+ # Site siteAB TCP 19216815235 9995 192.168.15.249 35437 11,350,461 460,739 39,648 22,773 |
+ # Stte siteB TCP  192.168.15.235 9998 192.168.15.249 46638 12,561,845 504,877 5779 3,309 |
(+ #k Site Site-éssai-C
Tl TCP 19216815245 80 192.168.15.254 61626 73,418 5,035 271 157
[+ # Site siteHome
) # Site site@ UDP  239.255.255.250 1900 172.18.1.5 57400 0 1,320 0 17
[ # Site SpeedAwsParis TCP 19216815245 48840  192.168.15.222 514 416 416 1 11
G 8 Site SpaedHoma TCP  192168.15.236 9997  192.168.15.249 36685 11,418,698 462,299 22,029 12,660 1
UDP  192.168.15.235 44391  62.73.1.190 1194 106 99 32,841 30,951 |
TCP  192168.15.235 9998 192.168.15.249 57423 10,113,155 412,160 8,374 4,811
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4.1.5 Support SG with a DHCP configuration
Prerequisite: SG M5G with BOOT To6 and above.
Streamcore is willing to offer the choice to customers to deploy appliances with either a fixed IP address or a dynamic one.

Each option has benefits and drawbacks, and it is not the role of Streamcore to force the one or the other. Both are now
available and can even be mixed between different sites (such as fixed IP for datacenter and DHCP for branches).

This option is only available for network probes running under 5™ generation of Streamcore operating System (M5Q).
DHCP is simplifying provisioning with the following element:

- No prior allocation of IP address

- Lessrisk of using an address already allocated (spoofing)

- Ability to prepare configure on a site in the network and deploying it on another site totally preconfigured including
calling mode pairing

Current implementation has the following limitations if the DHCP mode is activated:

- No statistics on Admin port
- Active probe is not working
- Netflow tickets are not sent

Those limitations will be waived in subsequent releases.
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You can also use a USB key to directly configure the SG in a DHCP mode.

You just need to select this mode when collecting the configuration file to put on the USB key:
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Services Default | w

StreamGroomers

+ 3¢ MANAGEMENT TOOLS
-1 # STREAMGROOMERS 2
— @ 75003 1
-1 i Beaubourg 2
+ bbF () sq siteA
- sg siteHome
[i-] Maintenance
24 port ADMIN
. port EXT
< port To LAN
. port To LAN2
<4 port To WAN
L. port To WAN2
+ &8 IP router
% System parameters
+ Phb (| 5g siteAWS

To access the SG from the SGM you can either:

e Configure the SG in a calling SG mode
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# STREAMGROCOMERS [ 75003 [ Beaubourg »»» sg siteHome

Real-time stats Long-term stats Release management

IP Configuration : DHCP - SG-defined dynamic IP address v

SGM address :
Standby SGM address :

Password : boot
Standby SGM address 2 :

Standby SGM address 3 :

DNS server address : 172.31.0.2
Secondary DNS server address :

DNS suffix :

DNS suffix 2 :
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e Oruse the calling SGM connection after configuring the new DHCP admin address of the SG in the Streamview web
interface configuration:

senvcss TID GEEED

StreamGroomers

User: global | logout | EN | FR

s P 5q si

* X MANAGEMENT TOOLS
-/ % STREAMGROOMERS 7
+0hh sg siteA
+ bbb sg siteAB
) 59 SC3412
(=1 > (@ sg siteHome
[*] Maintenance

Real-time stats Long-term stats Release management

Configuration | Boot file | Alarms

» Name : siteHome
» Operationalmode:  Monitoring + Tagging + Control WAN Optimization available only with operational mode Monitoring + Tagging + Control.
» Associated site name : siteHorme

. port ADMIN
4 port EXT |>_sGM-SG dilog type : Not secured (SGM calling) |
% port To LAN > SG time zone Europe/Paris
% port To WAN
=1 @8 IP router

(=1 *% Addresses 2
I *2 Address [admin]192.168.1.151/24 I
2 Address [lan/wan]192.168.1.152/24
[+ * Routes 2
Q; System parameters
0 sg SG3260e
+ 0 sg SpeedAwsParis
i+ #hr sg SpeedHome

4.1.6 Calling SG with high availability SGM

It is now possible to connect one SG in a calling mode to the two SGM forming a high availability cluster.
To add or to just configure a calling SG in a running cluster of two SGM
The SG needs to be connected to the active SGM the very same way as with a simple SGM one.

The connection to the passive SGM will then be automatically activated when the synchronization of the database is
launched between the two SGM (that is just after the daily database backup).

Building a new cluster from an existing simple SGM one
If there are already configured calling SG on the first SGM nothing needs to be done after the new cluster is established.

The connection of the SGs to the new passive SGM will be automatically activated when the synchronization of the
database is launched between the two SGM (that is just after the daily database backup).

4.1.7 Categories type selector on StreamGroomers

From this 6-5.T11 version on the tree display of the StreamGroomers inherits the whole set of categories as defined in the
Services view. And one can select the type from which he wants to view the categories:
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< C @ O & 192.168.15.245/qualif/streamview/#port-12-1146

Services

StreamGroomers Default

# STREAMGROOMERS i Asie i Chine [ B

= Ma
‘3‘5MANAGEMENT b p aramete Real-time stats | Long-term stats
- % STREAMGROONIE Paris

- & Asie 1

- & Chine 2 » Name: ADMIN
- @@ Beijing 1
= b sg siteA
‘ [-] Maintenance
I

» Line mode : aufo-negotiation

. port ADMIN » Max criticity generated by alarms : critical
L. port EXT
<% port To LAN » Debug: 0x0
L. port To WAN
=+ €8 IP router
%5 System parameters
+ @9 Shanghai 2
i+ Fbr - sg siteHome
T 0 sg SG3260e
+ prr sg SpeedAwsParis
+ bbb sg SpeedHome

4.1.8 Categories & right management
In StreamAccess, right management have been harmonized between Services and StreamGroomers.

A user can now have access to the Streamgroomer menu in a coherent manner with the Service menu. With either read only
or read/write privileges. Rights can be allocated at the global or category level.

To give right only on one single site create a particular category for this site.

4.1.9 Calling SG automatic peering

To simplify migration from one mode to the other (from being called by the SGM to calling the SGM), features have been
enhanced to avoid physical intervention on site.

Prerequisite: SG with BOOT S53 or To6 and above.

If the SG is already connected to the SGM using the default “SGM calling” mode it is possible to automatically change this
connection mode into the “SG calling” one, that means without the need to launch any command on the SG itself.

The mandatory conditions to launch this operation:

BOOT S53 or Tos (and above) and SG already connected to the SGM
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Ser

s

) - ) e
v v

STREAMGROOMERS 1 5 SiteA STREAMGROOMERS 1 5g SiteA

- B STREAMGROOMERS 7 - B STREAMGROOMERS 7

s

0 ()5g siteA = Dsgsiten
(7] Maintenance Name site [Z] Maintenance Installed versions Requested status Active
RO ADU Operational mode WAN Optimization available only with operational moc oEa ADMIN
RS Assosiated st name : By Software
& port To LAN & port To LAN 6424
2 port To WAN - port To WAN OPEA  2021/07109 12:59:54 v v
@ IP router SGM-SG dialog type - Not secured (SGM calling) & 1P router ope 41
‘% System parameters SG time zone Europe/Paris SR 2021/07/08 145235
41 OsgsiteAB @11 @sgsiteAB Boot 2021/08/04 17:04:21]
G sgSCaA12 @ (3sg SCH12 Fiash  MaG64-0.10
% g siteHome g siteHome
0 50 $G32608 4 5g $G3260
" sg SpeedAwsParls 49 1 5g SpeedAwsParis Ace foG28
4w sg SpeedHome 49 sg SpeedHome

Configuration 2021/08/04 16:54:10

SG not already peered and with the address of the SGM configured as the first one (first SGM address, here 192.168.15.245 in
the following picture)

If all these requirements are fulfilled, you can just modify the mode from the Web interface:

Senvices

) o o )

‘StreamGroomers. StreamGroomers

5 STREAMGROOMERS 1 5q siteA B STREAMGROOMERS ) s siteA
% MANAGEMENT TOOLS [ Reatme stats | Long-term sats | Alarms | WaN Optimization | Retease management JJIS  MANAGEMENT TOOLS Real-time stats | Long-term stats | Alarms | WAN Optmization
- 7 STREAMGROOMERS 7 = STREAMGROOMERS 7
= 1 () sg siteA #0 sg siteA
[ Maintenance 0 OsgsiteAs Name. siteA
2 port ADMIN B0 €3 sg SC3412 Operational mode WAN Optimization available only with operational moc
& port EXT Name : siteA 41 sq siteHome
Associated sie name
2 port To LAN Operational mode :  Monitoring ) WAN Optimizstion available only with operational mode I %% sg SG3260e
. port To WAN + b sg SpeedAwsParis
+ @ IP router SEMSG il o « » } sg SpeedHome 'SGM-SG dialog type : Secured with automatic peering (SG calling)
% System parameters hos +SG dialog 'épe oliscowed - SGM-SG dialog state : Peered
1 (sg siteAB. time zone : | EUIOP 56 calling SG time zone Europe/Paris
+00 5g SC3412 Not secured

o itoH
sg siteHome Secured with weak authentication

4 g SG32600
£ sg SpeedAwsParis Secured with strong authentication
9 g SpeedHome 56 calling

Secured with automatic peering 1,
Secured with manual peering
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Only the Streamview \¥/eb interface is used during this configuration.

4.1.10 Cloud images

New images (AMI for AWS and image for Azure) are available for Streamgroomer. Manager

4.2 SG: OPE 6-4.24

4.2.1 Client port filtering

Descriptions of this new feature are available is the SGM section 4.1.3 above.

4.2.2 "TLS version" and "QUIC version" listed in the "hostname" field Classification
workload indicator

As security over the Internet is paramount, the http protocol will lose traffic share and will be replace by encrypted
protocols such as https or Quic. Thus, the hostname field decoded from the http protocol will be of less and less usage.
Streamcore decided to use it to display version of encrypted protocols.

i [ 15) Use globalogot | EN | FR
: STREAM

ST @SERVICES # SitesiteA  (» Access link sittA () [ QUIC ] Vidéos
® éM‘NAGEME"T TooLs Parameters | Real-time stats | Long-term stats oubles| Experimental graphs
= @ SERVICES 11 .
+ i Site Aérodrome Cannes TOP | Connections
i Site SG4412 e - -
= # Site siteA Z 4 Shortterm » ¢ mostrecent » (10 connections | address/mask v [+ | exchange packets> v | [+] [ Convert addresses into names
T 8;‘”3' "“Im: —_— [ Activate sites and rules search m
=) Access link site
 ® [QUIC ] Vidéos 3 B &
= ®[Web JHTTPS 6 @ Q
& gl Web ] HTTP 1 Prot. “';‘:"':"r ":'ﬁ' f:'a“:;’: R:’:z‘e Frames 1 Frames | State Hostname
'+ ® [macro_nro] ports 3
@ xROP ubP 192.168.15.235 55707 142.250.153.189 443 61 91 established | quic:FF00001D
+ (® Shaping autres sites 1 UDP 192.168.15.235 57502 216.58.205.206 443 8 8  established  [quic:FFO0001D
O?ﬁl':a"::“ upP 192.168.15.235 56378 216.58.212.109 443 10 11 established  |quic:FFO0001D
+ i Site siteAA uoP 192.168.15.235 37696 216.58.198.67 443 14 14 established  |quic:FFO0001D
4 # Ste siteAB uoP 192.168.15.235 56022 216.58.205.195 443 7 7 established  |quic:FF00001D
) . . silent quic:
+ # Site sitoB upp 192.168.15.235 57631 216.58.205.195 443 7 7 lent FF00001D
+ i Site Site-éssal-C
? :sng smH::l: upP 192.168.15.235 50375 216.58.198.67 443 8 10 silent quic:FFO0001D
+ # Site siteQ uoP 192.168.15.235 47509 216.58.198.78 443 129 124 silent quic:FFO0001D
 # Site SpeedAwsParis uoP 192.168.15.235 34839 216.58.211.195 443 59 33 silent quic:FF00001D
¢ # Site SpeedHome uoP 192.168.15.235 35392 172.217.171.227 443 158 462 silent quic:FF00001D

e (0D GHEEEIDD User: gobalogout | EN R STREAM

SIS @SERVICES  # SitesiteA () Access link siteA () [ Web ] HTTPS
+ X MANAGEMENT TOOLS Parameters | Real-time stats | Long-term stats 3 g Experimental graphs
= @ SERVICES 11 >
+ # Site Aérodrome Cannes JLOG| Connections
= i Site SG4412 o pr———— - -
= # Site siteA 2 4 Shorttem » 4 mostrecent » |10 connections | address/mask v | [+] | exchange packets > v | [+] [ Convert addresses into names
L 8”“' "?m: A @ (] Activate sites and rules search m
=1 () Access link si
+ (®[QUIC ] Vidéos 3 MR e aQ
+ (®) [ Web ] HTTPS 6
+ ® [WebJHTTP 1 Local Local Remote Remote
@ Prot. vl o i e Frames 1 Frames | State Hostname
+ (® [ macro_nro ] ports 3. P P
@ xROP TCP 192.168.15.235 53122 172.217.18.234 443 21 17 closed s:1.3
+ (® Shaping autres sites 1 TCP 192.168.15.235 55450 35.206.49.130 443 14 14 established  [tis:1.3
Fallback
02":3 o TcP 192.168.15.235 59042 216.58.212.109 443 7 6 established [tis:1.3
& g Site i Tcp 192.168.15.235 46004 172217.19.142 443 43 51  established [tis:1.3
= i Site siteAA
= # Site siteAB TCcP 192.168.15.235 53156 17221718234 443 17 19 established  [Us:1.3
& i Site siteB TCcP 192.168.15.235 60078 216.58.198.78 443 16 16 established [s:1.3
+ i Site Site-éssai-C
i : sn: <iteHome TcP 192.168.15.235 56218 172217.471.202 443 2 24 established  [tis:1.3
TcP 192.168.15.235 42030 172.217.171.206 443 19 17 established  [Us:1.3
+ # Site siteQ
+ # Site SpeedAwsParis TcP 192.168.15.235 53168 17221718234 443 14 15 established  [Us:1.3
+ # Site SpeedHome TCcP 192.168.15.235 57264 172.217.171.229 443 27 29 established |tis:1.3
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4.3 SG OPE 6-5.05
4.3.1 Client port filtering

Descriptions of this new feature are available is the SGM section 4.1.3 above.

4.3.2 "TLS version" and "QUIC version" listed in the "hostname" field Classification
workload indicator

Descriptions of this new feature are available is the OPE 6-4.24 section 4.2.2 above.

4.3.3 ADMIN with DHCP auto-configuration

From this version of OPE, if the SG is configured using a DHCP address information, this SG is able to automatically check if
the current DHCP address has moved to another one and so to adjust it.

4.4 SG OPE 6-5.06

4.4.1 Correction of a performance issue with the SSL flow management

This issue may lead to an unexpected heavy CPU usage on the SG when a very large number of SSL connections is
encountered.

4.5 SG: BOOT S53

4.5.1 Calling SG: automatic peering

Please go to the SGM 4.1.9 section above to have a description of this feature.

4.6 SG: BOOT To6

4.6.1 Calling SG: automatic peering

Please go to the SGM 4.1.9 section above to have a description of this feature.

4.6.2 ADMIN with DHCP configuration

Descriptions of this new feature are available here 4.1.5.

4.6.3 Application mode

In M5G, the OPE is now running in application and access Network interface Cards (NIC) through DPDK (DataPlane
Development Kit). Adherence to the Kernel is lower and will ease evolution of the software.

4.6.4 Optimization of Fast Path mode

With M5G new application mode version, packet processing has been optimized and prepared for parallelisation.
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Calculation of metrics per connection at 10sec, 1min and 10 min can be bypassed to enable higher performances.
Calculation of aggregated metrics for rules and detailled metrics for “Most recent connection” are still available

4.6.5 SGM-SG dialog type

With all SG configured with a To# boot version, the “Not Secured” dialog type will in fact already use a SSH connection.
‘Secured" dialog types are not yet supported.

For those To# (M5G) SG usable dialog types are listed :

Services poit | v I D)

StreamGroomers

% STREAMGROOMERS )} sq siteA

# % MANAGEMENT TOOLS
=1 STREAMGROOMERS 7
= ppr ) sg siteA
-] Maintenance

Real-time stats | Long-term stats WAN Optimization | Release management

A port ADMIN
. port EXT » Name: \siteA |
A port To LAN » Operational mode : \ Monitoring v \ WAN Optimization available only with operational mode Moni
< port To WAN
+ &8 IP router .
% ST FEETEES » SGM-SG dialog type :[ Not secured v ]
#1900 (1) s siteAB » SGtime zone: | EUIOR sGu cafling
0  ()sg SC3412 | Not secured b
i+ b sg siteHome = —
Secured-with-weak-authentication
[+ () sg SG3260e
[+ 99 sg SpeedAwsParis -Seeured-with-strong-authentication-
i+ b sg SpeedHome 5G calling

Secured with automatic peering

Secured with manual peering

> Both "SGM calling Secured” dialog types are still selectable but will not work.

4.7 SG: BOOT To7z

4.7.1 Integration of a new Silicom bypass card
Add the PE210GBPIg-LRD-SD card to the list of manageable hardware for a SG.

N.B. with this version only the 10G mode of this card is supported.

4.8 CLOUD IMAGES

New images (AMI for AWS and image for Azure) are available for M5G version of Streamgroomer.

4.9 ACC 25

e Performance improvements, particularly when accelerating TLS connections with SSL optimization enabled.
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e Enhanced TLS Server Name (SN filtering capabilities
e Stability improvements when system is under load
e Enhanced configuration options around TLS configuration

e Newer compression, connection handling and logging frameworks

4.10 FEATURE RETIRED

4.10.1 LAN Inventory

The LAN Inventory Tab on the Site level has been removed. This tab was containing tools to scan IP and open ports per IP
on a LAN. It is somewhat redundant with ARP table of the Streamgroomer menu that benefit from manufacturer discovery.

Scanning IP and ports were also not compliant with virtual and Cloud environments security policies.
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All the components of the Software Suite are delivered as updated versions.

Note: In this Software Suite, the BOOT component is S53. It will be installed automatically by the SGM when an OPE is

deployed on the StreamGroomers.

The following tables list the problems that have been fixed in release 6-5.T11 of the software suite and the new features if

declared as limplementedl:

User Problem Reference

31163
33264
42685
44132
46444
46651
46703
48290
SCC-00001330 48327
48346

48347

48357
48359
48363

49364

SCC-00001341 49365
49366

SCC-00001349 49367

49368

49372

49375
49378

SCC-00001356 49381

49397
49398
49400
49401
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Description of the problem that has been solved (SGM 6-5.T11)
SGM 6-5.T11

[SNMP] Supervise disk usage
[Multi-Shaping] "ij_poll" daemon uses to much of memory.
[Streamview] SG creation: errors in tool tip texts (Help)
[SGMconf] Restore database: wrong message
[SGMconf] Change the license text for the Streamcore company
[Streamview] Import of sites from a file not completely full.
[StreamAccess] Problem with the de connection of a "restricted" user
[SGMConf] infinite loop on Reboot SGM from SGMConf
Client port filtering. Needs OPE 6-4.24, 6-5.05 or above.
Manage orphan RRD files (without an attached rule).
[Streamview] Name of a filter erased after the selection of a service in the
configuration of this filter.
Compatibilty on iPad (Chrome, Safari).
[StreamView] Support SG with a DHCP configuration.
[Streamview] Categories type selector on StreamGroomers.
[Streamview] Calling SG: automatic peering - Needs BOOT: M4G-S53
M5G-TOS .
Running connection’s array: add information bullet on the “rule” column.

Remove LAN inventory functionality.

Calling SG with Tandem and Dual configuration - Needs BOOT: M4G-S53
or M5G-TO5 .

[StreamAccess] New user rights: selection of the Sites and/or
StreamGroomers.

[Streamview : Troubleshooting] Connections array: "most recent" the
default setting.

[StreamView] Piecharts legend may over-write.

[SGMConf] SNMP configuration issue
[Matrix applicative rules] insertion of a new groupe before a rule with an

accentuated name failes.
[License activation] Collection of the system data are not always done

[Calling SCI with two SGM in high availability mode
[Calling SCI SG in dual/tandem mode
[Calling SCI Add streambind logs download in SGMConf
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User Problem Reference Description of the problem that has been solved (OPE 6-4.24)
OPE 6-4.24
FB48337 DPI HTTPS TLSv1.3 on proxy CONNECT: SNI not collected.
FB48348 QUIC trafic : SNI unavailable.
FB48349 [QUIC] SNI field
FB49374 Port client filtering
FB49376 "TLS version" and "QUIC version" listed in the "hostname" field.
FB49377 TLS 1.3 - "extended supported versions" field not filled.
SCC-00001355 FB49380 "Retransmission rate" statistics, inconsistent value on 10mn.
User Problem Reference Description of the problem that has been solved (OPE 6-5.05)
OPE 6-5-05
FB48337 DPI HTTPS TLSv1.3 on proxy CONNECT: SNI not collected.
FB48348 QUIC trafic : SNI unavailable.
FB48349 [QUIC] SNI field
FB49374 Port client filtering
FB49376 "TLS version" and "QUIC version" listed in the "hostname" field.
FB49377 TLS 1.3 - "extended supported versions" field not filled.
SCC-00001355 FB49380 "Retransmission rate" statistics, inconsistent value on 10mn.
FB48361 Support DHCP auto-configuration mode for the ADMIN port
FB49390 Troubleshooti.ng: cqnnections listed for the prese.nt period of time. .
The 10mn period will really start from 10mn earlier as the present time.
FB49391 ART statistic§: per connecti‘on data collection can be deactivated.
Add route with name sym it_stat_cnx 0
User Problem Reference Description of the problem that has been solved (OPE 6-5.06)
OPE 6-5-06
Correct a potential performance issue when dealing with numerous SSL
connections.
FB49418 Correct a configuration mismatch at SG start-up.
Add QUIC, SSL and IPv6 debug SG statistics (real time statistics).
User Problem Reference Description of the problem that has been solved (Boot S53)
Boot S53
FB49373 SG not accessible if wrong DNS configuration.
FB49385 Calling SG with a Tandem or Dual configuration.
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User Problem Reference Description of the problem that has been solved (Boot S53)
FB49407 Logrotate not working well

User Problem Reference Description of the problem that has been solved (Boot T06)
Boot T06
FB47018 Add HDD/SSD SMART information to the system logs

FB49373 SG not accessible if wrong DNS configuration.

FB49385 Calling SG with a Tandem or Dual configuration.

[BOOT Menu] Support DHCP auto-configuration mode for the ADMIN
port

FB49404 New types of SG (5512, 5514, 6512)

FB48360

FB49407 Logrotate not working well

User Problem Reference Description of the problem that has been solved (Boot T07)
Boot TO7
FB49407 Collect of logs is stopped at 06h30
FB49421 Add the PE210GBPI9-LRD-SD card (10G only).
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6 Known issues

The table below lists the known issues and provides a workaround if any.

Since Software Suite 6-4.508 - Authentication with Radius
does not work if the password contains the characters
e Double quote "
. * Quote’ Change the Radius password
StreamView T .
FB46694 e Slash/ avoiding using these
StreamAccess . .
e  Exclamation point! characters.
e Backslash\
e Brackets[and]
e Star*
FB42810 G StreamGroomers may rel?oot in a port mirroring configuration
when capturing the traffic.
) G Grooming, dual and tandem mode do not function in high- | Do not activate high
performance mode. performance mode.
StreamView — There are no real time statistics on audio/video
FB44508 SGM terminal rule when RTP+MOS measurements is selected.
In the WAN Optimization Profile definition, the FTP handler is | FTP data traffic can be
- SG not working. accelerated only through
Only the control session is optimized. the Fallback handler.
StreamView - If we declare a server with a certificate while the | Work around: re-push the
- SGM corresponding SG is unreachable, the application server will | certificate and reboot the
not be considered for acceleration. SG.
FB47230 G With ACC24 or latter and an old OPE (< 6-4.17) each restart | Upgrade to OPE 6-4.17 or
(reboot) of the SG will erase the acceleration cache. later
FB49373 G SG could be not accessible from the SGM in case of a wrong | Update the DNS
DNS configuration on this SG. configuration of the SG
Contact the Streamcore
Possible migration issue to the 6-5.T11 version if the SGM | support in order to manually
FB49383 SGM . . . . .
contains more than on base with a very big one. launched the migration on
this very big base.
On a SGin Dual/Tandem mode and in a SGM HA environment Contact the Streamcore
FB49409 SG (SGM'’s cluster) the change of the communication mode from
" H n " n H Support
calling SG” to “not secured” may rise an error.
Choose the Not secured one
FB4913 G SG with a TO# boot version could not use any SGM calling | which already use a SSH
Secured (weak or strong) dialog type connection.
Or a SG calling dialog type.
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7 Installation & Deployment

Read carefully the recommendations below:

e CAUTION: On SG250¢, the status mirroring between LAN and WAN ports does not work.

e After having started StreamGroomers in operational software, we strongly recommend checking the LAN and WAN
port statistics (speed and duplex mode, CRC errors, collisions..) to avoid any configuration mismatch with
interconnected equipment.

e \Werecommend connecting to the ADMIN port on the LAN side of the StreamGroomer.

e On SG350e, when switching from boot software (bypass closed) to operational software in bypass mode, then the
bypass will open and close immediately, inducing 2 interface state changes. This operation may block the traffic for
a few seconds.

e Directly connecting peripherals (mouse, keyboard, and screen) on the SGM must only be done for maintenance
operations.
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8 Software Interoperability Rules

8.1 UPGRADE OPERATION
Any upgrade is allowed according to the information provided in the migration guide.

Important: If the SGM is to be upgraded from 6.2 to 6.3 or later versions, it is mandatory to request a new Streamcore license
before upgrading the SGM; if the license is not updated, some functionality may be disabled.

Important: To upgrade from v6.1 to v6.4 you must first upgrade to v6.2.

8.2 DOWNGRADE OPERATION
Read carefully the rules:

e SGM: operation not allowed (data loss risk)

e  SG OPE: operation allowed if the OPE vs Boot/System interoperability rules are met (see table below)
e  SG Boot/System: operation not allowed (equipment crash risk)

e ACC Acceleration System: operation not allowed

8.3 INTEROPERABILITY BETWEEN COMPONENTS

Interoperability is guaranteed for an SGM in the following cases:

e SGSS 6.2 version with a SGin OPE 6.2, 6.1, 6.0 and 5.3

e SGSS 6.3 version with a SG in OPE 6.3, 6.2, 6.1, 6.0 and 5.3

e SGSS 6.4 version with a SG in OPE 6.4, 6.3, 6.2, 6.1, 6.0 and 5.3
e SGSS 6.5 version with a SG in OPE 6.4, 6.3, 6.2, 6.1, 6.0 and 5.3

Interoperability not guaranteed for an SGM with an older version than the OPE.
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The table below shows when the compatibility between the OPE versions and Boot versions is guaranteed:
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Boot OPE 6.1 OPE 6.2 OPE 6.3 OPE 6.4
S16 Not Not Not
to Yes
S25 supported supported supported
From S26 Yes Yes Yes Yes

The table below shows when the compatibility between the SGM versions and SCO versions is guaranteed:

Streamcore.com

SCO SGSS 6.4 SGSS 6.5
To12 Not Not Guaranteed
Guaranteed
To13 Yes, for OPE >= Yes, for OPE >=
6-2 6-2
Yes, for OPE >= Yes, for OPE >=
From 6-5

6-2

6-2
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9 Technical Support
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Streamcore Technical Support

By email: support@streamcore.com

By telephone: +33(0)1.78.96.53.21
+33 (0)6.45.58.84.68

Customer Support
Email: support@streamcore.com

Telephone: +33.1.78.96.53.21

Postal address
Immeuble Le Belvédere
1 cours Valmy
92800 Puteaux
France

Legal address
16 place de I'lris
92400 Courbevoie
France
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