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1 Software suite 22a

The Streamcore software suite is a set of software releases for StreamGroomers and the SGM. This document contains the
release notes for the Streamcore 22a software suite.

The software suite must be installed on the SGM with the SGMConf application.

The OPE and BOOT elements must be deployed on the StreamGroomers from the SGM with the StreamView application.
Since version 6.3, when an OPE is installed on a StreamGroomer, the SGM automatically deploys the latest versions of
the BOOT and ACC modules. The BOOT version will only be active after the StreamGroomer has been restarted (see
"Restarting the StreamGroomer"). 2.3 Activation d'une version Boot, ACC et OPE below)

This software suite contains the following SGM and StreamGroomers software versions:

Software suite: 22a
Official OPE: 6-4.25
Official OPE: 6-5.14
Official ACC M4G64 : ACC26
Official ACC M5G : ACC30
Official M4G64 boot: S55
Official M5G boot: TO09

1.1 SOFTWARE SUITE NUMBERING EVOLUTION
To simplify the tracking of releases, the numbering of releases is changing:
The software suite number is now composed of two parts:

- 2digits for the year of release (22 for example)
- 1letter for the release sequence in the year (a for the first release of the year)

The software suites are currently scheduled for 3 releases per year.
The other elements of the software suite keep their own numbering
OPE 6-5.12 or OPE 6-4.25 for example
This approach is intended to simplify the understanding of the serial numbers of the different modules:

- Avoiding confusion between the serial numbers of software suites and OPEs or other modules

- By facilitating the coexistence of several different versions in a fleet of probes (OPE, 6-4, 6-5 and soon 6-6 for
example)

- By allowing a quick reading of the "age” of the version

- By simplifying the memorization of the version number

1.2 SOFTWARE SUITE 22A.1
A corrective version 22a.1 of the 22a suite is available.

This suite adds the possibility to migrate SGs in SSH communication mode. We therefore recommend to install this version
22a.1 before launching a SG migration operation.

The 22a.1 suite embeds the same OPEs and BOOTs as the 22a.
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2 IMPORTANT RECOMMENDATIONS

Before deploying this version of the software, please read the following recommendations carefully and contact Streamcore
support if you have any questions.

2.1 LICENSES

As of version 6-5T06, the Streamcore software suite installs a new license management system that requires an update of
the license currently in use on the SGM.

If you have already used an SGM in 6-5.T06, you do not need to update the license.

2.2 NEW PASSWORD
Starting with version 6-5.T06, the default passwords for sgmand sc users are set to different values.

Please contact Streamcore support at support@streamcore.com to receive these new passwords.

2.3 ACTIVATION OF A BOOT, ACC AND OPE VERSION

The activation of a new version of the OPE/ACC requires a restart of the StreamGroomer. During the restart phase, the
StreamGroomer is inaccessible. Restarting the StreamGroomer automatically stops the following functions at the
corresponding sites:

e Monitoring: No measurements (polling) are made during the restart and probably no statistics will be available for
the corresponding 1 minute or 10 minute period in the real-time and long-term graphs and reports. The groomings
stop working and their status is set to DOWN, unless the grooming has been configured to be temporarily managed
as a shaping.

e QoS and marking: Traffic will not be prioritized or marked until the StreamGroomer has reloaded and activated its
configuration.

e Load balancing: Load balancing is disabled on the site supported by the StreamGroomer.
e WAN optimization: Accelerated TCP sessions will be interrupted.

e Netflow and monitoring: The StreamGroomers will stop sending Netflow tickets and traps/informs until it has
reloaded and applied its configuration.

It is strongly recommended to plan and schedule appliance restarts to minimize the impact on network flows and end-
user activities.

It is recommended to activate the same versions of Boot, OPE and ACC on the StreamGroomers of a dual and tandem
configuration.

If WAN optimization, Grooming, QoS and Tagging or Load Balancing features are used, it is strongly recommended to
run the same versions of Boot, OPE and ACC software on both ends of a grooming or peering to avoid errors caused by
inconsistency between StreamGroomers.
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2.4 SOFTWARE VERSIONS FOR M3G NOT AVAILABLE

- The boot and OPE packages for M3G appliances are removed from the Streamcore 6-4.12 software

suite, as M3G appliances are in EOL.

OPE version 6.1 is also removed from the Streamcore software suite, as this version is also in EOL.

2.5 ACC25 UPDATE
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e The content of the existing cache can be deleted from the StreamGroomer each time the ACC25 is launched on the

SG (see Known problems).

e The ACC25 can work with other SGs in ACC25 or ACC24 only (for future versions, please see the corresponding

release note).

2.6 UPGRADE BOOT M4G64 S49 OR LATER

A critical issue has been identified with boot versions up to S42 on SG360e, SG860e, SG1660e and
SG3260e that impacts communication with StreamGroomers and many other operations such as

If the operating time of these StreamGroomers is longer than 200 days, the device may become
inaccessible after a software reboot (e.g. when activating an OPE version). The workaround is a

- configuration, measurement and statistics collection, WAN optimization.

hardware reboot (unplug and plug in the power supply). To solve this problem, deploy the Boot S49 on

these appliances and apply the new version as soon as possible by restarting the StreamGroomer.
Streamcore strongly recommends that all StreamGroomers be upgraded to an S49 or later boot

version as soon as possible.

3 End of support for software suites

Please note the end of support dates for Streamcore software suites and operational software releases (OPEs):

You can refer to the End of Life (EOL) Policy document for a comprehensive view of the end of life (EOL) dates for

Streamcore equipment and software.

Software suites

End of the assistance

6-4 December 31, 2023

6-5 Not planned

OPE End of the assistance
6.2 high performance 30/06/2023

6.3 End of support since 1s 01/04/2019
6.4 31/12/2024
6.5 Not planned
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e |tis strongly recommended that the SGM, StreamGroomers, and StreamCollectors be updated to the latest versions
of the Streamcore software suite, OPE, and Boot.

Please feel free to contact the Streamcore support team (support@streamcore.com) or your sales representative for more
details on the upgrade path.
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4 Improvements and new features

With this new version, Streamcore brings new useful features to its SGM and SG.

4.1 SGM 22A

4.1.1 SG migration from M4G to M5G
This version of StreamView allows online updating of a SG in the new M5G architecture.

Not all SG types are eligible for migration, the list of eligible types :

Types of SGs eligible for
migration to M5G

SG2412

SG3412

SG360e

SG4412

SG860oe

SGi1660e

SG3270e

The technical specifications of the equipment (processors in particular) prevent the portability of the M5G base on older
machines (SGX00e, SGx50e, SG3260e series).

4111 PRELIMINARY PRECAUTIONS

The new software suite allows remote control of the installation of the M5G base and associated OPEs without the need for
physical intervention on site or the presence of an operator.

Nevertheless, it is necessary to plan during the upgrade process to put the probes in bypass and activate them after the
migration.

On the other hand, in M5G, the connection between the SGM and the probe must be in encrypted mode. RSH mode is no
longer available. The probe and network elements (firewall, port opening) must therefore be configured beforehand.

4112 UPDATE
To migrate a SG you need to install the S62 version of the boot.

This version can be installed on a S37 or more recent boot. It is nevertheless advised to install a recent boot (type S55)
before installing the migration boot.

It is directly the installation operation that will automatically launch the update of the SG in M5G.

The S62 version, due to its size, is not included in the Software Suite but can be requested from Support or downloaded
from the Extranet. It must therefore be installed in addition in the SGMConf.
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> Accueil

» Documentation

» Systeme

> Haute disponibilite
~ Suites logicielles
» Bases de donnges

And to do this, ask for the installation file at support@streamcore.com

)] StreamCore-USINE-M4G64-562-1.noarch.rpm
* USINE 562

Installer | Annuler .

Jaccepte les termes du conirat de licence.

24.1.1.3 START THE MIGRATION

On a SG M4G and in Boot mode (Sxx version) :

If the SG is not in boot mode, you must put it in this mode. Be careful, going into boot mode causes a disconnection of the
ports and a micro outage of service. This operation must be performed at a time that is not critical for network traffic. The

advantage of switching to boot mode is that the various migration steps will not affect the site traffic.

31000

Services
StreamGroomers

+ % MANAGEMENT TOOLS
- # STREAMGROOMERS 7

50 sited

1 () 5q siteAB

“ 00 sg siteB

#mh | sg siteHome

+m (] 50 siteQ p Software

# mh | sg SpeedAwsParis. e OPEA

# wh sg SpeedHome J—
s
© Boot
© Flash
o ACC

Realtime stats | Long-term stats.

# STREAMGROOMERS  »»» sg siteAB
Parameters

Alarms’

Installed versions Requested status Active

64,25

2022004121 16:24:18

6400

2017/09/08 1751:45

s55

202200421 16:24:03 v v
M4G64-0.0.3

Acceleration not supported

» Configuration 2022/04/21 16:24:51

User: global | logout | EN | FR

Read status | installarion | Reboot | ther operations:

Click on "Version Management > Other Operations > Installation of a boot version™
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StreamGroomers

cID aEmD

1+ % MANAGEMENT TOOLS
- STREAMGROOMERS 7

>

»
»

# STREAMGROOMERS

Parameters

Install a boo

Install a WAN

Real-time stats | Long-term stats

i 5q siteAB

version

nization software version

Install the configuration
Request to activate a version without installing the configuration

Read staws | Installation | Reboot | Other operations

labal | logout

Remove WAN optimization software (not supported, installed version is too old)
Halt the StreamGroomer

4.1.1.3

1 SG ELIGIBLE FOR M5G MIGRATION
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The system displays a message indicating the compatibility of the SG to the migration and will then propose the installation
of the boot version S62 especially dedicated to the M5G migration:

Services

Strea

)

R
Ry
e
Ry
g

mGroomers

[~ Maintenance

<. port 00-admin

. port 01-ext

. port 10-lan

. port 11-wan

. port 20-lan

A port 21-wan

& IP router

% System parameters

# b3 @ sg siteAB

sq siteB

sg siteHome

sg siteQ

sg SpeedAwsParis
sg SpeedHome

T D

+% MANAGEMENT TOOLS
= @ STREAMGROOMERS 9
[+ ¥ ([} sg proxyVMWare
[+ hhr | sg sitel
=1 h sg siteA

Parameters

% STREAMGROOMERS ) sg siteA

Real-time stats Long-term stats

This SG is compatible for M5G migration
You must be in BOOT mode to proceed
After such install, the SG will automatically reboot in M5G

» Software
o OPEA

o OPEB

© Boot

o Flash

o ACC

6-4.25

2022/07/18 11:40:47
6-4.25

2022/07/04 09:09:30
S55

2022/07/28 08:15:39
M4G64-0.0.3

No installed version found

» Configuration 2022/07/18 12:00:07

Install a boot software version :

Available releases :| S55 v
Destination : S55
(Install|

$62 (migration M5G) N

Alarms

status

WAN O

tion Release management

Read status | Installation | Reboot | Other operations.

Active

The launch of the installation will automatically trigger the migration of the SG:

2021 Streamcore SAS - All rights reserved




StreamGroomers

= % MANAGEMENT TOOLS
- STREAMGROOMERS 7
0k sg sited
[+ 0 () sg siteAB
[+ b 5 SiteB
[+ 0k 50 siteHome
[+ me ()50 siteQ
ok sg SpeedAwsParis
+ b4k 5O SpeedHome

D GED
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User: goballogout EN | FR
8 STREAMGROOMERS  »» sq siteAB

Parameters | Real-time stats | Long-term stats | Alarms

Read status | Installation | Reboot | Giher operations

This SG is compatible for M5G migration
You must be in BOOT mode to proceed
After such install, the SG will automatically reboot in M5G

Installed versions Requested status Active
» Software

6-4.25
° OPEA  o0220421 16:24:18
° OPEB  ooi7/0008 17:51:45

585
@ Boot 2022/04/21 16:24:03 v \4
© Flash MAGE4-0.03
o ACC Acceleration not supported

» Configuration 2022/04/21 16:24:51

Install a boot software version :
Available releases - S61 (migration M5G) v
Destination : |Boot v

Insiall

The migration is launched:

StreamGroomers

User: global | logout | EN | FR q

+ 3 MANAGEMENT TOOLS
-/ B STREAMGROOMERS 7
om0 sg siteA
) sg siteAB
+h  sgsiteB
+»  sg siteHome
F () sg siteQ
+ mh  sg SpeedAwsParis
& sg SpeedHome

% STREAMGROOMERS  » s siteAB

[ Parameters | Reat-time stats | Long-term stats | Atarms |
This SG is compatible for M5G migration
Installed versions Requested status Active
Software
GPEA: Do
OPEB
Rl 2022/04/21 16:24:03
Flash M4G6400.3
ACC Acceleration not supported

Configuration 2022/04/21 16:24:51

Install a boot software version :
Available releases :| Si gration M5G) v

ation B

Desti

After a few minutes the SG is in boot To7, the migration is finished.

No OPE is installed. Before putting the probe in operational mode, it is recommended to update the Boot and to install a

recent OPE:

Before putting in OPE, check if you need to install newer versions of OPE and Boot.
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Usergobal gt EN FR

StreamGroomers

+ 3% MANAGEMENT TOOLS
= % STREAMGROOMERS 7
5100h ) 5g siteA
#hh sy siteAB

B STREAMGROOMERS ~ »+ 5 siteAB
Parameters | Real-timestats | Long-term stats | Alarms

stallation | Reboot | Other operations

Installed versions Requested status Active
00 sgsiteB
a2l i
® sg siteHome e
1+ peh () 57 SiteQ
{1 sg SpeedAwsParis © OPEA
@ sgSpeedHome @ OPEB
To7

¢ Boot 2022/04/22 06:18:41 v v

o Flash M5G-0.0.9

o ACC Noinstalled version found

» Configuration 2022/04/22 06:19:18
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The SG must then be put back into service in OPE mode. Caution: switching from Boot mode to OPE mode causes a
disconnection of the ports and a micro outage of the service. This operation must be performed at a time that is not critical

for network traffic.

4.1.1.3.2 SG NOT ELIGIBLE FOR MIGRATION

If the SG is not eligible for migration an information message about the impossibility of launching this migration is presented:

Services Default User: global | logout | EN | FR

StreamGroomers % STREAMGROOMERS  )») sg siteQ

+'% MANAGEMENT TOOLS

-1 STREAMGROOMERS 7
[+ bbb sg SiteA

1000 (1) sg siteAB This SG is not compatible for M5G migration

139> () 5g siteB AR KRR ARHHAAAR S X KR RRAHHIIKKIKIRKS,

Thu Apr 21 17:04:54 CEST 2022

Parameters Real-time stats Long-term stats

Read status | Installation | Reboot | Other operations

)

[+ ##)  sg siteHome " "
ar — . Check Migration
[+ ([ sg siteQ SG3260e notin list (SG2410 SG2412 SG3412 SG360e SG4412 SG860e SG1660e SG3270 SG3270e)
[+ #»  sg SpeedAwsParis
[+ /) sg SpeedHome
Installed versions Requested status Active
» Software
6-2.11
° OPEA 203110007 11:26:54
6-4.24
@ OPEB 2021/10/12 10:32:06 v v
s
o Boot 2022/04/14 14:20:50
© Flash M4G64-0.0.3
o ACC ACC25

» Configuration 2022/04/19 11:58:37

Install a boot software version :
Available releases :($44 v |
Destination : [Boot v |

(instal

And the window will not offer bootS62 at installation.

4.1.2 SG acceleration in Proxy mode

Prerequisite: SG in OPE 6-5.12 and Tog boot. For the moment not available for SG in M4G version

For the use of acceleration features, the server-side SG can be deployed in proxy mode rather than in transparent mode

(cutting over traffic).
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In this case, the number of necessary ports is always 4 (Admin, Ext, Wan1, Lan1) but only 2 will have traffic in Proxy mode: the
Admin port and the Wan1 port. The other ports needed to start the machine will not see any traffic.

SGM Site Serveur
-—-_i_ G P mstie prasy
Site Client
Qe —{ (]

2
i .

i WAN

K

SpeadAgent \‘ . Serveur applicatif

The SG presents requests to the servers with its LAN/WAN address. It is no longer necessary to put the SG proxy in the
break of a link to manage the accelerated flows. The SG proxy can also be deployed on virtual platforms:

- VMware
- AWS

- Azure,

- GCP

- KVM

This SG allows for a physical or virtual acceleration relay integrated with Streamcore’'s monitoring functions and driven
directly from the SGM. It simplifies deployments in virtual environments and also allows for the multiplication of physical
probes to address larger acceleration loads.

4.1.21 CONFIGURATION
This Proxy mode is configured when the site is created by setting the "Dedicated Optimization” parameter to YES.

Note that once the site is created, it will no longer be possible to modify the value of this "Dedicated Optimization”
parameter.
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Services R G

StreamGroomers

+ 3 MANAGEMENT TOOLS
-1 @ SERVICES 3

+ 4k Site site2

+ #% Site siteAcc

+ # Site siteHome

@ SERVICES

b

Show diagram

» Name:

» Location for StreamMap :

b WAN dedicated : | no - |
» WAN access lype : no

yes

WAN ACCESS LINK

» Max. shaping throughput (bps) :

» from WAN (incoming trafic) : unlimited
» to WAN (outgoing trafic) : unlimited
» WAN encapsulation : xDSL ~]
» IPSEC encapsulation performed by router: ' No |
» Encapsulation IPSec algorithm : DES/3DES v

LAN SUBNETS
» Directly connected to WAN router(s)

Subnet/Mask  WAN router (opt)
| ! | aucun [}

Q A (JTrunk VLAN

» Through other router or switch-router

Subnet / Mask
7] @
Q Add
OTHER
» Netflow Export : [No -
» Business hours : | none
» Data Center | No

Setting this parameter to Yes will simplify the configuration page to show only the information useful for proxy mode: the

LAN/WWAN address map for acceleration

reamGroomers

+ % MANAGEMENT TOOLS

4 # Sile siteAcc
+ # Site siteHome

e s _
'+ Site site2

@ SERVICES

Show diagram
» Name: \
» Location for StreamMap : |
» WAN dedicated :[yes |
3
LAN SUBNETS

» For the peering (directly connected to WAN router)

Subnet /Mask  WAN router (opt)
I

» For applications servers to optimize, managed on Site through section

OTHER
» Netflow Export No v
» Business hours none
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Fill in this parameter with the associated subnet:

— X

StreamGroomers

@ SERVICES

+ % MANAGEMENT TOOLS

Add a site
o et b
+ ik Site site2

[+ # Site siteAcc Show diagram
+ # Site siteHome

» Name: \siteOpt \
» Location for StreamMap : ‘ ‘
» WAN optimization dedicated : | yes v

LAN SUBNETS
» For the peering (directly connected to WAN router)

Subnet/Mask  WAN router (opt)
[192.168.1.0 |124 |192.168.1.1 |

» For applications servers to optimize, managed on Site through section

OTHER
» NefowExport:  (No  ~]
» Business hours : \inonei\li\

41212 CREATION OF THE SG

Then create the associated StreamGroomer :

Services

StreamGroomers ¥ STREAMGROOMERS

'+ % OUTILS DE MANAGEMENT
-1 B STREAMGROOMERS 2

@ En-test
(+ @ Hors-test 7

v

Site de rattachement : \ siteOpt v \

» Nom: |siteOpt |

v

Mode d'insertion : [ Simple v

2 v }porfa
Environnement NAT : \:Non v \
Fuseau horaire du SG : \ Auto (Fuseau du SGM) ~v \

v

v

1 in this Proxy mode, the only possible option for the SG is the configuration in 2-port mode. Then you have to fill in the
administration address and the one used for acceleration:

Uliisateur : global | déc: 1N IR (g q

[ STREAMGROOMERS

OUTILS DE MANAGEMENT
STREAMGROOMERS
W En-tost
0 Hors-dest | Affer e schéma
inistrati admin)
» Adresse IF [ Masque d'administraion du Stream Groomer : 102.168.1.153 in
- Passerele vers e StieamGroomer Manager (optionns) 192.168.1.1
Adressagelroutage d'appariement
> Dans sous réseau 192.168.1.024, adresse dappariement du G :
Branchements
» Mode ligne Ges ports Ethemet
o Obagmin [auionéguciaton v |
o Otext [avlonégociation v |
o 104an+ t1.man |avto-negueiaton v |

The added SG will be in WAN Optimization mode, the only one possible for a proxy SG:
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Services Default | w

StreamGroomers # STREAMGROOMERS  »)) sg siteOpt
[+ ’( MANAGEMENT TOOLS
- # STREAMGROOMERS 2

(=1 prr () sg siteOpt

[ Maintenance » Name : siteOpt
< port 00-admin ['» Operational mode : — WAN Optimization

Real-time stats

Long-term stats WAN Optimization

Configuration | Boot file | Alarms

- port 01-ext » Associated site name : site/Acc
. port 10-lan
<. port 11-wan
[+ &8 IP router » SGM-SG dialog type : Not secured (SGM calling)
% System parameters » SG time zone : Pacific/Noumea

+ vhh (3 sq siteHome

L
» Insertion mode : Single - 2 ports
» Secured administration port (SGM calling) : 22
» Statistics polling by the SGM : Yes
» Automated reinit sending : Yes

» Status mirroring between LAN and WAN ports : No I

» Additional parameters

WAN Optimization

» Activate WAN Optimization expert tab : Yes

» Global cache size : 1.0 G bytes
» Block size(s) : 4096,102400
» Proxy mode : Yes

» Debug: ]

HTTP/HTTPS DPI tracking
» HTTP specific tracking ports : 80,8080
» HTTPS specific tracking ports : 443

Note also, and because this SG will not use its LAN port, that the port status report is set to No for a proxy SG.

Once the SG has been put into service in OPE mode, it will be visible as a SG in Monitoring mode:
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Services Default

StreamGroomers

& x MANAGEMENT TOOLS
-/ STREAMGROOMERS 2
= bhh () 89 siteOpt
[*-] Maintenance
<& port 00-admin
<& port 01-ext
<& port 10-lan
< port 11-wan
+ &8 IP router
% System parameters
[+ v (@ sg siteHome

% STREAMGROOMERS  #») sg siteOpt

Parameters ea

Sampling time : 2022/04/19 09:44:22

SGAWS
(Monitoring)

» Static memory 476.5 Mo
o min free
o avg free
o max free

» Dynamic memory 32.0 Mo
© min free
o avg free
o max free

» CPU
o Total
Serial number
'AOOW55555

Last reboot date
2022/04/19 07:53:37

EMBEDDED SERVICES

Name Current status
WAN Optimization

The SG is now ready to accept a SpeedAgent pairing:

senes D GEEn

| streamGroomers

+ 3 MANAGEMENT TOOLS
= B STREAMGROOMERS 2
=11 (1) sq siteOpt
[ Maintenance
. port 00-admin
. port 01-ext
& port 10-lan
. port 11-wan
= @ IP router
= *: Addresses 2
«2 Address [admin]172.31.7.148/16
=2 Address [lan/wan]172.31.0.172116
= * Routes 2
*2 Route [admin]0.0.0.0/0
ld * Route [lan/wan]0.0.0.0/0
% System parameters
= @ sg siteHome
[] Maintenance
& port 00-admin
. port 01-ext
. port 10-lan
. port 11-wan
= @8 IP router
= * Addresses 2
*2 Address [admin]192.168.1.153/24
2 Address [lan/wan]192.168.1.152/24
+ * Routes 2
9 System parameters

% STREAMGROOMERS

Parameters | Real-time stats | Long-term stats | Alarms

Menu  Help  info
Reports
Peorings
Live Traffic
Optimized Sessions
Bandwidth Savings
CIFS Prefetches
Cache
Configuration
Settings
Services Configuration
HTTP Settings

Application Servers

Peered SG/SpeedServers

Client Location Awareness

Redirection Method

SSL Management

Backup & Restore
System

Health

SNMP

Diagnostics

»»» sg siteOpt

Release management

ACCELERATOR CLIENTS

Connected (1

Disconnected (0)

Connected Clients

Displaying 110 1 of 1 connected clients.
CONNECTION
s | USERID CONNS
delals  graphs | session s

PCNROWico_

4.1.2.1.3 ASSOCIATE SERVER ADDRESSES

tats Long-term stats

Running \
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Alarms | WAN Optimization Release management

Period

10 min
09:44:10-09:44:2009:43:00-09:44:0009:30:00-09:40:00

38 % 38 % 38 %
38 % 38 % 38 %
38 % 38 % 38 %
99 % 99 % 99 %
99 % 99 % 99 %
99 % 99 % 99 %
0% 0% 0%
Last reboot reason Hardware Bypass
Not specified Yes
Actions
Restart... :| \ Reset content...

User: global | logout | EN | FR (B q

Raw Optimized Link Utiization
7 bytes 2,075 bytes 0 koisis

performance Increase: X 1,61
waN Offoac: 37.8%

IP ADDRESS TRANSFERRED THROUGHPUT ROUND TRIP TIME WAN OFFLOAD PERFORMANCE

Raw: 3337 byles  Now: 0 kbitsls 384%
HIMTSAM op 2055 bytes  Peak 0 Kbitsis 267ms 1,282 byles pgs2

On the site in the Settings tab > WAN Optimization enter the list of server addresses whose traffic is to be accelerated.

In the case of a site dedicated to acceleration (and therefore in proxy mode) there is no control over the address of the
application servers. These addresses do not have to correspond to one of the site’s subnets.
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Services Default

SEE SIS @ SERVICES i Site siteOpt

+ % MANAGEMENT TOOLS
E‘@SERVICES J Co it Rules | File Al 'WAN Optimizati
+ i Site site2 nfiguration | Rules | Filters | Alarms | Optimization

Real-time stats | Long-term stats | Alarms

+ ¥ Site siteAcc

Application server Server name Profile SSL Optimization  Active
[+ # Site siteHome : - X
= i Site siteOpt [10.10.10.22] | [cIFs | [Defaut v | [Off v
(® Local traffic i . - ; :
4 This site is dedicated to WAN optimization. T
=(® Access link siteOpt 1 Any application server can be added freely. ‘ (/] Em el GERE ‘
O Fallback
O Fallback
Application server Server name Profile Users SSL Optimization Active
No application server configured Enable all / Disable all

Itis prudent to test the connectivity between the SG Proxy and the declared server to avoid any risk of traffic interruption
due to a flow routing problem.

4.1.3 Documentation

Documentation is no longer embedded in the software suite. A link to the documentation hosted on the Steramcore website
is provided. This ensures access to documentation that is always up to date and expanded as it becomes available.

Services Default | w mteur:globaudéconnexionlEN|FR

StreamGroomers

DOCUMENTATION
+ % OUTILS DE MANAGEMENT
-/ SERVICES 4 o
% ik Site site2 &
+ # Site siteAcc
+ #% Site siteHome
1 # Site siteOpt
(® Local traffic
[+ () Access link siteOpt 1
() Fallback

E Documentation
https://streamcore.com/documents-techniques

To go directly to: https.//streamcore.com/documents-techniques/
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« > C @ QO B httpsy/streamcore.com/documents-techniques/ ¢ Q Rechercher

:; sfreamcore commentcamarcne > penences  aruces [N AEREI e

Documents Techniques

Teéléchargez librement nos brochure, Releases Notes ou autres documents

Divers
Plan d'Accés I
Technique
Formation STM-STI-STE .

Brochure sur le contenu formation de certification
Streamcore

Release notes

4.1.4 Presentation of bypass information in the inventory

Prerequisite: SG in BOOT version S55 or T09

Two new data can be displayed in the SG inventory:

- | Bypass configuration: op{;n (No) or closed (Yes)
- | Type of physical bypass cards |

D ;e -

StreamGroomers

= X MANAGH EVENT TOOLS Configuration synchronization | Alarms
% General parameters.
StreamGroomers configuration
E inventory

W] Install software
(¥ Reboot

¥ Stress test
-/ % STREAMGROOMERS 5
+ B Running 3
e sg siteB
4 sg siteHome
 »r  sg SpeedAwsParis
+ ¥ 5g SpeedHome

§ scIPaddress | Mode | Lastpolling |[J Last reboot

(| Associated site name [} Serial number | License  [15Gtype  Confact [P addiess

1) Hardware bypass ||l Bypass devices. || Ports | ) Activated software [ Installed software A | [ Installed software B | [} Installed software Boot

Installed software ACC

® Poris

® Installed softwares

Reset order | Show all | Hide all | Default

2021 Streamcore SAS - All rights reserved _




Page 200n 31

StraamGroomars

inventory

=/ MANAGEMENT TOOLS Configuration synchronization
% General parameters
[i] StreamGroomers configuration
= StreamGroomers inventory _
W] Install software: I EaQq Mode: | Monitoring =]
C Reboot Associated Serial Hardware Bypass
¥ stress test Name ¥ site name number Lisense @ type Mode bypass devices Ports
-/ STREAMGROOMERS 2 site@ site WOBAD525 v 5G3260e Monitoring Yes PE2G4BPIBOL (Silicom) | 00-admin - 1Gbitis FD-1d 3h 8 min 125
+ 0 Out 4 PE2GABPIBOL (Silcom) | 01-ext
= Running 3 10480 - 1GOWS FD-143h 9min6 5
+ 1r (1) 5g siteA ;;‘\If;:nAGb\lﬂsFD-WdShemln2s
= ()sgsiteAB 21-wan
LT sitaAB siteAB. X0BCOS0O v 5G3412 Monitoring NO SG-fw7551 (Lanner) 00-admin - 1Gbitis FD - 19 min 8 s
. port 00-admin SG-w7551 {Lanner) 01-ext
2. port 01-ext 104 - 1GbiUs FD - 19 min 3 5.
A1wan - 1Gbil's FD- 19 min3 s
- port 10-4an b 20an- 19 min 115
& port 11-wan 21-wan - 19 min 115
ort 20
A an siteA siteA 501109181403 v §G2412 Monitoring Yes ADI (Silicom) 00-admin - 1Gbiys FD - 19 min 8 s
. port 21.wan ADI (Sllicom) 0f-ext
# @ IP router 10-1an - 1GbIYs FD - 5 56 min 145
Q9 System parameters 1.wan - 1Gbitis FD - 5 h 56 min 14
+ (1) 5g site@

Previous | 1 [ Next

4.1.5 SGM base evolution
Debian 11 base for new virtual releases.

To maintain compatibility with Cloud providers' offerings, the virtual versions can now be delivered on a Debian 11 base.
These versions also have new versions of PHP, PostgreSQL slightly more powerful.

The physical versions of SGM remain in Debian 9.

The software suites are delivered in both versions.

4.1.6 SGM virtual versions

SGM is now available on the following platforms. Deployment documentation is available to facilitate the installation and
operation of these versions.

1.1.1.1 VMWare

1.1.1.2 HyperV

1113 AWS

1114 Azure

1115 Google Cloud Platform (GCP)
1116 KVM

1117 Virtual SGMs require an internet connection to refresh their license, which is checked daily. In exchange, licenses
are not tied to a hardware footprint and can be moved without limit between racks, sites and regions.

The documentation for these versions is available by following the link :

https://streamcore.com/documents-techniques/
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4.2 FROM OPE 6-5.12

The M5G Base allows today to run several versions of OPE on compatible equipment (new platforms or M4G platforms
migrated to M5Q).

Streamcore PEOs can be classified into 4 categories:

e  OPE kernel single core

e OPE in single core application mode

e  OPE in application mode with parallelized QoS

e OPE in application mode with parallelized QOS and monitoring

1. OPE kernel single core

The single-core Kernel OPE mode available in M4G is no longer produced or available in M5G.
2. OPE in single core application mode

The OPE mode in single-core appliance mode is the current standard version in M5G.

It covers all the functions of the Streamcore solution (visibility, QoS, acceleration, load balancing) and offers a substantial
performance improvement (x3 compared to an M4G probe)

3. OPE in application mode with parallelized QoS (QHP version)
The multicore version of QoS is also called QHP (Qos High Performance).
The QoS cores are separate from the monitoring core and are specialized by traffic direction.
This version offers x2 performance in QoS compared to the single-core version and covers the same functional spectrum.

This version is currently in beta test and can be obtained on request from Streamcore support. This version is intended to
replace the single-core version which will disappear in the next versions.

4. OPE in application mode with parallelized QOS and monitoring (version 6-6)

This application mode version also parallelizes the monitoring functions on several cores in addition to the 2 specialized
cores for QoS. This OPE is also referenced under the version number 6-6.

The improvement reaches x10 for some platforms compared to the single-core kernel version.
This version currently still has functional limitations:

- nodual

- notandem,

- no grooming, so no load balancing
- No acceleration

This version is suitable for use cases where monitoring or QoS at very high speeds (several gigabits per second or even
several tens of gigabits per second) are required (datacenter monitoring, Internet access management)

This version is currently in beta test and can be obtained on request from Streamcore support.
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Developments are underway to progressively lift the functional restrictions.

4.2.1 SG virtual versions

The SGs are now available virtually on the following platforms:

e VMware

e AWS
e Azure
e GCP

e KVM

These versions are intended to operate in monitoring mode only and traffic must be transmitted to them via a mirroring port.

4.2.2 SG Proxy

In order for the SG to operate in proxy mode for acceleration, see paragraph 4.1.2it must at least be in OPE 6-5.12

4.3 SG:BOOTS55

4.3.1 Read bypass information from the inventory

To upload the bypass configuration information, see paragraph 4.1.4The SG must be in a version of Boot S55 (or higher).

4.4 SG:BOOT S62

4.4.1 Migration from SG M4G to SG M5G

Install this version on a SG to automatically migrate it, at installation, to the M5G version (boot To7).

4.5 SG:BOOT Tog

4.5.1 Bypass management
It is possible to control the management of each bypass of a SG for certain types of cards.

The bypass can be configured in closed mode (in case of failure, the SG closes its bypass and behaves as a wire ensuring
the continuity of the service in case of power failure, loop (triggering of the watchdog) or during boot phases or when the SG
is in OPE bypass or BOOT mode). This is the default configuration mode.

The bypass can also be configured in open mode to trigger the opening of the bypass during the previous phases. In this
case the traffic is cut off in case of power failure, loop (watchdog triggering) or during boot phases or when the SG is in OPE
bypass mode or BOOT mode

4.511 CONFIGURATION
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EZXTINIE: Changing this parameter to No will directly cut the traffic between the LAN and WAN ports of the SG (bypass
open in Boot mode). Change the value of the parameter in good accessibility conditions (console or ADMIN port not crossing
the SG).

This configuration parameter can only be modified directly on the SG in the login boot configuration menu.
In configuration it is the bypass_hardware parameter which can take two values:

Yes: Bypass closed

No: Bypass open

A confirmation is requested and the change is directly applied, no need to apply the change with the "apply” command.

The value of this parameter can only be changed (to 'no” if the SG is in BOOT world (not in OPE mode):
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Not all types of bypass cards can be configured at this time. A message will appear if the current card type is not supported
and the operation will be aborted:

4512 SPECIAL CASE SG3412

SG3412 type SGs have a special configuration mode for this bypass parameter.

You have to enter the BIOS of the machine to change the value of the parameter (which is always Yes, bypass closed, by
defaulb).

To enter the BIOS of the SG, at startup, press Esc or Delete and go to "Advanced”:

Aptio Setup Utility - C C) 2013 American Megatrends, Inc.

el Ldvanced ESss 1Ip  Secu 3oot Save & Exit
| PXE Function [Disabled] |Generation 2 Lan Bypass
|> WB3627DHG Super IO Configuration | Parameters

|> WB3627DHG HW Monitor
|> Serial Port Console Redirection

|

|

|> USB Configuration

| |
|
|

|

|

| |
| |><: Select Screen
| |*v: Select Item

| |Enter: Select
|
|
|
|
|
|

|+/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: EXit

Change the 4 Enabled values to Disabled:
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Aptio Setup Utility - Copyright (C) 2013 American Megatrends, Inc.

Advanced

+

Generation 2 Lan Bypass Configuration |Enable/Disable LAN3-4
|Runtime Bypass

Oon Board Lan Bypass Configuration |

LAN3-4 System Off Byp [Enabled]

LANS-6 Runtime Bypass [Enabled]

/

|

|

|

| |
| |
| |
| |
| LAN5-6 System Off Byp [Enabled] |
| |
|

|

|

|

|

|

|

|

|

|

|
|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|F1: General Help

|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exit

(C) 2013 RAmerican Megatrends, Inc.

Advanced

+ \

Generation 2 Lan Bypass Configuration |Enable/Disable LAN5-6 Il
|Ssystem Off Bypass I
On Board Lan Bypass Configuration | 1|
LAN3-4 Runtime Bypass [Disabled]
LAN3-4 System Off Byp [Disabled]

|

|

| |
LANS-6 Runtime Bypass [Disabled]
|
|

|><: Select Screen
|*w: Select Item

|Enter: Select Il
|+/-: Change Opt. 1|
|Fl: General Help 1|
|F2: Previous Values |
|F3: Optimized Defaults |
|[F4: Save & Exit |
|ESC: Exit |

Save the new configuration :
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/ * \
| Save Changes and Exit |Reset the system after |
| Discard Changes and Exit |saving the changes. |
| | J |
| Discard Changes and Reset | |
| | |
| Save Options | |
| Sawve Changes | |
| Discard Changes | |
| | |
| Restore Defaults | |
| Save as User Defaults |><: Select Screen |
| Restore User Defaults | *w: Select Item |
| |Enter: Select |
| Boot Override |+/-: Change Opt. |
| |Fl: General Help |
| PO: TS4GCF170 |F2: Previous Values |
| |F3: Optimized Defaults |
| Launch EFI Shell from filesystem device |F4: Save & Exit |
| |ESC: Exit |
\ & /

The SGis now with a Bypass at No:

Services Test | w p

StreamGroomers # STREAMGROOMERS [ Running  »»» sg siteAB

=% MANAGEMENT TOOLS Long-term stats m Release management
% General parameters
[-] StreamGroomers configuration

:= StreamGroomers inventory Sampling time : 2022/04/20 13:12:01
%] Install software
Reboot i
¢ sce3a12 Retiod '
7 Stress test (Monitoring) s min 10 min
 # STREAMGROOMERS 2 13:11:50-13:12:00  13:11:00-13:12:00  13:00:00-13:10:00
+ f@Out 4 » Static memory 1.9 Go
~ @ Running 3 min free 40 % 40 % 40 %
+ P[] sg siteA avg free 40 % 40 % 40 %
= sg _SIteAB max free 40 % 40% 40 %
& Malntenance_ » Dynamic memory 128.0 Mo
L. port 00-admin . N % 99 9%
L port 01-ext min free 99 % 99 % o
. port 10-lan avg free 99 % 99 % 99 %
. port 11-wan max free 99 % 99 % 99 %
<. port 20-lan » CPU
. port 21-wan Total 0% 0% 0%
+ @ P router IP Address Default gateway ~ DNS 1 DNS 2 Address assignment

% System parameters

192.168.15.223 / 24 No gateway found 127.0.0.1 127.0.0.1 Static address managed by SGM
+ prr ] sg siteQ

Serial number Last reboot date Last reboot reason Hardware Bypass
X08G0600 2022/04/20 12:51:31 Not specified NO
EMBEDDED SERVICES
Name Current status Actions
WAN Optimization Disabled Restart. Reset content...

4.5.2 SG Proxy

For the SG to work in proxy mode for acceleration, cf. 4.1.2The SG must be in Tog boot version (or higher).

4.5.3 Read bypass information from the inventory

To get information about the bypass status, see paragraph 4.1.4The SG must be in a version of Boot Tog (or higher).
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4.6 CLOUD IMAGES

4.7 ACC26

The ACC26 acceleration module is available for the SG M4G and M5G.

For the SG M5G it is however recommended to switch to the ACC30 version.

4.8 ACC30

The ACC30 acceleration module is only available for the M5G SGs and will not be offered or installed on the M4G SG. The
latter SG will have to stay on the ACC26 version of the acceleration.

5 Problems corrected by Software Suite 22a

All components of the software suite are delivered as updated versions.

Note: In this software suite, the BOOT components are S55. and T09. The correct version, depending on the type of SG (M4G
or M5GQ), will be installed automatically by the SGM when a BOOT is deployed on the StreamGroomers.

The following tables list the issues that have been fixed in version 22a of the software suite and the new features if they are
reported as [implemented!:

Customer Ticket Reference Description of the problem that was solved (SGM 22a)
SGM 22a
SC-638 [SGMConf] : do not embed M3G and M3Ge OPEs anymore
SC-640 Migration SG M4G to M5G
SC-643 [SGMConf] : sorting of the packages presentation
[License]: Impossible to change the proxy configuration for the

SCC-00001376 SC-653 . o .
license as long as it is activated
Customer Ticket Reference Description of the problem that was solved (SGM 22a.1)
SGM 22a.1
Migrati G M4G to M5G]: le t igrat H G
SCC-00001394 SC-1035 [Migration S o M5G]: Unable to migrate a SSH managed S
M4G
Customer Ticket Reference Description of the problem that was solved (OPE 6-5.13)
OPE 6-5.13
SCC-00001386 SC-950 Dual behavior problem on DUAL2 traffic
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Customer Ticket Reference ‘ Description of the problem that was solved (OPE 6-5.14)
OPE 6-5.14
SCC-00001393 SC-1023 Port status report of a non-functional SG-M5G
SC-1027 QOS block on invalid frame or without output route
Regression on 6-5.11
Customer Ticket Reference Description of the problem that was solved (Boot T09)
Boot T09
SCC-00001374 SC-365 i(G) M5G boot menu : config admin_port_speed 100M-fd (all except auto)

6 Known problems

The table below lists known problems and provides a workaround if necessary.

From software suite 6-4.508 - Authentication with Radius does
not work if the password contains the following characters

e Double quotation mark "
e quotation mark'

Change the Radius password

of the SG will clear the acceleration cache.

StreamView 7
FB46694 e Slash/ avoiding the use of these
StreamAccess
e  Exclamation mark! characters.
e Backcut
e Hooks[and]
e Star*
FB42810 G StreamGroomers car'l restart in a port mirroring configuration
when capturing traffic.
G Grooming, dual mode and tandem mode do not work in high | Do not activate the high
performance mode 6-2.11 performance mode.
StreamView - There are no real-time statistics on the
FB44508 SGM audio/video terminal rule when RTP+MOS measurements are
selected.
In the WAN optimization profile definition, the FTP manager | FTP data traffic can only be
- SG does not work. accelerated by the Fallback
Only the control session is optimized. handler.
StreamView - If we declare a server with a certificate while the . .
. . . . . Solution: re-insert the
- SGM corresponding SG is inaccessible, the application server will not .
. . certificate and restart the SG.
be considered for acceleration.
FBA7230 G With ACC24 or later and an older OPE (< 6-4.17), each reboot | Upgrade to OPE 6-4.17 or

higher
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FB49373 G The SG may not be accessible from the SGM if there is a DNS | Update the DNS

misconfiguration on that SG. configuration of the SG
Contact Streamcore support
Possible migration problem to version 22a if the SGM contains | to manually start the
FB49383 SGM . . . . .
more than one database, including a very large one. migration on this very large
base.

On an SG in Dual/Tandem mode and in an SGM HA
FB49409 SG environment (SGM cluster), changing the communication |Contact Streamcore Support
mode from "calling SG" to "not secured" may cause an error.

Choose the one that is not
The SG with a TO# boot version could not use any SGM calling | secure and that already uses
the Secure dialog type (weak or strong) an SSH connection.

Or a type of SG caller dialog.

FB4913 SG

7 Installation and deployment

Read the following recommendations carefully:

e  CAUTION: On the SG250e, status mirroring between LAN and WAN ports does not work.

e After starting the StreamGroomers in operational software, it is strongly recommended to check the LAN and WAN
ports statistics (speed and duplex mode, CRC errors, collisions..) in order to avoid any configuration mismatch with
the interconnected equipments.

e e recommend to connect to the ADMIN port on the LAN side of the StreamGroomer.

e Onthe SG350e, when switching from boot software (closed bypass) to operational software in bypass mode, the
bypass opens and closes immediately, resulting in two interface state changes. This operation can block traffic for a
few seconds.

e Direct connection of peripherals (mouse, keyboard and monitor) to the SGM should only be done for maintenance
purposes.
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8 Software interoperability rules

8.1 OPERATION VERSION DROP

Read the rules carefully:

e SGM: unauthorized operation (risk of data loss)
e SG OPE: operation authorized if the OPE vs Boot/System interoperability rules are respected (see table below).
e SG Boot/System: unauthorized operation (risk of material damage)

e ACC acceleration system: unauthorized operation

8.2 INTEROPERABILITY BETWEEN COMPONENTS
Interoperability is guaranteed for an SGM in the following cases:

e Version SGSS 6.4 with a SGin OPE 6.5, 6.4, 6.3 and 6.2

e Version SGSS 6.5 with a SGin OPE 6.5, 6.4, 6.3 and 6.2

e  SGSS 22x version with a SG in OPE 6.5, 6.4 and 6.2-11

Interoperability not guaranteed for an SGM that is older than the OPE version.

The table below indicates when compatibility between SGM and SCO versions is guaranteed:

SCoO SGSS 6.4 SGSS 6.5
Upto1.2 Not guaranteed | Not guaranteed
Upto1.3 Yes, for OPE >= | Yes, for OPE >=

6-2 6-2
From 6 Yes, for OPE >= | Yes, for OPE >=
5 6-2 6-2
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9 Technical support

Streamcore Technical Support

By e-mail: support@streamcore.com

By phone: +33 (0)1.78.96.53.21
+33 (0)6.45.58.84.68

Customer support
Email: support@streamcore.com

Telephone: +33.1.78.96.53.21
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