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1 Software suite 22b

The Streamcore software suite is a set of software releases for StreamGroomers and the SGM. This document contains the
release notes for the Streamcore 22b software suite.

The software suite must be installed on the SGM with the SGMConf application.

The OPE and BOOT elements must be deployed on the StreamGroomers from the SGM with the StreamView application.
Since version 6.3, when an OPE is installed on a StreamGroomer, the SGM automatically deploys the latest versions of
the BOOT and ACC modules. The BOOT version will only be active after the StreamGroomer has been restarted (see
"Restarting the StreamGroomer"). 2.3 Activation of a Boot, ACC and OPE version below)

This software suite contains the following SGM and StreamGroomers software versions:

Software suite: 22b
Official OPE: 6-4.25
Official OPE: 6-5.15
Official ACC M4G64 : ACC26
Official ACC M5G : ACC31
Official M4G64 boot: S56
Official M5G boot: T10

New versions of parallelized OPE are also available on request from support

- Version 6-5.15 ghp (parallelization of the QoS on 2 cores separated from the monitoring core. They have all the
functions of the 6-5.15
- Version 6-6 (parallelization of QoS on 2 cores and monitoring on all remaining cores. Functional restrictions apply

1.1 SOFTWARE SUITE NUMBERING EVOLUTION
To simplify the tracking of releases, the numbering of releases is changing:
The software suite number is now composed of two parts:

- 2digits for the year of release (22 for example)
- 1letter for the release sequence in the year (a for the first release of the year)

The software suites are currently scheduled for 3 releases per year.
The other elements of the software suite keep their own numbering
OPE 6-5.15 or OPE 6-4.25 for example
This approach is intended to simplify the understanding of the serial numbers of the different modules:

- Avoiding confusion between the serial numbers of software suites and OPEs or other modules

- By facilitating the coexistence of several different versions in a fleet of probes (OPE, 6-4, 6-5 and soon 6-6 for
example)

- By allowing a quick reading of the "age” of the version

- By simplifying the memorization of the version number

2 IMPORTANT RECOMMENDATIONS

2021 Streamcore SAS - All rights reserved



Page 5 on 29

Before deploying this version of the software, please read the following recommendations carefully and contact Streamcore
support if you have any questions.

2.1 LICENSES

As of version 6-5.T06, the Streamcore software suite installs a new license management system that requires an update of
the license currently in use on the SGM.

If you have already used an SGM in 6-5.T06, you do not need to update the license.

2.2 NEW PASSWORD

Starting with version 6-5.T06, the default passwords for sgmand scusers are set to different values.

Please contact Streamcore support at support@streamcore.com to receive these new passwords.

2.3 ACTIVATION OF A BOOT, ACC AND OPE VERSION

The activation of a new version of the OPE/ACC requires a restart of the StreamGroomer. During the restart phase, the
StreamGroomer is inaccessible. Restarting StreamGroomer automatically stops the following functions at the corresponding
sites:

e Monitoring: No measurements (polling) are made during the restart and probably no statistics will be available for
the corresponding 1 minute or 10 minute period in the real-time and long-term graphs and reports. The groomings
stop working and their status is set to DOWN, unless the grooming has been configured to be temporarily managed
as a shaping.

e QoS and marking: Traffic will not be prioritized or marked until the StreamGroomer has reloaded and activated its
configuration.

e Load balancing: Load balancing is disabled on the site supported by the StreamGroomer.
e \WAN optimization: Accelerated TCP sessions will be interrupted.

e Netflow and monitoring: The StreamGroomers will stop sending Netflow tickets and traps/informs until it has
reloaded and applied its configuration.

It is strongly recommended to plan and schedule appliance restarts to minimize the impact on network flows and end-
user activities.

It is recommended to activate the same versions of Boot, OPE and ACC on the StreamGroomers of a dual and tandem
configuration.

If WAN optimization, Grooming, QoS and Tagging or Load Balancing features are used, it is strongly recommended to
run the same versions of Boot, OPE and ACC on both ends of a grooming or peering to avoid errors caused by
inconsistency between StreamGroomers.

2.4 SOFTWARE VERSIONS FOR M3G NOT AVAILABLE

The boot and OPE packages for M3G appliances are removed from the Streamcore 6-4.12 software
suite, as M3G appliances are in EOL.
OPE version 6.1 is also removed from the Streamcore software suite, as this version is also in EOL.
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2.5 ACC25 UPDATE
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e The content of the existing cache can be deleted from the StreamGroomer each time the ACC25 is launched on the

SG (see Known problems).

e The ACC25 can work with other SGs in ACC25 or ACC24 only (for future versions, please refer to the corresponding

release note).

2.6 UPGRADE BOOT M4G64 S49 OR LATER

A critical issue has been identified with boot versions up to S42 on SG360e, SG860e, SG1660e and

SG3260e that impacts communication with StreamGroomers and many other operations such as
—— configuration, measurement and statistics collection, WAN optimization.
If the operating time of these StreamGroomers is longer than 200 days, the device may become
inaccessible after a software reboot (e.g. when activating an OPE version). The workaround is a
hardware reboot (unplug and plug in the power supply). To solve this problem, deploy the Boot S49 on
these appliances and apply the new version as soon as possible by restarting the StreamGroomer.
Streamcore strongly recommends that all StreamGroomers be upgraded to an S49 or later boot

version as soon as possible.

3 End of support for software suites

Please note the end of support dates for Streamcore software suites and operational software releases (OPEs):

You can refer to the End of Life Policy (EOL POLICY DOC Version 202208_v06) for a comprehensive view of the end of life

(EOL) dates for Streamcore equipment and software.

Software suites

End of the assistance

6-4 December 31, 2023

6-5 Not planned

OPE End of the assistance
6.2 high performance 30/06/2023

6.3 End of support since 1s 01/04/2019
6.4 31/12/2023
6.5 Not planned

e |tis strongly recommended that the SGM, StreamGroomers, and StreamCollectors be updated to the latest versions
of the Streamcore software suite, OPE, and Boot.

Please feel free to contact the Streamcore support team (support@streamcore.com) or your sales representative for more

details on the upgrade path.
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4 Migration to 22b

4.1 UPDATE OF THE SYSTEM BASE

To allow the evolution of the graphical interface, new packages are needed on the SGM. For this purpose, the system base
must be updated.

Before updating to 22b an SGM that is in an earlier version, you must make sure that the System Base version of this SGM is
010. Otherwise an error message will appear during installation:

Le programme d'installation a rencontré une erreur :
linstallation a échoué.
(Lecture de la base de données... 83682 fichiers et répertoires déja
installés.)
Préparation du dépaquetage de .../SoftwareSuite-22a.2-97.5af2bd2f-
a7bc-4a90-bf99-c1d4c05b0dae.deb ...

Installation of package 'streamcore-software-suite' could not be completed:

System base version too old: 008 (010 needed).

Continuer n

This base version is visible in SGMConf > Software Suites :
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» Accueil Y 0g
» Systéme
» Haute disponibilité =
3 . PAQUETAGES INSTALLES
» Suites logicielles
» Bases de données Suite logicielle: 22a.2
$G - OPE:
6-5.14 (5G)
6-4.25 (M1G64)
SG - USINE:
T09 (Ms5G)
855 (M4GE4)
$G -ACC:
ACC30 (v5G)
ACC26 (v4G64)

Socle systeme SGM: 010

Paquetages additionnels:

» 8G - OPE:
© 6-5.14-5+ric (15G) [
© 6-5.14-4 (vsc) [
© 6-5.13-2 (M56) [
© 6-5.13 msc) [J
© 6-5.12-1 vs6) [
© 6-4.20 macss) []
0 6-3.26 (M3Ge, M4Ge4, M3G) [J
© 6-2.11 (MaGe. MAGE4, M3G) ]
© 6-1.08 (M3Ge, MAGH4, M3G) [J

» SG - USINE:
o S64 (vactomsc) [J

» SG-ACC:
@ ACC26 vsG) []
© ACC24 (usG, maced) []

Supprimer B
INSTALLATION DE PAQUETAGES

| Parcourir... |

If this version is not 010 update the SGM system base.

Installation files of the base allow to switch from one version to another: StreamCore-SGM-Base-007-008.scr

Page 8 on 29

For example, to go from a base version 06 to the final version 010 you will have to install 4 different files, all with a name
indicating the passage concerned: StreamCore-SGM-Base-006-007.scr, StreamCore-SGM-Base-007-008.scr, StreamCore-

SGM-Base-008-009.scr and StreamCore-SGM-Base-009-010.scr

Install each file with SGMConf :

|j'f\ StreamCore-SGM-Base-007-008.scr
* BASE 007-008 ]

Installer .‘, Annuler .

Consulter les termes du contrat de licence...

["] J'accepte les termes du contrat de licence.
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If these base update files are not provided with the software installation file, you will need to contact support:
support@streamcore.com to obtain them.

4.2 RESTARTING THE SGM AFTER INSTALLING THE BASE o010

After the installation of the last StreamCore-SGM-Base-009-010.scr package a restart of the SGM is necessary to finalize
the installation:

Accueil Parameétres Personnalisation Licence
Documentation Activation | Etat | Rappd
Systéme

Haute disponibilité
Suites logicielles ACTIONS

Bases de données )
o Relancer les services Streamcore
o Redémarrer le $G
o Arréter le SGM

The reboot does not affect the activity of the network probes. Only access to the SGM will be lost during the reboot phase (a
few minutes). Polling in progress or to come during the reboot will be interrupted and a loss of a data point is possible.

4.3 CONFIGURATION OF A PASSPHRASE

To improve the security of SGM data and especially backups, the passphrase required for encryption becomes mandatory. If
you have not already created a passphrase, a default value will be created.

Before upgrading the SGM to 22b it is strongly advised to set up a security passphrase on the SGM if it is not already done
(of 16 characters minimum):

> Accueil Personnalisation | Maintenance | Licence
P Documentation Configuration | Sécurité | Certificat HTTPS | SNMP | RADIUS | LDAP | Email | Collecteur netflow | Mise & Mheure
» Systéme
> Haute disponibilité
> Suites logiclelles » Accés aux applicati i en HTTPS : [ Non v
» Bases de données » Services ouverts (a I'écoute) sur le SGM
[ Telnet SSH FTP

] Rlogin/rsh SNMP ICMP (ping, ...)
» Liste de sous-réseaux et adresses autorisés a accéder au SGM
0.0.0.0/0

.
Il est nécessaire de revenir a la ligne pour chaque entrée. Si la liste des sous-réseaux et des adresses est laissée vide, alors I'accé:
Exemples :
172.16.0.110 pour une adresse,
172.16.0.0/24 ou 172.16.0.0/255.255.255.0 pour un sous-réseau
» Sécurisation de I'accés des utilisateurs de type admini ir: [ off v

» Phrase de passe @ Non configurée

[J Changer la phrase de passe
Nouvelle phrase :

Nouvelle phrase (vérification) :

ne sera pas incluse dans les sauvegardes du systéme
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If no phrase is entered during the migration a default value is entered.
Contact Streamcore support to get the value of this default phrase.

The passphrase is used to encrypt database backups (if requested).

4.4 INSTALLATION OF THE SOFTWARE SUITE 22B

You can now install the 22b software suite.

This installation will automatically migrate the already installed databases to this new version.

FR|EN q

» Accueil

» Documentation

» Systeme

~ Suites logicielles

\f | StreamCore-Software Suite-22b.scr
* SoftwareSuite 22b

» ACC ACC31
» ACC ACC26
» OPE 6-5.15
* OPE 6-4.25
» USINE T70

» USINE $56

Installer " Annuler .

Consulter les termes du contrat de licence..

Jaccepte les termes du contrat de licence.

5 Improvements and new features

With this new version, Streamcore brings new useful features to its SGM and SG.

5.1 SGM 22B

The SGM interface has evolved in recent versions and will continue to evolve both graphically and ergonomically to facilitate
the use of the product.

The 22b version inaugurates a new graphic charter and a home page allowing a simpler and faster referral to the various
functions of the product.

5.1.1 New home page

Direct access to the SGM name or address will now display the following page:
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="
& 2> C @ O G hips//172.1619245 ¢ Q Rechercher @ In

Bienvenue'!

Veuillez vous connecter a votre compte.
Base ‘
Utilisateur ‘
Mot de passe ‘

O se souvenir de moi

. streamcore

5 SGMConf

The link at the bottom to SGMConf opens the "standard” page of the SGMConf manager.

The access to a database with its identifiers presents a new page centralizing the different action modules:

Bienvenue'!

Veuillez vous connecter a votre compte.

- Base

qualif ‘

global

- Utilisateur ‘

Mot de passe

ssssse ‘

O se souvenir de moi

. streamcore

&, SGMConf
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€« 2 C @ QO G hitps//172.16.19.245 €% Q Rechercher @ m & mw
o 2
Applications Liens utiles
A View o= Portal % Samcont
“ Interface de configuration, de -= Configurateur de portails dacces sco
diagnostic et de visualisation des aux données : Dashboard & Documentation
données ' Licences
' Support
' RMA
& Extranet
Map Report ' E-learning
lg' Supervision cartographique du . Générateur de rapports intelligents
réseau et de ses performances
Access
[ ] .l
-a Gestion des utilisateurs et des
droits d'acces aux donnees et aux
sondes
. streamcore
o/
Clicking on one of the large icons opens a new tab on a particular module:
e StreamView: configuration, diagnostic and data visualization interface

[
== StreamDashboard : Data access portal configurator: Dashboard
- StreamReport: Intelligent report generator

2021 Streamcore SAS - All rights reserved




Page 13 on 29

.s. StreamMap: Mapping network and performance monitoring
e_0 .
a®n StreamAccess: Management of users and access rights to data and probes

New icons will appear on this screen as new interfaces are released.

c 2 Cc0 © & w1 R B @ O Srhercher e w ®p =
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Applications. Liens utiles
view Fortat
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Map Report e, ¢ B
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e e

T e e Ty vor ey [

o Pt
B wsony resonr e e

e o 2 T
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g S s et g S s

s i

A menu for accessing user data is available at the top right of the screen
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cpe g

cpe

B cpehomez

EN | FR

Parameétres de securite

Déconnexion

We recommend that you enable multi-factor authentication to secure access, especially for administrators.

5111 USEFUL LINKS
This part points to Streamcore services.
These services can be hosted on web-based servers and require an access account.

If you do not have an associated account, please contact Streamcore support to resolve the situation.

SGMConf FRIEN gsi'reu:\mt:c:re-‘,zh
Link to the SGMConf ¥ Ascua
interface of the SGM. s

SGMcant 220
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Liens utiles

% SGMConf
SCO

m

(o

Documentation

~

Licences

~

Support
RMA
Extranet

E-learning

R &R

SCO

If an external SCO is
configured, open its
interface.

AUTHERTIGATIEN
Unnemame
Pasarmisrd

Lign

Documentation

Link to Streamcore
technical
documentation on the
Streamcore website

€ shreamcore T e e - |

Documents Technigques

Tokicham
Divers
B pian e *
Brochure
B et Tochniaus B otten stroamsaas.
sl or Stz * e ety Avaamsn's bdeonc o +

In wolusars St r
rapidamant s prabkimes de performanca surles pbszanea e Lo SHOAME oG 210 DKM
[r——r—— S —

Licenses

Access to the licensing
portal, an external site
that requires an account
to access.

. sheamcore

Customer Portal

e

Ramamar me

Support

Streamcore

Empiays g Stieamcore ? 55 connscie

RMA

Streamcore

Ermpiont d St
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Extranet

.. sfreamcore

E-Leal’nlng .. streamcore Streamlearning

Prarmiere visite sur o site 7

5.1.2 Automatic generation of SGM certificate
Access to the central management console of the Streamcore solution must be secure.

The SGM can work with a self-signed certificate. However, this generates warning messages or freezes in browsers which
may confuse some users.

You can also install a specific certificate from a recognized authority or a certificate generated by your internal certification
authority.

In addition, we open the possibility to use Let'sEncrypt certificates and to automatically manage the renewal of this
certificate.

This approach allows you to benefit from a certificate that is recognized by terminals and browsers and that is constantly up
to date, thus avoiding warning messages and blocking by certain browsers.

It is possible to ask Let'sEncrypt to automatically provide an HTTPS certificate to the SGM.
This certificate will be valid for three months and automatically renewed at the end of this period.

Prerequisite:

e Have a public and accessible DNS name.
e Have port 80 open on the SGM.

The opening of port 80 requires, for obvious security reasons, to force the access to the SGM in HTTPS only before
launching the opening of the port.
To do this, change in SGMConf > Security, the parameter "Access to applications in HTTPS' to "Yes™
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FR| EN q sfreochfezzh

v

Accueil

v

Documentation

v

Systéme

v

Haute disponibilité

v

Suites logicielles » Accés aux applications Streamcore automatiquement en HTTPS : \ Oui v \

Bases de données » Services ouverts (a |'écoute) sur le SGM
SSH FTP SNMP ICMP (ping, ...)

> Liste de sous-réseaux et adresses autorisés a accéder au SGM
6.0.0.0/0

v

A

Il est nécessaire de revenir a la ligne pour chaque entrée. Si la liste des sous-réseaux et des adresses est laissée
vide, alors l'accés est autorisé depuis n'importe quelle adresse IP

For the configuration of the automatic generation of certificates we need the DNS name of the SGM and an e-mail address
that will be used as a contact for the license renewal operations:

FR|EN g STfechorEZZh

» Accuell Alarmes | Personnalisation | Maintenance | Licence

| DEEEIERE Configuration | Sécurité | Certificat HTTPS | SNMP | RADIUS | LDAP | Email | Collecteur nefflow | Mise a heure
~ Systéme

» Haute disponibilité

» Suites logicielles Aucun certificat n'a été importé sur ce SGM

» Bases de donnees

(O Configuration d'un certificat personnel

» Certificat (format PFX/PKCS#12) | Parcourir... | Aucun fichier sélectionné.

» Mot de passe

@ Configuration via Let's Encrypt, avec renouvellement automatique tous les 30 jours

» Nom public du domaine sgm-nro.streamcore.biz
> Adresse email support@streamcore.com
‘ Importer |
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rien & streamcore,,,

* Accueil Personnalisation || Maintenance | Licence

r DDC“"“E"E'“"" Configuration | Sécurité | Certificat HTTPS | SNMP | RADIUS | LDAP | Email | Collecteur netflow | Mise & Iheure
» Systéme

» Haute disponibilité

» Suites logicielles. Ce SGM dispose d'un certificat

» Bases de données

Sujet CN = sgm-nro.streamcore.biz
Délivré par C = US, O = Let's Encrypt, CN = R3
Début de validité Oct 26 12:32:39 2022 GMT
Fin de validité Jan 24 12:32:38 2023 GMT

' Supprimer le certificat ‘

N.B. If you already have a certificate but want to take advantage of this new feature, you will have to delete it before
creating the new one.

5.1.3 SFTP backup of databases

The SGM automatically backs up its databases every night for both configuration and data (excluding Netflow tickets).
Machines with a separate system disk, back up the databases on a physical disk separate from the data storage.

However, it is recommended to copy these backups to a space external to the SGM. Historically, this function was only
available through FTP. From version 22b onwards, it is possible to use the SFTP protocol to export one or more SGM
databases in a secure manner.

» Accueil

Bases de données Supprimer | Sauver | Restaurer | Archives auvega
> Documentation —7 ([

» Systéme
» Haute disponibilité

» Suites logicielles N N Adresse IP Liste des ports =
e Nom du serveur Adresse IP Port Type Authentification Mode publique GRS Utilisateur
sgmha 0.0.0.0 21 FTP Mot de passe Passif - sC
Paramétres du serveur
» Nom du serveur FTPSGM

» Type de serveur O FTP @ SFTP

»IP 172 . 16 . 19 . 10 » Port 22
» Authentification @ Mot de passe () Clé publique

» Utilisateur ftpsgm

The connection to the SFTP server will be done with a user and his password (as above with the user ftpsgm), or with a user
and his public key.

In this last case, using a public key, you have to export the public key of the user sc from the SGM to the SFTP server. To
export this key you have to copy the public key of the sc account from the SGM to the ~/. ssh/authorized_keys file of the
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SFTP server for the selected user.
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The easiest way to do this export is to connect as user sc on the SGM (in SSH) and to type the following command (example

with the user ftpsgm of the SFTP server) :

ssh-copy-id ftpsgm@172.16.19.10

which will then ask to enter the user's password and automatically copy the key.

We can then use a connection with key authentication:

Accuell
Documentation
Systeme

Haute disponibilite:
Suites logicielles.
Bases de données.

Bases de données | Créer | Supprimer | Sauver | Restaurer | Archives |'Sauvegarde FTPISFTP

Serveur | Tache | Joumal

Nom du serveur Adresse IP Port Type Authentification Mode

sgmha 0000 21 FTP Motdepasse  Passif

Parametres du serveur

» Nom du serveur FTPSGM

» Type de serveur O FTP @ SFTP

»IP 472 . 16 . 19 . 10 > Pot 22
» Authentification O Mot de passe @ CIé publique

» Utilisateur ftpsgm

Adresse IP

publique de données

Liste des ports

Utilisateur

sc

And set up a transfer task that can now encrypt the sent files.

5.1.4 Encryption of exported databases

Sending a backup of a database to an external server via FTP or SFTP can now be encrypted. This makes it easier to move
and store them securely.

il
Documentation
Systeme

Haule gisponibilite
Sutes logicielies
Bases de données

ses de données | Créer | Supprimer

Sauver | Restaurer

Archives | Sauvegarde FTPISFTP

Serveur | Tache | Joumal

Liste des bases de données Ekéments & exporter Fréquence dexportation  Date d'exportation  Serveur Chemin d'accés

toutes Gont + Stats Quotidlenne
Parametres de fexpart FTPISFTP

» Selection des bases de données a iraiter () Toutes @ Personnalise

Bases de donnees Bases de donnees.
gnorées sélactionndes
cullure qualit
== | Appliquer -
| - Enlever

» Eléments & exporter | Conf+ Stats + Logs (] Params [
» Fréguence dexportalion | Quolidienne 12n00
» Semveur [FTPSGM v

» Ghemin d I

» Chifitement des sauvegaraes

sgmina

Narfmpisgmna

Chiffrement

Accueil
Documentation
Systeme

Haute disponibilité
Sultes logicielles
Bases de données

Bases de données Supprimer Restaurer | Archives | Satvegarde FTPISFTP
‘Sarvaur | Tache | Joumal

Liste des bases de données  Eléments dexporter  Fréquence dlexportation  Date d'exportation

toutes Cont + Stats Quotidlenne

qualt Conf + Stats Quotidienne 12700

Serveur
sgmha

FTPSGM

omeMpsgmidata
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N.B. The encryption uses the passphrase which must be configured in SGMConf > System > Security.

5.1.5 Restore an encrypted database

If you want to restore a database from an encrypted export, you will have to enter the password that was used at the time of
the export. The password to enter is the passphrase configured on the SGM when the database was copied to the
FTP/SFTP server. If this passphrase has been changed since then, you must use the old one.

Accueil

Bases de données || Créer | Supprimer | Sauver tau Archives | Sauvegarde FTP/SFTP
Documentation

Systeme
Haute disponibilité
Suites logicielles

» Nom de la base : backup

YVYyVvVVYySVvey

Easssldelionnass » Fichier de sauvegarde

@ sauvegarde temporaire (SGM) : \ Ivar/tmp/backup/qualif_cfgstat-20221109-140002.sdb.crypt (3 Moctets - + \

O fichier local
(taille maximale: 32Mo) :

| Parcourir... | Aucun fichier sélectionng.

Restauration uniquement pour consultation des courbes

» Mot de passe si fichier chiffré : ®eccccccscececccccce

Pour restaurer une base de données de plus de 32Mo, il est nécessaire de la télécharger dans Avartmp
/backup pour qu'elle apparaisse dans la liste des sauvegardes temporaires du SGM.

En effet, les bases proposées dans la liste des sauvegardes temporaires sont celles contenues dans
Avarrcli/backup (sauvegardes automati et ¥ P (sauvegardes téléchargées).

5.1.6 Special size of the acceleration cache for a SpeedAgent
A second cache size used for acceleration is added and can be configured in this version.
This new size, called "Specific cache size’, is in addition to the first one called "Global size” and is used as follows:

- If no specific cache size is configured, then the set of acceleration pairings will take a global cache size.

- If a specific size is set, then the pairs established with a SpeedAgent will take this cache size, the other pairs
remaining with the global size

- By default only the global size is set

- A’size propagation” parameter indicates if a modification of a global size is to be propagated on the already existing
pairs, by default its value is No
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es Defaull | w Utiisateur : global | déconnexion | EN | FR

sfreamcore
e # STREAMGROOMERS  » sg sitel q 22v

+ % OUTILS DE MANAGEMENT e (——
-/ STREAMGROOMERS 10
1+ #er ) 5g proxyVMWare

40 (hsg S63270e

Stats long-terme Optimisation WAN | Gestion des versions

(41 00r @ sg sitet

(41005 (@ sg siteA » Nom: sitel |

1+ vor (B sg siteB » Mode de i : ing + Marquage + Contrdle ~ | L s WAN n'est di ible que dans le mode + Margquage + Contréle.
i+ sgsiteHome

0 sy site@ P—

#1007 5g SGVMWare » Type de dialogue SGM-SG : | Non sécurisé v |

9 £3sg SpeedAwsParis » Fuseau horaire du SG :  Europe/Paris ~)

#1050 SpeedHome

» Mode dinsertion [Simpe v |-[a v pors
» Portdadministration sécurisée (SGM appelant): 22 |
» Polling des statistiques par le SGM : | Oui v |
» Envol automatique des réinits dynamiques : (o v
» Report d'état entre ports LAN et WAN : [ oul v
» Switch cote WAN : [Non v
» Paramétres additionnels : ]

Optimisation WAN

Aftention : ne pas modifier les paramétres de configuration sans accord du Customer Service.

» Activer longlet expert Optimisation Wan : [oii ]
» Taille du cache global : 106G ]
» Propager la taille du cache global sur tous les client :| Non v
» Tallle du cache spécifique pour I'appalrage 0
T TEMETSTOE DT T OO, TOZA00
» Mode proxy : Non v
» Debug: 0 |

Tracking DPI pour les flux HTTP/HTTPS
» Ports spécifiques pour le tracking HTTP : 80 8080 ] I
» Poris specifiques pour le tracking HTTPS : |443 il |

5.1.7 Historical access to the databases

StreamAccess logs recorded failed access attempts and object changes in the database for auditing and traceability
purposes.

The logs have been extended to also record successful accesses to the database with recording of the connection IP
address.

[s] O & sgmenrostreameore bizicpehome2/streamportalpresentation/ir Logs.phtm o @ A I € * D3 =

B sckimact [ sociéd Gendrle . B Perso tiches Sl 5 htpspstresmenrs...

LU steem [0 Avster 0 Fone @ Seleiorce [ Signeasy | Docme.. ) Agicap: Logiciel de.. 5 Pe:

€ streamcore,,,
STREAMACCESS

Dashboard adrmin | StreamVicw profilcs

» Selection : 1P address (A ~  users[An ~]  Commands: [A1 ~] Lt

»oview: P address User Object In e higrarchy Datats [ New coject

[E——
Exportokfies 1 230 $ 22

S v of cument i e+ 2027.11.00 10057

Date 1P address User Command Object in the hierarchy Details

s esT  simiss e LoGN

Zeiasiwna 29T e LOGN

wmiiueEss samis we  wa -+ atSubine! 192.165.1.124 oty subnslétdask-NULL

2022-11-74 08:46.05 91ATITTES ape MOD services = sile Villennes o

eziiumosen  siATaiss e LooW

Al LTI e OGN

M08 234175 pe OGN

[T R P

Xei00338 ST e L0SOUT

0020l SIATIISS  cpe  INSTAL [y— [ ———

Zoswassn  simTes e meTAL g Viemmes It 3005 6:5.18-G1p B —mior=D

20221100 184743 01AT3.77.55 cpe LOGIN

smanosiomm  2e7ss e oo

5.1.8 Web audience analysis on the SGM
It is often useful to have indicators on the use of a tool like the SGM. Of course, there are logs to track accesses and

modifications of objects. However, understanding the usage in mass and not for each individual allows to understand which
pages are used and how often.
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Rather than developing specific tools to track usage, Streamcore decided to rely on standard market tools, mainly Google
tools. Streamcore does not upload any information to its own or Google's servers.

It is up to you to configure the function with your Google account to retrieve usage indicators of the tool. No critical
information (users, IP addresses, applications, etc)) is sent to Google servers when the service is activated. Only browsing and
usage information is collected in an anonymous way.

Data collection is performed on all SGMConf, StreamView, StreamReport, StreamDashboard, StreamAccess and StreamMap
pages.

This analysis is based on one of the following three tools:

- Universal Analytics (Google Analytics old version)
- Google Analytics 4
- Google Tag Manager

You have to start by adding the URL of the website present on the SGM to the Analytics or Tag Manager account, a unique
ID of the website is then created. This ID must be filled in SGMConf to identify the origin of the collected data:

> Accueil ara Alarmes | Personnalisation | Maintenance | Licence

» Documentation o : ; :
Configuration | Sécurité | Certificat HTTPS | SNMP | RADIUS | LDAP | Email | Collecteur netflow | Mise & fheure:

» Systéme

» Haute disponibilite

> Suites logicielles RESEAU :

b

Bases de données )
Réseau

» Nom: sgm

» Domaine :

» Nom de I'interface ethemet : [ens192 v
» Adresse IP : 172.16.19.245

» Masque réseau : 255.255.0.0

» MTU pour joindre les StreamGroomers : 1500

» Mode ligne de l'nterface d’Admin : [ auto-négociation v
» Passerelle : 172.16.0.1

» Serveur DNS : 88388

» Serveur DNS secondaire :

[ Activer un cache DNS local

Général

» Langue par défaut des applications Streamcore : \ anglais v
» C ion HTTP des icatic : | Non v
» Seéparateur décimal d'export CSV : | Point v
» Seéquence du polling multibase : \ Séquentielle v

Analyse d'audience web
La remonté des données utilise un des trois types d'identifiants Universal Analytics, Google Analytics et Google Tag Manager.
- Universal Analytics exploite un ID de suivi et se présente sous la forme d'une chaine telle que UA-XXXXXX-Y
X

- Google Analytics 4 s'appuie sur un ID de mesure dont le format est G-XXXXXXX
- Gougle Tag Manager gére un ID de conteneur formaté GTM-XXXXXX.

» 1D de suivi / mesure / conteneur :

Le changement d'ID est appliqué & louverture d'une session utilisateur.

The results of the analysis will then be available on the tool's own website.

N.B. If no configuration is entered, which is the default configuration, no analysis will be launched and no data will be
transmitted.
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Type of results exposed by google analytics

B s

Tracking of accessed pages

tessibiesd

FERETEEIIIIEREERRG

R R

A list of correspondence between page paths and menu options is available in support.

6 Problems corrected by Software Suite 22b

All components of the software suite are delivered as updated versions.

Note: In this software suite, the BOOT components are S55. and T09. The correct version, depending on the type of SG (M4G
or M5Q), will be installed automatically by the SGM when a BOOT is deployed on the StreamGroomers.

The following tables list the issues that have been fixed in version 22b of the software suite and the new features if they are
reported as limplemented!:
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Customer ticket Reference Description of the problem that was solved (SGM 22b)
SGM 22b
SC-1183 On site list of empty rules
SC-1158 [SGMConf - BullsEye] Some logs are missing
SC-1155 [SGMConf] Error when creating a database
SC-1132 [SGM - BullsEye] Importing a certificate crashes the SGM
SC-1128 Infinite redirection on the WAN Opt.
SCC-00001408 SC-1127 Error when generating a report
SCC-00001407 SC-1124 Requests from SGM to SCO fail
SC-1123 Acceleration crashes if a peer is not available
SC-1122 The modification of the passphrase leaves in error
SC-1105 Double numbering management of the bases for the pre-installation checks of the
softwaresuites
SCC-00001406 SC-1099 SG Proxy ACC: first app server in transparent mode
SCC-00001405 SC-1097 Log rotate not functional for multishaping (clidynconf)
SCC-00001404 SC-1093 Sites without alarm colors
SCC-00001405 SC-1089 Multi-shaping does not seem to be operational
SCC-00001403 SC-1081 On SG proxy ACC: deleting server applications erases the license
SCC-00001365 SC-1059 SNMP request on SG KO :
SC-1058 SG SNMP configuration modification : not taken into account on REINIT
SC-1035 Migration SG M4G to M5G : impossible to migrate a SG M4G managed in SSH
SC-1024 Grooming synchronization in a very fast loop.
SCC-00001387 SC-1021 Cannot pass an aggregation site to independent if the rule name does not contain "link"
SC-1020 Unclear rule name display on a TOP
SC-1019 Alarm on unreachable SG
SCC-00001388 SC-1018 Full"/" score on a SG
SC-1011 SLM distribution on the access link does not work in 22a
SC-660 [SGM AWS] Unable to remove individually installed packages (OPE/USINE/ACC)
SCC-00001353 SC-469 SG unreachable in rlogin if the DNS is incorrect on this SG
Customer Ticket Reference Description of the problem that was solved (OPE 6-4.25)
OPE 6-4.25
SC-482 On a SG, the "maxRate" parameters are limited to 4 Gbit/s
SC-432 QUIC - undecoded SN field (chrome / chromium)
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Customer Ticket Reference Description of the problem that was solved (OPE 6-5.15)
OPE 6-5.15
SCC-00001392 SC-1024 Grooming very fast loop synchronization
SCC-00001388 SC-1018 Partition " /" full
Customer Ticket Reference Description of the problem that was solved (Boot T10)
Boot T10
SC-1073 SG VMWare: what E1000 driver
SCC-00001400 SC-1059 Towards an SG in M5G: snmpwalk goes wrong
SC-1058 SG SNMP configuration modification : not taken into account on REINIT
Customer Ticket ‘ Reference ‘ Description of the problem that was solved (Boot S56)
Boot S56
SCC-00001400 ‘ SC-1059 ‘ Towards an SG in M5G: snmpwalk goes wrong
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7 Known problems

The table below lists known problems and provides a workaround if necessary.

From software suite 6-4.508 - Authentication with Radius does
not work if the password contains the following characters

e Double quotation mark "
e quotation mark'
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Change the Radius password

the Secure dialog type (weak or strong)

StreamView
FB46694 e Slash/ avoiding the use of these
StreamAccess .
e  Exclamation mark! characters.
e Backcut
e Hooks[and]
e Star*
FB42810 G StreamGroomers car.1 restart in a port mirroring configuration
when capturing traffic.
i G Grooming, dual mode and tandem mode do not work in high | Do not activate the high
performance mode 6-2.11 performance mode.
StreamView - There are no real-time statistics on the
FB44508 SGM audio/video terminal rule when RTP+MOS measurements are
selected.
In the WAN optimization profile definition, the FTP manager | FTP data traffic can only be
- SG does not work. accelerated by the Fallback
Only the control session is optimized. handler.
StreamView - If we declare a server with a certificate while the . .
. - . . . Solution: re-insert the
- SGM corresponding SG is inaccessible, the application server will not .
. . certificate and restart the SG.
be considered for acceleration.
With ACC24 or later and an older OPE (< 6-4.17), each reboot | Upgrade to OPE 6-4.17 or
FB47230 SG . . .
of the SG will clear the acceleration cache. higher
Contact Streamcore support
Possible migration problem to version 22b if the SGM contains | to manually start the
FB49383 SGM . . — .
more than one database, including a very large one. migration on this very large
base.
On an SG in Dual/Tandem mode and in an SGM HA
FB49409 SG environment (SGM cluster), changing the communication|Contact Streamcore Support
mode from "calling SG" to "not secured" may cause an error.
Choose the one that is not
The SG with a To# b ) Id SGM calli secure and that already uses
FB4913 G e SG with a oot version could not use any calling| - 'ssH connection.

Or a type of SG caller
dialogue.

8 Installation and deployment

Read the following recommendations carefully:

e CAUTION: On the SG250e, status mirroring between LAN and WAN ports does not work.
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e After starting the StreamGroomers in operational software, it is strongly recommended to check the LAN and WAN
ports statistics (speed and duplex mode, CRC errors, collisions..) in order to avoid any configuration mismatch with
the interconnected equipments.

e \Werecommend to connect to the ADMIN port on the LAN side of the StreamGroomer.

e Onthe SG350e, when switching from boot software (closed bypass) to operational software in bypass mode, the
bypass opens and closes immediately, resulting in two interface state changes. This operation can block traffic for a
few seconds.

e Direct connection of peripherals (mouse, keyboard and monitor) to the SGM should only be done for maintenance
pUrposes.
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9 Software interoperability rules

9.1 OPERATION VERSION DROP

Read the rules carefully:

e SGM: unauthorized operation (risk of data loss)
e SG OPE: operation authorized if the OPE vs Boot/System interoperability rules are respected (see table below).
e SG Boot/System: unauthorized operation (risk of material accident)

e ACC acceleration system: unauthorized operation

9.2 INTEROPERABILITY BETWEEN COMPONENTS

Interoperability is guaranteed for an SGM in the following cases:
e Version SGSS 6.4 with a SGin OPE 6.5, 6.4, 6.3 and 6.2
e Version SGSS 6.5 with a SG in OPE 6.5, 6.4, 6.3 and6.2
e  SGSS 22x version with a SGin OPE 6.5, 6.4 and 6.2-11

Interoperability not guaranteed for an SGM that is older than the OPE version.

The table below indicates when compatibility between SGM and SCO versions is guaranteed:

SCO SGSS 6.4 SGSS 6.5
Upto1.2 Not guaranteed | Not guaranteed
Upto1.3 Yes, for OPE >= | Yes, for OPE >=

6-2 6-2
From 6 Yes, for OPE >= | Yes, for OPE >=
5 6-2 6-2
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10 Technical support

Streamcore Technical Support

By e-mail: support@streamcore.com

By phone: +33 (0)1.78.96.53.21
+33 (0)6.45.58.84.68

Customer support
Email: support@streamcore.com

Telephone: +33.1.78.96.53.21
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