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only be used with permission and are subject to the written terms of the license. This software/computer program is the
exclusive and confidential property of Streamcore SAS and may be accessed and used only under approved written license
terms. This software/computer program is further protected by copyright laws, international treaties and other national and
international laws and any unauthorized access or use is subject to civil and criminal penalties. Unauthorized copying or
other reproduction in any form (in whole or in part), disassembly, decompilation, reverse engineering, modification, and
development of any derivative works are all strictly prohibited, and any party or person doing so will be prosecuted by
Streamcore SAS. No responsibility is accepted for any changes, errors, misprints or production errors. Any unauthorized
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1 Software suite 23a

The Streamcore software suite is a set of software releases for StreamGroomers and the SGM. This document contains the
release notes for the Streamcore 23a software suite.

The software suite must be installed on the SGM with the SGMConf application.

The OPE and BOOT elements must be deployed on the StreamGroomers from the SGM with the StreamView application.
Since version 6.3, when an OPE is installed on a StreamGroomer, the SGM automatically deploys the latest versions of the
BOOT and ACC modules. The BOOT version will only be active after the StreamGroomer has been restarted (cf. 2.3
Activation of a Boot, ACC and OPE version below)

This software suite contains the following SGM and StreamGroomers software versions:

Software suite: 23a

Official OPE: 6-4.25

Official OPE: 6-5.18

Official OPE: 6-5.18ghp
Official ACC M4G64 : ACC26
Official ACC M5G : ACC34
Official M4G64 Boot: S56
Official MsG boot: T11

The 6-5.18ghp version implements the parallelization of the QoS on 2 cores separated from the monitoring core. It has all the
functions of the 6-5.18

Version 6-6 (parallelization of QoS on 2 cores and monitoring on all remaining cores) is available on request from support.
Functional restrictions apply

2 IMPORTANT RECOMMENDATIONS

Before deploying this version of the software, please read the following recommendations carefully and contact Streamcore
support if you have any questions.

2.1 LICENSES

Since version 6- 5.T 06, the Streamcore software suite installs a new license management system that requires an update of
the license currently used on the SGM.

If you have already used an SGM in 6- 5.T 06, you do not need to update the license.

2.2 NEW PASSWORD
Starting with version 6- 5.T 06, the default passwords for users sgm and scare set to different values.

Please contact Streamcore support at support@streamcore.com to receive these new passwords.

From this version 23a, any modification of the password of the cli account implies a modification of the passwords of the sc
and sgm accounts which will be identical to the password of the cli account.
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Only the password of the sc account of StreamGroomer probes remains standard. This account is only accessible when
connected to the probe via SSH from an authorized SGM.

2.3 ACTIVATION OF A BOOT, ACC AND OPE VERSION

The activation of a new version of the OPE/ACC requires a restart of the StreamGroomer. During the restart phase, the
StreamGroomer is inaccessible. Restarting the StreamGroomer automatically stops the following functions at the
corresponding sites:

e Monitoring: No measurements (polling) are made during the restart and probably no statistics will be available for
the corresponding 1 minute or 10 minute period in the real-time and long-term graphs and reports. The grooming
stops working and its status is set to DOWN, unless the grooming has been configured to be temporarily managed
as a shaping.

e QoS and marking: Traffic will not be prioritized or marked until the StreamGroomer has reloaded and activated its
configuration.

e Load balancing: Load balancing is disabled on the site supported by the StreamGroomer.
e \XAN optimization: Accelerated TCP sessions will be interrupted.

e Netflow and monitoring: The StreamGroomers will stop sending Netflow tickets and traps/informs until it has
reloaded and applied its configuration.

It is strongly recommended to plan and schedule appliance restarts to minimize the impact on network flows and end-user
activities.

It is recommended to activate the same versions of Boot, OPE and ACC on the StreamGroomers of a dual and tandem
configuration.

If WAN optimization, Grooming, QoS and tagging or Load Balancing features are used, it is strongly recommended to run
the same versions of Boot, OPE and ACC software on both ends of a grooming or peering to avoid errors caused by
inconsistency between StreamGroomers.

2.4 SOFTWARE VERSIONS FOR M3G NOT AVAILABLE

™" The boot and OPE packages for M3G appliances are removed from the Streamcore 6-4.12 software

suite, as M3G appliances are in EOL.
OPE version 6.1 is also removed from the Streamcore software suite, as this version is also in EOL.

2.5 ACC UPDATE

e Theinstallation of the ACC34 will erase the cache already used on the SC.

e The ACC34 can work with other SGs in ACC26 or higher (for future versions, please see the corresponding release
note).

2.6 UPGRADE BOOT M4G64 S49 OR LATER

A critical issue has been identified with boot versions up to S42 on SG360e, SG860e, SG1660e and
SG3260e that impacts communication with StreamGroomers and many other operations such as
configuration, measurement and statistics collection, WAN optimization.

If the operating time of these StreamGroomers is longer than 200 days, the device may become
inaccessible after a software reboot (e.g. when activating an OPE version). The workaround is a
hardware reboot (unplug and plug in the power supply). To solve this problem, deploy the Boot S49 on
these appliances and apply the new version as soon as possible by restarting the StreamGroomer.
Streamcore strongly recommends that all StreamGroomers be upgraded to an S49 or later boot
version as soon as possible.

[=] hous e pouvons o
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Please note the end of support dates for Streamcore software suites and operational software releases (OPEs):

You can refer to the End of Life Policy (EOL POLICY DOC Version 202208_v06) for a comprehensive view of the end of life
(EOL) dates for Streamcore equipment and software.

Software suites End of the assistance
6-4 31 December 2024
6-5 No planned
OPE End of assistance
6.2 high performance 30/06/2023
6.3 End of support since 01/04/2019
6.4 31/12/2024
6.5 No planned

e |tisstrongly recommended that the SGM, StreamGroomers, and StreamCollectors be updated to the latest
versions of the Streamcore software suite, OPE, and Boot.

Please feel free to contact the Streamcore support team (support@streamcore.com) or your sales representative for more
details on the upgrade path.
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4 New Software Suite 23a features

As with every release now, minor and major changes are incorporated that can be grouped into the following categories:

- New interfaces:

o SuperView,

o SCXcenter
- Netflow evolutions

o Netflow license integrated in the rule count

o Netflow encryption

o Automatic activation of Netflow export on Fallback rules
- SGM developments
Connexions: new columns
Chattiness indicators
ToponSNland TLS
Switching to UTF8
SGM status: CPU type display

o Passwords sc account
- SGdevelopments

o Breakout on Port Wan
Port inversion parameter
Display of raw statistics
Additional parameters SG
Passwords sc account
Display of max CPU

o ghp version
- Accelerating developments

o Default block size

o DIAS circuit breaker

O O O O O

O O O O O

4.1 NEW INTERFACES

As part of its interface redesign program, 2 new modules appear with version 23a:

4.1.1 Superview
The 23a software suite introduces a new interface for displaying statistics stored on the SGM.
This is the Superview interface which is accessible from the home page.

The objective of SuperView is to federate the various tools for presenting long-term data (over 10 minutes) present in the
solution with the following characteristics

- Customizable interface
o The user can choose the items to be displayed and their location on the screen
o Ability to display data from multiple objects simultaneously
- Publishable interface
o The user can decide to publish for other users an interface that he has designed
o Changes to this interface will be updated for "subscriber” users
- Simplified and intuitive ergonomics
o Responsive interface
o Interface adapted to touch screens or usable with a mouse
o Concept of views, sections and widgets to structure pages
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=) -
Applications Liens utiles
Superview View ~ 0ol
[ = Application personnalisable de G Interface de configuration, de B sco
bl présentation et analyse des diagnostic et de visualisation des. = ScxCenter
données réseau données % Documentation
& Licences
3 Support
[ RMA
(% Extranet
Portal Map [3 E-learning
-
= - Configurateur de portails d'acces 'sl Supervision cartographique du
- aux données : Dashboard réseau et de ses performances
Report Access
° 25
2] teur de rapports il -."\ Gestion des utilisateurs et des
-* droits d'accés aux données et aux
sandes
. streamcore
Opening this interface displays a new window for the presentation of graphs:
[~ - i
|- = wues 1
B view
= & SERVICES 7% Propriétaire Accs
& Site debian10
+ # Sitonico & global privi

+ # Site proxyVMWare 3
< # sheses270e 3
® Local traffic.

* ® Accesslink 5632706 4

® Fanback
# Site 564412
+ @ sitesiter 4

Gestion des vues

+ i Sitesitea 3 Arborescence des sites

# Site siteAR
+ @ stosites 3
# St Site-azai-C
+ @ Site siteHome 3
+ @ Sitesiteq
+ @ Site siteVHWare 3
+ @ Site SpesdAwsParis
+ @ Site Speedhome
# Sitc SposdVMWars
~ B STREAMOROOMERS 18
+ 3 proxyVHWare

+ w53 SG32700 7

P————
+ v s siteHome &

+ o sgsiteq 7

+ m sg SpeedawsParis &

+ w50 SpeadHome &

o 5 SOVMMIare 5 Arborescence des StreamGroomers
+ o sgsitel § //
+ e sgsiten 7

Séleteur de date

A special technical document presents this interface. Please refer to this document for the use of this interface.

202304 _SuperView_vo1
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4.1.2 SCXCenter

StreamGroomer probes can be configured to provide hosting space for other applications (other VMs) than Streamcore
applications.

The probes then become SCXs and are managed locally or remotely from an interactive SCXManager interface. The local
interface allows you to configure an SGM in one of the probe's VMs.

The SGM also embeds in its software suite the code of the centralized management of SCX probes: SCXCenter.

The probes and VMs are managed via SCXCenter. If one of the VMs contains a SG, it will be managed as a physical SG via
StreamView within the base to which it is paired.

4.1.2.1 PREREQUISITES

e An SGM in SoftwareSuite 23a
e An SCXOne preconfigured by Streamcore
An SSL (HTTPS) access to the SGM configured

4.1.2.2 GO TO SCXCENTER

e Goto SGM Home, login
e Click on "ScxCenter" in the external links in the right pane
e Login using the password provided in the JSON as a sha256 hash (see below; default: streamcore)

4.1.2.3 CHANGE THE DEFAULT PASSWORD

e Connect as SSH, as root on the SGM

e Do the following command: echo -n ‘streamcore” [ sha266sum -z - [ head -¢ 64 [ shaz56sum - taking care to replace
streamcore by the new password chosen

e Modify the file /opt/scx-center-agent/scx-configjson and change the parameter seftings.authorization_token with
the return of the above command

4.1.2.4 PAIRING A SCXONE

e Once connected, click on "Add", a pop-up will appear
e Fillin:
o The name of the scxOne (must be identical to its real hostname for a "SG caller mode" pairing)
o Adescription
o SCX-calling mode or not
it is recommended to leave it activated by default except in specific cases.

e Once validated, a password will be indicated and the pairing will be pending from the scxOne
e Go to console, boot user on the scxOne
e Perform a "classic” pairing by specifying the SGM IP

4.1.2.5 ACCESS TO SCXONE

e Once paired, the scxOne will be listed on the interface

e Click onitto access its services (SG, SGM, virtual machines) and its network configuration

e Once ascxOne and a service are selected, it is possible to access the virtual console of this service
o Allows the configuration of a virtual SG through its boot menu for example

e Notes:

o The scxOne can be deleted by returning to the main screen and clicking on the corresponding delete
button
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o The navigation is done by clicking on the names of the entities. The backtracking is done by the
breadcrumb trail below the top bar.

4.2 NETFLOW EVOLUTIONS

The Netflow feature of the Streamcore solution is the ability to historize detailed sessions beyond the real-time mode of the
interface.

In real time mode, the Current Connection tab displays the details of the sessions passing through each rule with detailed
information (throughput, source and destination IP, response time, etc).

After a few minutes, this detail is deleted and only the consolidated indicators for the rules are kept. It is sometimes
interesting to keep for some rules the detail of the sessions in addition to the consolidated indicators. A session logging
function has been implemented and is based on the Netflow V10/IPfix protocol for the format and sending of session
tickets.

This logging feature has existed for several years at Streamcore and required a dedicated storage server (SCO). Since
version T12, it was possible to historize detailed sessions on the SGM by activating a specific license for the historized rules.

4.2.1 Netflow license
To facilitate the management of the session logging option via Netflow, the license management is modified.
The Netflow export is counted against the global number of rules license.

The application of a netflow export on a rule is no longer subject to a specific license request but will count as an additional
rule.

A rule with netflow export counts double on the number of rules provided by the license.

This evolution allows for a more granular use of the Netflow feature and allows you to reuse unused rules from your license
to log sessions.

If the number of rules is saturated, it will be necessary to order a pack of additional rules that can be used either to provide
application detail as a rule or session logging by activating the Netflow function of a rule.

4.2.2 Netflow payload encryption

Even if Netflow and the standards derived from it did not provide for this, it is now possible to historize Netflow tickets by
circulating them with encrypted content. This makes it possible to send tickets between probes deployed on the Internet
and an SGM via the Internet without the risk of compromising any of the data referenced therein (IP addresses, hostname,
ete).

The encryption of the ticket is done in AES and requires that the probes are configured with the encryption key distributed
by the SGM. For this, the SG must be at least in OPE version 6-5.18.

And in this case to activate this encryption you have to modify the Netflow configuration on the SG :
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Services Default

Utilisateur : global | déconnexion | EN | FR

# STREAMGROOMERS ) sgsiteB  “ Paramétres systéme
Paramétres SNMP

StreamGroomers

+'%¢ OUTILS DE MANAGEMENT
=/ # STREAMGROOMERS 11

[+ 14+ (D sg proxyVMWare 7

# bbh sy SG3270e 9

& g sitel 9 » Collecteur Netflow : [sGM ~ | O NAT
1 1h 5g siteA 9 Adresse IP : 172.16.19.245
[+ Pbh | sg SiteAWS-6 7
Port UDP : 9991
= pr (I sg siteB 7 L ‘

vovvlr ~

[ Maintenance Chiffrement des tickets : \L

. port 00-admin Xport parametres : lostname + ul 2

. port 01-ext Nombre maximum de tickets par seconde : ‘150 ‘
. port 10-lan

% port 11-wan

+ @ Routeur IP
% Paramétres systeme
[+ bbb sg siteHome 7
2} Osg siteQ 9
[+ ) sg SGVMWare 7
[+ ##) sg SpeedAwsParis 7
[+ 1rh sg SpeedHome 7

S sfreamcore,,,

By default, the encryption remains disabled.

This configuration change can be globally applied to a batch of SGs in MANAGEMENT TOOLS :

Services

Default | w m Utilisateur : global | déconnexion | EN | FR

StreamGroomers

3 OUTILS DE MANAGEMENT [ Configuration des StreamGroomers

-3¢ OUTILS DE MANAGEMENT ar Changement du mode de fonctionnement
9 Paramétres généraux
[ Configuration des StreamGroomers JEosit
i= Inventaire des StreamGroomers. Configuration souhaitée
‘] Installation d'une version logicielle (Parametres Netflow v)
C Mise en service e
T G e » Collesteur Netflow : 5GM v O NAT
- % STREAMGROOMERS 11 » Adresse IP : 172.16.19.245
= 14+ () s proxyVMware 7 » Port UDP : 9991
# 14 ) 8 $G3270e © [+ Chifirement des tickets - Désactive ~7]
G| 1 8 e
@ mrsgsiteA o » Export parametres HTTP : Gostiame v)
#00 sg siteAWS-6 7 » Nombre maximum de tickets par seconde : 150
=i ((isg siteB 7 » Durée d'activité d'une connexion : 60 sec
[~] Maintenance
L port 00-admin _ StreamGroomers disponibles StreamGroomers sélectionnés
A port 01-ext proxyVMWare
A port 10-an 632708
e SGVMWare
| - site1 Ajouter >
+ @ Routeur I StreamGroomers cibles : siteA
% Parametres systeme SiteAWS-6
4 sg siteHome 7 ::::Eome =
+ (Dsg site@ 9 siteQ
v ([ sq SGVMWare SpeedAwsParls
44 sg SpeedAwsParis 7
+ sg SpeedHome 7 |Appliquer

4.2.3 Netflow activation on Fallback rules

Fallback rules are automatically created by the system when an intermediate rule, shaping, grooming or access binding is

created.

Their purpose is to capture flows that meet certain criteria that are less precise than those of the terminal rules (which do not
have Fallback rules). If Netflow is activated by application, it is useful to be able to configure (or not to forget) the Netflow

export on the Fallback rules.

Indeed, in case of a traffic peak on a Fallback rule, it is useful to have the session history with IP addresses and port, source

and destination to easily identify what happened.

By default, from version 23a onwards, the Fallback rules will be preset to log session tickets.
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However, this setting will only have an effect if the site is Netflow export enabled by application or Total. If Netflow is not
activated on the site, no more tickets, including those of the Fallback rules, will be transmitted.

It is also possible to disable this setting for each rule.

Already created Fallback rules are not affected by the new parameter value and will need to be updated.

4.3 SGM DEVELOPMENTS

4.3.1 Connections: new columns

Several new columns can be displayed on the current connections table.

4311 DNSNAME

The DNS translation of IP addresses is available in a special column in the current connections display. So now it is possible
to read both the IP address and its DNS resolution at the same time.

4.3.1.1.1 PREREQUISITES

A DNS server must be configured on the SGM (in SGConf).

You have to explicitly ask for the DNS translation of the addresses to obtain this one:

Services Utiisateur : global | oéconnexion | EN | FR ©
: D aEmn § streamcoreys,

Bis 2 @SERVICES # Sile SG3I2708  (3) Access ink SG3270e
3 OUTILS DE MANAGEMENT Parametres | Stats temps-réel | Stats longterme |NOUHIEdisgnostic | Graphes expérimentaux
- @ SERVICES 16 e

'+ # Sie deblan10 il

= 8 Ste nleo 4 PR —_— - — -~

4 #% Site proxyVMWare 3 = 4 Coutlerme » 4 plusrécentes » 10 Gonnexions  addressimask v +|  exchange packels > v | [+]

- % St $G32708 3

Py |n vert ||:|Amv=r rreges B3
i# (%) Access link SG3270¢e 1 o
) Faiack ak=a

© fh Site SG4412 Adrip AdrDNS Port Adr 1P AdrDNS  Port  Débit]  Débit | Overlay  Overtay o

g e prot locale ocale local _distante __distamte _ distant _ (ops)  (ops)  "omo! ™M1 “tpe  iPlocale  DNS locale
UDP  183.52.184.106 saturne obs-besancon i 128 172182248 128 608 608 1 1
TP 87.248.100.216 media-routerfpT4. prod.meiavip.r2 yahoocom 80 172182249 51971 10728 3520 4 s

B uoP 88 265.265.255.265 & 271 ] o3 0

= i Site siteHome 3 TCP  132.168.254.2 81674 172182248 2 5424 24245 39030 7271

5 4 Site siteq 3 TOP 87248100216 media-router-fp74. prod.mecia.vip r2 yahoo com 443 172.18.2.249 50826 8282584 251568 712 487

) # Sile siteVNWare 3 UDP 1721601 53 12182248 32771 3336 1418 3 3

= # Site SpeedAwsParis 3
UDP  88.88.71.248 89-89-71-248.aba. bbox.fr 123 172.18.2.248 123 808 08 1 1

# Site SpeedHome 3 ata.boox. it

4 Site SpecdVMWare UDP  183.107 56,66 ns2.euskil.com 123 172182248 123 608 608 1 1
UDP  182.158.200.123 time cloudfiare.com 123 172182248 123 508 608 1 1
UDP  fe0:3eecemie0B:a8sa 545 mzz sa7 672 a 1 o

4.3.1.1.2 ADDITIONAL COLUMNS

Four new columns are available to be presented in the current connections table:

( Prot. [JAdrIP locale | [} AdrDNS locale |{ Portlocal (] AdrIP distante | [} AdrDNS distante | Portdistant { Débit1(bps) [ Débit|(bps) ~ Trames: = Trames | Activité début

Activité fin Activité durée silence durée (s) Etat | ) TRARTT (ms) [ TRA réseau (ms) | [ TRA total (ms) | [ Chattiness | [ RTP perte | RTPrejet | [ RTP latence (ms) | [ RTP gigue (ms)

@ vosca [Jmos-La | codect |fcodec| | @Acc.t [@Acc.| | [fHostname URL (@sNi | [jcName |[[jOName | @TLs (@vLAN{ @vLAN| [@DscPi | §DscP| | Overlay type

@ overiay ID | [§ Overlay IP locale ||§ Overlay DNS locale | {§ Overlay IP distante | {§ Overlay DNS distante |} Site | [ Régle | Fiitre

®=Débit @®=Etat @=Performance ®=HTTP @=VLAN/ToS/Tunnel

Réinitialiser 'ordre | Tout afficher | Tout masquer | Défaut
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Local DNS address DNS name of the source.

If the connection is encapsulated in a decryptable tunnel, the
name is that of the tunnel content.

Remote DNS address DNS name of the destination.

If the connection is encapsulated in a decryptable tunnel, the
name is that of the tunnel content.

Local DNS overlay If the connection is encapsulated in a tunnel (GRE, VXLAN, ..) DNS
name of the tunnel for the source
Remote DNS overlay If the connection is encapsulated in a tunnel (GRE, VXLAN, ..) DNS

name of the tunnel for the destination

P

g-zirenmccls-zg_

B W TIPS &
& e Gage 2

)

@ e TP 1
O rvven iback
Ofaltmck
OFsitack

4312 TLS VERSION

The TLS version number now has its own column in the display (and is no longer included in the hostname column):

{Prot. [ AdriPlocale [JAdrDNSlocale [l Portlocal (I AdrIP distante [} AdrDNS distante [ Portdistant () Débit 1 (bps) [ Débit|(bps) = Trames ' | Trames | Activité début
Activité fin Activité durée sSilence durée (s) Etat [ TRARTT(ms) (J TRAréseau (ms) |[J TRAtotal (ms) | [ Chattiness [J RTP perte | [ RTP rejet |} RTP latence (ms) | [§ RTP gigue (ms)

fvosca @Pmos-La | [codect || codec| || Ace.t [§Ace. | Hostname URL | PsNiI CName OName - VLAN T | @vLAN | | @DscPi (@Dscp | || Overlay type

@ overiay ID || § Overlay IP locale || § Overlay DNS locale | Overlay IP distante | [§ Overlay DNS distante ) Site Régle Filtre

@ =Débit @®=FEtat @=Performance @=HTTP @ =VLAN/ToS/Tunnel

Réinitialiser 'ordre | Tout afficher | Tout masquer | Défaut

For adisplay :

CTD e

@SERVICES 8 SHI: 532708 (5) Access ink SGAZie () [ WaD [ HTTPS

2 S streamcore,;,

B4
@ SERVICES 10
St

o 4 Coutteme - 4glustécenise © 1l |ccnnexons  sidiessmesk v [+] ) Aciver
@ mea
link SG3270e & N
AdrIP AdroNs AdrDNS 4
48 sG32TT MeA 2 Prot. locale locale distante distant Tops) s b
Q353Mes18 Top temzaz 160 arae 21 oxo00x
(4@ [WR_portpars
b@rart ey o - el e e

TP 1823 170217

6100218
TCP 381812286

74, pre i v

22 86,21 wesl3.compuie amazenaw,cam

Note: The version number 0x0000 indicates an unrecovered version.

4.3.2 Adding a "chattiness" indicator to a rule

A new indicator on the quality of a session is available on the terminal rules.

2023 Streamcore SAS - All rights reserved Page 14 on 32



The chattiness indicator, which indicates the degree of interactivity of an exchange between two interlocutors (two endings
in our case). The higher the value of this indicator, the higher the number of requests/responses during the exchange.

4321 OPERATION

The value of this index is calculated according to the formula: number of reversals * 100 / (number of total packets/2)
Where a reversal can be considered as a response.

We thus obtain a percentage that could theoretically reach 100% if we have a response packet to each request packet.

Example of a very un-chatty connection (data transfer type):

Access link SG3270e4 (5 [NR_port | ports (5 [ NR_port | port_999 (D) [ NR_port ] TCP_9992
Paramétres cat: ps-s Stats long-terme | Outils diagnostic | Graphes expérimentaux

8 streamcorezs,

< OUTILS DE MANAGEMENT
- @& SERVICES 16
+ # Site debian10

+ 4 Site nico 4 Local O Distant
+ # Site proxyVMWare 3 . 9
e Ny L Ay
e . .
15 AcoEsS link SG32708 4 seazroe L——
+ () SG3270c-siteA 2
+ (©) 3G3270e-siteB 1

= B [NR_port ] ports 4
(=1 (5 [ NR_port | port_899 7

Séloction : () Dabit WAN O Trames () Parfarmanee @ Tous

Débit WAN FPériode

N 10 1 min 10 min
g;x;ﬁ"; 2:7;::: FIZOZE 10 5145 16.51.30-18.51.40 16:50.00-16.51.00 16.40.00-16.50.00
TPor. = » Dibit moyen (bit's) 1821k 1941k DAROMT 013k [IS2ZM
@ [ NR_part | TCFP_9994 » Débit maximal (bitis) 1921k (1AM 1966k [ 1.2M | 1958k [ IAEM |
@ [NR_port ] TCP_0995 » Taux dutiiisation (%) o o e

@3 [NR_port ] TCP_9995_others EelE o el o
i

1+ ) [ NR_part j atners 1 Trames 10 1 min 10 min
O [ NR_pert ] Fallback b raman gy O o siieste ey
@ oot o 4 el L #owr s
&5 —P""M > Trames < 128 oatets (%) o7 MRS ec NN oo RN
e I LEE AT » Trames x 128 & = 1200 octets (%) 3 a4 s o4 [0ss
» Trames > 1200 octets (%) o o o
Rt R w0 [afel a0 DaSell w0 [aio
= sie et 4 Perto . + in 10 min
+ # Site siteA 3 - tonai ( ]«wn 16:61°30-16:61°40 1 mn;.: 5100 6 anngﬁir s000
= > Tamps global (ma
o e © Tempa de wanstert des données (m3) 1! ™ 7 7
» Temps serveur (ms) I o o o
pEEeTe ~ Dalal AIR WAN (ms) o 1 1 i
T o 5 > Délai A/R LAN (ms) -0 0 ] L]
+ # Site siteq [+ indicateur de chattiness TGP (%] i .8 7.5 I |
+ # Site siteVMWare 3 T it 5 5 +
<+ # Silc SpeedAwsParis 3 » Nb de nouvelles connexions /s I o o o
+ # Sitc SpeedHome 3 » Nb moyen de connexions établies ] 1.00 1.00 0,47
+ ik Site SpeedvMWare » Nb Instantané de connexions établies 1
» Taux de retrans. TEP (%) i o om0 wemm o mmonna

B pocumentation

4322 PRECAUTIONS

Only TCP traffic will return a non-zero value for the chattiness indicator.
All UDP traffic will return a null value.

And the traffic on the rule must be of the same nature to have a meaningful data.

4.3.3 TOP SNI for long term connections

In the long term diagnostic tools it is now possible to request a TOP on the value of the SNI field of HTTPS traffic.
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Top HTTPS (shi) La Défense to WAN
17/04/2023 00:00 - 23/04/2023 23:59 (Europe/Paris)

Miscellaneous
20.51 kbps - 1.55 GB

essinfosas.sharepoint.com
2.07 kbps - 156.55 MB

my.nalpeiron.com
4.39 kbps - 331.82 MB vsagroupe7316.blob.core.wi...

72.57 kbps - 5.49 GB
streamcoresas-my.sharepoin...

4.95 kbps - 374.1 MB

outlook.office365.com
7.31 kbps - 552.86 MB

disk-sgm-m5g-import.s3.eu-c...
15.41 kbps - 1.16 GB

md-impexp-jdnqfdgcjing.z15....
21.00 kbps - 1.59 GB \

md-impexp-mnprlhdnvcgg.z3...
26.32 kbps - 1.99 GB

Top HTTPS (sni) WAN to La Défense
17/04/2023 09:27 - 23/04/2023 03:38 (Europe/Paris)

Miscellaneous

172.93 kbps - 10.75 GB essinfosas.sharepoint.com

200 kbps - 12.44 GB

video-edge-07916a.cdgl0.ab...

29.13 kbps - 1.81 GB \/
video-edge-1750ca.cdg10.ab...
37.48 kbps - 2.33 GB

download.microsoft.com
151.62 kbps - 9.43 GB

updates.cdn-apple.com
64.42 khps - 4.01 GB

4.3.4 UTF-8
All the components of the software suite use a unique UTF-8 encoding.

This means that the files imported into the software must also be in UTF-8 format.
This is particularly the case for the import operations of :

e Sites
e  Group of rules
e Types of categories and categories

4.3.4.1 SWITCHING TO UTF-8
A transformation to UTF-8 encoding of the StreamView system data is automatically initiated in the following cases:

- Installation of suite 23a
- Migration of an SGM from a lower version to 23a
- Restore a database from a lower version SGM.

4.3.5 SGM status: CPU display
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The status of the SGM (in SGMConf > System > Maintenance) now shows the characteristics of its CPU with notably the
number of cores (and threads). In the attached illustration we have an SGM with 4 cores on a single thread.

CIEN sfreamcorep,,

Accueil Paramétres | Alarmes | Personnalisation Licence
BRI 2T Actions | Etats | Fichiars log
© Systéme
Haute disponibilite:
Suites logicielles ETAT DU SGM
Bases de données
Modéle du SGM vV
Numéro de série VOOVD001
Version de Ia Suite logicielie SGM 23a-t-23 — $ichangeset: 153146019 § (64 bits)
Version du dépot leon-010
Version de finstalleur du systeme M5G-0.0.9
Migration depuis SGM64 Non
Gestion compléte UTF-6 postgres=UTF-8 dbconf=UTF-6 userdata=UTF-8
Etat du disque /devisda OK
Temps écoulé depuis le démarrage du SGM 21d 21h 37m 24s
Charge moyenne (1 min.) 0.15
Charge moyenne (5 min.) 0.14
Charge moyenne (15 min.) 0.10
CARACTERISTIQUES PHYSIQUE
CPU RAM
Intel(R) Xeon(R) CPU E5-2658 v3 @ 2.20GHz 208
4x1GNT (4)]
OCCUPATION DISQUE
Partition Type Taille Utilisé Dispo. Utilisation en % Point de montage
Idevimapperfvg01-lv_system ext4 9,36 7,36 186 83% i
Idev/mapper/vg01-lv_data exi4 1876 216 157G 12% Ivarisc-databases
ETAT DISQUE
No de série Modéle Etat Usure Heures sous tension
UTILISATION MEMOIRE
MemTotal 4 050 396 ko
MemFree 497 396 ko
MemAvailable 1848 464 ko
Buffers 280 160 ko
Cached 2053 124 ko
Active 2426672 ko
Inactive 774 852 ko
Active(anon) 1719272 ko
Inactive(anon) 56 580 ko
Active(file) 707 400 ko

4.3.6 Password for sgm and sc accounts
The passwords for the sgm and sc technical accounts will be aligned with the SGMConf cli account.

Since this version 23a a change of password of the cli account will automatically update the password of the sgm and sc
users on the SGM with the same value.

4.4 DEVELOPMENTS ON SG PROBES

4.4.1 Breakout on WAN port

From this version it is possible to use a WAN port of the SG to establish an additional output (breakout) usable for the traffic
passing through the SG.

In this architecture only the WAN port will be connected. The associated LAN port is no longer usable.

24.4.1.1 PREREQUISITES

OPE 6-5.18

24.4.1.2 USE

As on the EXT port, it is imperative to configure a grooming in tunnel mode to be able to divert the traffic to this port. The
traffic thus channeled will be the one filtered by the rule of this grooming.
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4.4.1.3 CONFIGURATION
The port must be explicitly declared as a potential exit door.

In expert mode on a port wan switch the breakout mode to yes:

StreamGroomers

2 OUTILS DE MANAGEMENT
% STREAMGROOMERS 10
[ bbb 5g proxyVMWare 7
= ik (@sg 5G3270e 9
[~ Maintenance
. port 00-admin
. port 01-ext
<A port 10-lan
<A port 11-wan
L. port 20-lan
< port 21-wan
+ @ Routeur IP
9% Paramétres systéme
[+ bbb sg site1 9
+ bk sgsiteA O
+ e sgsiteB 7
»e o sg siteHome 7
“(sgsite@ 9
[+ b ([ 5 SGVMWare 7
+ 1r sg SpeedAwsParis 7
+ 0 sg SpeedHome 7

o &

&

®

e (CINED DD

Utilisateur : global | déconnexion | EN | FR

[ STREAMGROOMERS  j}} 5g SG3270e .. port 21-wan
Stats temps-réel Capture de trafic

» Nom: 21-wan
» Mode ligne : aufo-négociation

» Mode breakout : oui

= Criticile maximale generee par Ies alarmes : ue

» Debug: ox0
— 0

By default this mode is disabled.

As the LAN port is not connected, it is imperative to deactivate the port status report on the Streamgroomer (change it to

no):

StreamGroomers

i+ % OUTILS DE MANAGEMENT
| STREAMGROOMERS 10
#1440 5g proxyVMWare 7
= i (Psg SG32708 9
[©] Maintenance
L. port 00-admin
. port 01-ext
A port 10-lan
L port 11-wan
<\ port 20-lan
. port 21-wan
(+ @8 Routeur IP
% Parametres systeme
+ bbb 5g site1 O
+i 0 sgsiteA 9
+ 40 sgsiteB 7
# /1 sg siteHome 7
40 Osgsite@ 9
% b () sg SGVMWare 7
+#0+ sg SpeedAwsParis 7
+ v sg SpeedHome 7

— X

Utilisateur : global | déconnexion | EN | FR
B STREAMGROOMERS  }}} sg SG3270e

Stats temps-réel

Stats long-terme | Alarmes | Gestion des versions (Dual1) | Gestion des versions (Dual2)

S streamcore,s,

» Nom: |sG3z70e
» Suffixe du Master en nominal : |[Duall
» Suffixe du Slave en nominal : [Dual2
» Mode de fonctionnement : |Monitoring + Marquage + Controle ~ = Loptimisation WAN n'est disponible que dans le mode Monitoring + Marquage + Contrbie.
» Type de dialogue SGM-SG : (Non sécurisé ~
» Fuseau horaire du SG : [Europe/Paris ~ w
» Mode diinsertion : [Dual (deux SG) v |-l# v |ports
» Port d'administration sécurisée (SGM appelant) : 22
» Poling des statistiques par le SGM : [oui v
» Envol des réinits 3 [oui -
| » Report d'état entre ports LAN et WAN : [Non v |
* Switch cote WAN : [Non -

gv_qos_voip_v2=1;
swap_lan_wan_ports=0Xee00;

v

Paramétres additionnels :

A
ATTENTION : Des routes ksym sont configurées sur ce SG

Then you will have to add a grooming in tunnel mode to direct the traffic to this new exit.

2023 Streamcore SAS - All rights reserved
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Utilisateur : global | déconnexion | EN | FR

‘Graphes expérimentaux

StreamGroomers

@ 'SERVICES  # Site 5632708
Stats temps-réel

(¥ Acgess link 5G3270e (&) 5G3270e-siteA
Outils diagnostic

+ % OUTILS DE MANAGEMENT Stats long-terme

- @ SERVICES 16 .
1+ # Site debian10 Eonfcusnlion | brees | Al
1+ ik Site nico 4
1+ # Site proxyVMWare 3 PARAMETRES GENERAUX
= # Sile $632708 3
(® Local traffic » Nom: Grooming SG3270e-siteA
= () Access link SG3270e 4 » Etat demandé En service
4 © $G3270e-slteA 2 » Type de régle : Grooming

+ () SG3270e-siteB 1
+ (® [ NR_port ] ports 4

(O Fallback PARAMETRES DE VISIBILITE

(O Fallback
i+ ik Site 564412 » Statistiques long-terme oui
i+ # Slte sited 4
i+ # Site siteA 3 Synchronisation du grooming S$G Local SG Distant
+ ik Slte siteAA » Synchronisation : Qui sans auto-adaptation
1+ # Site siteB 3
= # Site Site-éssai-C
i+ # Site siteHome 3 PARAMETRES DE CONTROLE ET OPTIMISATION
+ # Site siteQ 3
1+ # Site siteVMWare 3 » Type daction QoS : Limitation de poids et débit (AGR-LIMITED)

1+ # Sile SpeedAwsParis 3

3 Sit= SpeadHome § Paramétres QoS SG Local SG Distant
1+ Site SpaadVMWare » Poids relatif 100 100
» Deébit max. de cadencement : 100 Mbit's 100 Mbit/s
- -
I > Mode tunnel : Qui I
* Compression - Non
» Chiffrement : Non

S streamcore,;,

4.4.2 New port inversion setting
It is possible to request LAN/WAN port inversion on a SG. And this for any of its pairs.

The inversion will cause the port initially stamped as WAN to act as a port to the LAN.
While the initial LAN will be considered as a WAN exit of the traffic.

4421 CONFIGURATION

A special additional parameter must be set (see 4.4.4) to the SG :

Parameter Values Defect
swap_lan_wan_ports Ox#H### 0X0000

The position of the binary '1's in the set value indicates which bypass pair is affected by this inversion.

Examples:
0X0000 No inversion
0x0001 10-lan/11-wan torque inversion
0x0002 Reversal of the 20-lan/21-wan torque
0x2081 Inversion of the pairs 10-lan/11-wan, 80-lan-81-wan and
e0-lan/e1-wan
OxFFFF Reverse all ports

WARNING : a reboot of the SG is necessary to take into account this inversion
Illustration for the inversion of two couples.

Adding the advanced setting:

2023 Streamcore SAS - All rights reserved
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po— oot | v I O]

StreamGroomers

+ 3 OUTILS DE MANAGEMENT

- % STREAMGROOMERS 10
4 90| 5g proxyVMWare T
= i@ sg SG3270e 9

[ Maintenance
. port 00-admin
A port 01-ext
A port 10-lan
. port 11-wan
A port 20-lan
. port 21.wan
+ 68 Routeur IP
9 Parametres systeme
+ bhr g sitel 9
+ 0k sgsiteA 9
+ 0 sgsiteB 7
+ 00 sg siteHome 7
+ 0 (Dsg site@ 9
+ wr ) sg SGVMWare 7
+ e sg SpeedAwsParis 7

» Nem:

Suffixe du Master en

nominal :

Suffixe du Slave en

nominal :

5 STREAMGROOMERS
Stats temps-réel

Stats long-terme

|sG3270e
Dual

|Dual2

Alarmes

+ Contréle

Utilisateur : global | déconnexion | EN | FR  [ESIEEEIINEIINE 4

}4 50 SG3270

Gestion des versions (Dual1)

WAN n'sst

Mode de fc

v

——
Marguage + Contrble.

Type de dialogue SGM-SG :|Non sécurisé
Fuseau horaire du SG : Europe/Paris ~

§ sfreamcore,;,

Gestion des versions (Dual2)

que dans le mode Monitoring +

v

Mode d'insertion
Port d'administration sécurisée (SGM appelant) :

|Dual (deux SG)

-4~ |ports

e

2023 Streamcore SAS - All rights reserved

sg SpeedHome 7

v

Polling des statistiques par le SGM :
Envoi automatigue des réinits dynamigues :
Report d'état entre ports LAN et WAN :

v

» Switch cité WAN : ~
swap_lan_wan_ports=0Xeee3;

» Paramétres additionnels :

4
ATTENTION : Des routes ksym sont configurées sur ce SG
Optimisation WAN

Attention : ne pas modifier les parameétres de configuration sans accord du Customer
Service.

» Activer l'onglet expert Optimisation Wan : [Non v

» Taille du cache global : 106G |

Propager la taille du cache global sur tous les

> client - Non v

» Taille du cache spécifique pour 'appairage : o |

» Taille(s) de bloc : 14096,102400 ]

» Taille de bloc par défaut : |Petit v

» Mode proxy : [Non ~

¢ Modenormal  [@ Documentation

Services

S sfreamcorey;,

StreamGroomers

% STREAMGROOMERS i} sy $G3270e

# X OUTILS DE MANAGEMENT Gestion des versions (Dual2)
- STREAMGROOMERS 10 ETIEER
*h) sg proxyVMWare 7 Dta
=i @sg 563270 9 Attention : les ports suivants ont été intervertis
[T Maintenance 10-lan <-> 11-wan <:|
& port 00-admin 20-lan <-> 21-wan
A port 01-ext
A port 10-lan Heure d'échantillonnage : 2023/03/30 12:41:04
< port 11-wan
rt 20-] &ri
<% port 20-lan $G32706 Pem?de ;
< port 21-wan (Monitoring + Marquage + Contrdle) s 1 min 10 min
+ @ Routeur IP 12:40:50-12:41:00 12:40:00-12:41:00 12:30:00-12:40:00
% Paramétres systeme » Mémoire. statique 30,9 Go
[+ ppr sg site1 9 © min. libre 28% 8% 28%
[+ 00h sgsiteA 9 © moy. libre 28% 8% 28%
© W (IsgsiteB 7 o max. libre 28% 28% 28%
EIreIs s!:eHome z » Mémoire. dynamique 2,6 Go
20 sna@ o min. libre 9% 9% 99 %
[+ () sg SGVMWare 7
& sg SpeedAwsParis 7 © moy. libre 99 % 99 % 99 %
W sg SpeedHome 7 © max. libre 99 % 99 % 99 %
» CPU
o Total 0% 0% 0%
o Max
IP Address Default gateway DNS 1 DNS 2 Address assignment
172.18.2.20/ 24 No gateway found 127.0.0.1 127.0.0.1 Static address managed by SGM
Numéro de série  Date du dernier redémarrage  Cause derniére réinitialisation ~Bypass Hardware  Stats brutes
Y09A0264 2023/03/30 12:39:52 Non précisée Oui I
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4.4.3 Access to raw statistics on an SG

The StreamGroomer probe maintains counters on its activity which are neither displayed in the real time statistics nor

historicized in the long term statistics.

Access to these indicators is now possible directly on the probe's real time statistics screen.

Clickon:

‘StreamGroomers

+ 3¢ OUTILS DE MANAGEMENT

B STREAMGROOMERS  }} 59 583270

Stats long-terme. Gestion des versions (Dualt)

s
40 sg proxyVMWare 7

Utiisateur - global | deconnexion | EN | FR (St g

Gestion des versions (Dual2)

Numéro de série  Date du dernier redémarrage ~ Cause derniére réinitialisation  Bypass Hardware
Y09A0264 2023/03/22 18:07:12 Non précisée Oui
GPU usage
Usage over tast 1 min o =
Usage over 1ast § min o S
Usage over last 15 min 0
Total memary 13506 octols
Free memory 66 octets
Buffers memory o octets
Cachea memory o octets
Used memary 486 octets
Used memary (in %} 26 k3
Disk
Tota aisk o octets
Free disk o octets
Used disk o octets
Used disk {in %) oo =%
Disk UO counters e s resa)
Read bytes 1820k octets.
write bytes 19w octets
'SSD Health indicators

To display the list of internal (raw) statistics of the SG:

2023 Streamcore SAS - All rights reserved

4415 @sg 5632708 9 Heure echantilonnage - 202310323 14:45:50
©msgsitel &
i sasiteA © e
L e 7 e 0 - “0mn
e (Monitoring - Maruags = Gonirdic) ) ) :
v Osgsitea s » Mémoire. statique 30,9 Go
+ v ()50 SGVMWare 7 o min. lisre 7% 7% 2%
+/t | sg SpeedAwsParls 7 © moy. libre 27% 278 27w
G339 Spdadtons @ o max. libre 27 % 7% 27 %
* Mémoire. dynamique 2,6 Go
© min. lbre 9% £ 9%
@ moy. libre. 98 % 99 % 99 %
© max.titre 9% s9% 99 %
» CPU
o Total 0% 0% 0%
o Max
IP Address Default gateway DNS 1 DNS 2 Address assignment
172182204 24 No gateway found 127.00.1 127.00.1 Static adress managed by SGM

Stats brutes.
=

t

QSi‘reancolez:,a

B Documentaion
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Senvices.

QUTILS DE MANAGEMENT
= B4 STREAMGROOMERS 10}
101 s proxyVMWare 7

1 (sg $G32708 O

< wheg sital @

StreamGroomers

[P ——
B STREAMGROOMERS  §i/ 55 $G3270e

@ StreamView - DebugPopup — Mazilla Firefox. = o

Ple< versions (Dual2)

O & 172.16.19.245/qualif/streamview/hb_UdebugPopup.phtmi?cli_command=go+sg+80+0%3B+stat=--de ¥ &) =

& e sg siteA @ Bo sg 8@ @
4 0k sg siteB 7 20 min
Erse+ Cyen aktetioms @ : 1:30:00-12:40:00
w00 eg sieq O stat --debug --mirror=1
44 () 5 SGVMWare 27 %
414 5 SpesdAWSParis 1 adminStatus=1 -
1) og SpeedHome 7 fype=SG3276e =
mode-3
insertionode=4 98 %
serialnumber=ve9Ae264 9%
redundancyMode=1 29 %
tagging=1 |
bypassstatus=e o
switchwAN=0
tandemtode=0
identity=1 signment
debug=-exe Inaged by SGM
cDebug=e
foebug=e
jDebu:!g are  Stats brutes
kDebug=@ =
drDebug=0

name=SG37CTI081
operstatus=a
laststatusChange=1679501281
nbstatusChanges=1
magicId=946994aedbacte28a5c4807c02080779
sgStartTime=1679501232
sgEndTime=1679575634
acc_admin_status=1
acc_status=1

acc_print=e
acc_crit_num_rules=se
acc_depth=1

acc_rules=1

acc_filters=1

acc_conx=96

acc_conx_low=96
acc_conx_high=2

acc_rate=1
webcacheActivated=e
wehcacheRediron=a

B cocumenation

4.4.4 SG Additional parameters
It is possible to modify the behavior of the SG by adding additional parameters.

In this input field it is necessary to write pairs forming the assignment: <parameter name>=<value> ;
Always end a simple assignment with a semicolon () .

You can enter several assignments in a row.
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Services Default | w m

StreamGroomers

Utilisateur : global | déconnexion | EN | FR

# STREAMGROOMERS  }}} sg SG3270e

§ streamcore,;,

# 3¢ OUTILS DE MANAGEMENT
=/ STREAMGROOMERS 10

i+ 10y sg proxyVMWare 7

=1 15 @ sg SG3270e 9

Stats temps-réel

Stats long-terme Gestion des versions (Dual1) | Gestion des versions (Dual2)

[~ Maintenance
. port 00-admin » Nom: |sG3270e |
. port 01-ext > ggml);ealdu Master en ‘Dual1 ‘
o R , Suffixe du Slave en \DuaIZ ‘
<. port 11-wan nominal : ¢ .
<. port 20-lan » Mode de fonctionnement - L + Marquage + Controle v | L'optimisation WAN n'est di ible que dans le mode Monitoring +
. port 21-wan " Marquage + Contréle.
[+ @ Routeur IP
PR SR » Type de dialogue SGM-SG : Non sécurise v
i+ 1hr sg site1 9 R - = = ) :
S sgsiteA O » Fuseau horaire du SG : [EurnpefParls v
/b0y sgsiteB 7
i+ 1hr sg siteHome 7
# ()sgsiteQ o p —
w0 () sg SGVMWare 7 » Mode d'insertion : |Dual (deux SG) v |-14 v |ports
S sg SpeedAwsParis 7 » Port d'administration sécurisée (SGM appelant) : 22 |
# +) sg SpeedHome 7 » Polling des statistiques par le SGM : [Oui v \
» Envoi ique des réinits dynamiques : [Oui v
» Report d'état entre ports LAN et WAN : [Non v
» Switch cote WAN : [Non v

gv_gos_voip_v2=1;

swap_lan_wan_ports=0X0003;
» Parametres additionnels : -

4
ATTENTION : Des routes ksym sont configurées sur ce SG
Optimisation WAN
Attention : ne pas modifier les paramétres de configuration sans accord du Customer
Service.
» Activer l'onglet expert Optimisation Wan = [Non v
» Taille du cache global : 1,06 |
> z;eosta:ger la taille du cache global sur tous les [Nnn ” ‘
» Taille du cache spécifique pour I'appairage : ‘0 ‘
» Taille(s) de bloc : |4096,102400 J
» Taille de bloc par défaut : |Petit v \
» Mode proxy : [Non v \
> Debug - 0

w x Mode normal E Documentation

WARNING: deleting a parameter does not delete its assignment. You have to explicitly change its value (to return it to its
default value) or delete and then reboot the SG.

These parameters are advanced parameters that should be used with care, contact Streamcore support
(support@streamcore.com) for a list of these configurable parameters and their areas of use.

4.4.5 Display of max CPU
The CPU of the probes was displayed over a period of 10 minutes.

As with the other indicators, it is now also displayed with a max calculated over 10 seconds (10 second period of maximum
activity during the 10 minute period). The consolidation of this indicator is done by taking the max of the max of the
consolidated periods.
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export

CPU load
21/04/2023 00:00 - 22/04/2023 00:00 (Europe/Paris)
100 %
75 %
50 %
25%
04/21/2023 18:20
e MAX CPU load: 10.45 %
0o ~ Nr~ o CPU l0ad 1% j"-\ N A
o
21. Apr 04:00 08:00 12:00 16:00 20:00 22, Apr

— MAX CPU load CPU load

4.4.6 ghp version
A parallelized version of the OPE version of the probe has been available on request from support for several months.
This version is now delivered as part of the Software Suite in addition to the standard monothread version.

As a reminder, when moving from the M4G to the M5G generation of software versions, the operation changed from a kernel
mode to an application mode above DPDK.

However, even in application mode, all the processing takes place on a single processing core, which is now separated from
the OS tasks, which are now handled by the other cores of the machine.

The ghp version integrates a first level of parallelism by separating the flow monitoring part from the QoS part on the flows
(the acceleration part is separated from the origin). In this version, the processing is distributed over 3 cores:

- Aunique core dedicated to monitoring (classification and calculation of indicators)
- 2 QoS cores (1 per traffic direction)

The performance in terms of QoS is multiplied by 2 compared to the single-core version.
There is no gain in monitoring alone.

This version is recommended for devices that reach a high CPU load in QoS.

This version is homogeneous with the single-core version and has all its features.

Only the stress and QoS activity rate indicators are not currently available.
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4.5 EVOLUTIONS ACCELERATION

4.5.1 Acceleration: choice of default block size, small or large

The acceleration uses a block size of data for caching.
If no blocks can be formed because of insufficient data, no caching will be done.

ATTENTION - Dos routes kaym sont configurées sur ce SG

This block size can be of two dimensions, one of which will be considered large and the other small (obviously). Only one of
these sizes is active.

To select this size it is now possible to indicate if you take the small or the big one.
To be configured on the SG in expert mode:

24.5.1.1 PREREQUISITES

The associated StreamGroomer must be at least OPE 6-5.18 to be able to take this configuration into account.

4.5.2 Disable application server in error

This version implements DIAS (Disabling Inaccessible Application Servers) on application servers configured for acceleration
on a StreamGroomer.

Physical or virtual acceleration probes should be located as close as possible to the applications they are supposed to
optimize. However, the architecture and security constraints of data centers mean that the acceleration function can be
separated from the applications themselves by intermediate equipment (routers, firewalls, load balancers, etc)). These
devices or the routing of flows that must pass through them can fail from time to time, blocking access to the application
from the acceleration probe.

In these cases, to prevent access to the application from being interrupted when the flow passes through the acceleration
tools, we have developed a circuit breaker mechanism called DIAS.

This DIAS allows you to disable for acceleration any application server that encounters a minimum number of connection
problems in a given time. And then reactivate it within a given time.

These three parameters have default values and can be configured by adding "additional parameters" to the
StreamGroomer (see chapter on Additional parameters)
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These parameters are :

Description Name Default value Limits
Minimum number of occurrences of connection acc_watchdog_errors 5 1-60
problems on a server before triggering its
deactivation
Maximum time allowed for the successive acc_watchdog_period 60s 10s - 600s

occurrence of these problems to trigger deactivation.
If this time is exceeded, the number of occurrences is
reset to zero while waiting for the next incident.

Timeout after deactivation to reactivate the server acc_watchdog_duration | 86400s (1d) 60s - 8 days

5 New features OPE 6-5.17

51 UTF-8

Switching to UTF-8 encoding of the various StreamGroomer data, including logs.

5.2 DEFAULT BLOCK SIZE

Enables the default block size configuration for acceleration to be taken into account.

To set up this configuration see. 4.5.1

6 New features OPE 6-5.18

6.1 BREAKOUT ON WAN PORT

To take into account the detour to a WAN port.

For WAN port configuration see. 4.4.1

6.2 CPU MAXIMUM LOAD
A new information is available in the StreamGroomer real time statistics, the maximum CPU load.

This measurement indicates the maximum load rate reached by the StreamGroomer over the indicated period of time (1mn
or 10mn). The CPU load being measured over 10s the maximum is not displayed for this period.
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ETID GEED

Utilisateur : global | décannexion | EN | FR

§ streamcoreys,
9 STREAMGROOMERS i} 50 $83270¢

+ 7 OUTILS DE MANAGEMENT Stats long-terme | Alarmes | Gestion des versions {Dual1) | Gestion des versions (Dual2)
- % STREAMGROOMERS 10
94 g proxyVMWare |
= 111 @59 5632708 9 Heure d'échantillonnage : 2023/03/31 11:26:01
[] Maintenance
L port 00-admis -
" Wn M_.ﬂ"' " 5G3270e [T
b= (Motoring + Marquage = Contidic) 10s Amin 10 min
L port 10-lan 11:25:50-11:26:00 11:25:00-11:26:00 11:10:00-11:20:00
. port 11-wan * Mémoire. statique 30,9 Go
L port 20q4an o min. ibre 8% 28% 28%
L. port 21-wan o moy. libre 28% 28% 28%
+ @8 Routeur IP o max. libre 28% 28 % 28%
% Paramétres systéme » Mémoire. dynamique 2,6 Go
 wrsgsitet @ = =S
+ 0 sg siteA 8 o min. libre 99% 8% 9%
4 whsgeiteB 7 © may. liore 80% 99 % 99 %
1 sg siteHome /. o max.libre 9% 99% 9%
0 Osgsite@ o » CPU
+ bb [ 59 SGVMWare 7 Total 0% 0 0
<0 3 SpesdAwsParis 7 o Max 0% 0%
@ g Epoecoma @ TP Address Default gateway DNS 1 DNS2 Address assignment
172.18.2.20/ 24 N galeway found 127,004 127.00.1 Static address managed by SGM

To display this statistic you need an SGM in 23a minimum.

7 New ACC features

71 ACC32

7.1.1 Disable Inaccessible Application Server (DIAS)

This version implements DIAS (Disabling Inaccessible Application Servers) on application servers configured for acceleration
on a StreamGroomer.

This DIAS allows you to disable for acceleration any application server that encounters a minimum number of connection
problems in a given time. And then reactivate it within a given time.

These three parameters have default values and can be configured by adding "additional parameters” to the
StreamGroomer (cf. 4.4.4)

These parameters are :

Description Name Default value Limits
Minimum number of occurrences of connection acc_watchdog_errors 5 1-60
problems on a server before triggering its
deactivation
Maximum time allowed for the successive acc_watchdog_period 60s 10s - 600s

occurrence of these problems to trigger deactivation.
If this time is exceeded, the number of occurrences
is reset to zero while waiting for the next incident.

Timeout after deactivation to reactivate the server acc_watchdog_duration | 86400s (1d) 60s - 8 days

7.2 ACC34

7.2.1 New acceleration base

The acceleration module has been updated to the new 7.1.0 acceleration system.

This new system brings better performance on the use of the cache.
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WARNING : these improvements on the use of the cache required a change of architecture of this one, making inoperative
the use of an old cache. Therefore the installation of this new version will erase the cache already built on the SG to be able
to start again on a healthier basis.

All components of the software suite are delivered as updated versions.

Note: In this software suite, the BOOT components are S56. and T11. The correct version, depending on the type of SG (M4G
or M5QG), will be installed automatically by the SGM when a BOOT is deployed on the StreamGroomers.

The following tables list the problems that have been fixed in version 23a of the software suite:

Customer ticket Reference Description of the problem that was solved (SGM 23a)
SGM 23a
SCC-00001409 SC-1182 No error message when adding a filter with duplicate name on "inclusion of subrules”.
SCC-00001412 SC-1269 On-site long term statistics Applications: unsorted list
SCC-00001414 SC-1270 On the SGM the loadavg of an SG M4G has a value of 6.25
SC-1286 [Traffic capturel Incorrect colors
SC-1291 [StreamView] Disconnection of StreamView after a certain time
SC-1299 [SGMConfl Add a control on some parameters with special characters
SC-1301 [StreamView] From the Matrix, you can add an empty alarm group
SC-1314 [SG Configuration] Display a "?" in the category column
SC-1321 [StreamView] Display of the results of the "Search’ field malformed because of the
presence of an icon
SC-1323 [StreamReportl Problem with displaying special characters
SC-1326 Sending mail from SGM in error (continued)
SCC-00001424 SC-1349 Adding shaping matrix in line: does not respect the choice of location of the rules
SC-1374 Crash OPE on start-up
SCC-00001426 SC-1387 Grooming : statistics gives synchronization date on 1970
SCC-00001427 SC-1424 StreamAccess : user restricted in read/write rights : no modification
Customer Ticket Reference Description of the problem that was solved
OPE 6-5.17
SCC-00001392 SC-1024 Grooming synchronization loop
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Customer Ticket Reference Description of the problem that was solved
OPE 6-518
SCC-00001426 SC-1387 Grooming : statistics gives date of synchronization on 1970
SCC-00001437 SC-1535 SG plants on traffic video
Customer Ticket Reference Description of the problem that was solved
Boot T11
SC-1272 [DHCPI Cannot display the conf if DHCP provides a search domain
SC-1286 [Traffic capture] Incorrect colors
SCC-00001420 SC-1304 Hole in the curves: "Connection refused" error in polling
Customer Ticket Reference Description of the problem that was solved
ACC33
SC-1390 [ACCI DIAS - acceleration crash if all appservers are disabled
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o Known issues

The table below lists known problems and provides a workaround if necessary.

From software suite 6- 4S5 08 - Authentication with
Radius does not work if the password contains the
following characters
e Double quotation mark "
StreamView ° quotation mark " Change the Radius
FB46694 | StreamAcce e Slash/ password avoiding the
ss , use of these characters.
e Exclamation mark!
e Backcut
e Hooksland]
e Star”
FB42810 e StreeIamGr(?omers can rgstart In - a port mirroring
configuration when capturing traffic.
) SG Grooming, dual mode and tandem mode do not work | Use for the moment a 6-
with version 6.6 OPEs 5ghp version
FB47220 SG With ACC24 or later and an older OPE (< 6-4.17), each | Upgrade to OPE 6-4.17 or
4723 reboot of the SG will clear the acceleration cache. higher
On an SG in Dual/Tandem mode and in an SGM HA
FB4040 SG environment  (SGM cluster), changing the | Contact Streamcore
49409 communication mode from "calling SG" to "not secured" | Support
may cause an error.
Choose the one that is
not secure and that
FBAO1 sG The SG with a To# boot version could not use any SGM |already uses an SSH
4913 calling the Secure dialog type (weak or strong) connection.
Or a type of SG caller
dialog.
SC-1550 SG Unaya|lab|l|ty of QoS and Stress indicators in ghp Deyelopmgnt of
version indicators in progress

10 Installation and deployment

Read the following recommendations carefully:

e CAUTION: On the SG250e, status mirroring between LAN and WAN ports does not work.

e After starting the StreamGroomers in operational software, it is strongly recommended to check the LAN and WAN
ports statistics (speed and duplex mode, CRC errors, collisions..) in order to avoid any configuration mismatch with
the interconnected equipments.

e Werecommend to connect to the ADMIN port on the LAN side of the StreamGroomer.

e Onthe SG350e, when switching from boot software (closed bypass) to operational software in bypass mode, the
bypass opens and closes immediately, resulting in two interface state changes. This operation can block traffic for a
few seconds.

e Direct connection of peripherals (mouse, keyboard and monitor) to the SGM should only be done for maintenance
purposes.
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11 Software interoperability rules

11.1 VERSION DOWNGRADE OPERATION

Read the rules carefully:

e  SGM: unauthorized operation (risk of data loss)

e  SG OPE: operation authorized if the OPE vs Boot/System interoperability rules are respected (see table below).

e SG Boot/System: unauthorized operation (risk of material accident)

e ACC acceleration system: unauthorized operation

11.2 INTEROPERABILITY BETWEEN COMPONENTS

Interoperability is guaranteed for an SGM in the following cases:

e Version SGSS 6.4 with a SG in OPE 6.5, 6.4, 6.3 and 6.2
e Version SGSS 6.5 with a SG in OPE 6.5, 6.4, 6.3 and 6.2
e  SGSS 22x version with a SG in OPE 6.5, 6.4 and 6.2-11

Interoperability not guaranteed for an SGM that is older than the OPE version.

The table below indicates when compatibility between SGM and SCO versions is guaranteed:

SCO

SGSS 64

SGSS 65

Upto12

Not guaranteed

Not guaranteed

Upto13

Yes, for OPE >=
6-2

Yes, for OPE >=
6-2

From 6.5

Yes, for OPE >=
6-2

Yes, for OPE >=
6-2
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12 Technical support

Streamcore Technical Support

By e-mail: support@streamcore.com

By phone:  +33(0)1.78.96.53.21
+33 (0)6.45.58.84.68

Customer support

Email: support@streamcore.com

Telephone: +33.1.78.96.53.21
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